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Preface

Thank you for choosing Tenda! Please read this user guide carefully before you start.

Conventions

This user guide is applicable to the following routers. W20E is used for illustrations here unless
otherwise specified. The contained images and Ul screenshots are subject to the actual products.

Product model Description

W15E AC1200 Wireless Hotspot Router

W18E AC1200 Gigabit Wireless Hotspot Router
W20E AC1350 Gigabit Wireless Hotspot Router

The typographical elements that may be found in this document are defined as follows.

Item Presentation Example

Cascading menus > System > Live Users

Parameter and value Bold Set User Name to Tom.

Variable Italic Format: XX XOCXX: XX XX:XX

Ul control Bold On the Policy page, click the OK button.
Message “n The “Success” message appears.

The symbols that may be found in this document are defined as follows.

Symbol Meaning
This format is used to highlight information of importance or special interest. Ignoring
E//NOTE this type of note may result in ineffective configurations, loss of data or damage to
device.
QTIP This format is used to highlight a procedure that will save time or resources.

Acronym and Abbreviation

Acronym and

Abbreviation Full Spelling

AES Advanced Encryption Standard
AH Authentication Header

AP Access Point

ARP Address Resolution Protocol

ASCII American Standard Code for Information Interchange



Acronym and
Abbreviation

APSD

CPU

DDNS

DDoS

DES

DHCP

DPD

DMz

DNS

ESP

GBK

GMT

ICMP

IKE

IP

ISP

IPSec

L2TP

LAN

MAC

MD5

MGMT

MTU

NAT

PFS

PoE

Full Spelling

Automatic Power Save Delivery
Central Processing Unit
Dynamic Domain Name Server
Distributed Denial of Service

Data Encryption Standard

Dynamic Host Configuration Protocol

Digital Pre-Distortion
Demilitarized Zone
Domain Name System

Encapsulating Security Payload

Chinese Internal Code Specification

Greenwich Mean Time

Internet Control Message Protocol

Internet Key Exchange
Internet Protocol

Internet Service Provider

IP Security

Layer 2 Tunneling Protocol
Local Area Network
Medium Access Control
Message Digest 5
Management

Maximum Transmission Unit
Network Address Translation
Perfect Forward Secrecy

Power Over Ethernet



Acronym and
Abbreviation

PPPOE

PPTP

RSSI

SA

SSID

SHA

Short Gl

SMS

SPI

SYN

SYS

TCP

TKIP

UDP

Ul

UPnP

URL

UTF-8

VPN

WAN

WEP

WLAN

WMM

Full Spelling

Point-to-Point Protocol Over Ethernet

Point to Point Tunneling Protocol
Received Signal Strength Indicator
Security Association

Service Set Identifier

Secure Hash Algorithm

Short Guard Interval

Short Message Service

Security Parameter Index
Synchronize

System

Transmission Control Protocol
Temporal Key Integrity Protocol
User Datagram Protocol

User Interface

Universal Plug and Play

Uniform Resource Locator

8-bit Unicode Transformation Format

Virtual Private Network

Wide Area Network

Wired Equivalent Privacy
Wireless Local Area Networks

Wi-Fi multi-media



Getting more documents

If you want to get more documents of the device, visit www.tendacn.com and search for the target
product model. The related documents are listed as below:

Document Description

It introduces how to set up the device quickly for internet access, the

Quick Installation Guide descriptions of LED indicators, ports, and buttons, FAQ, statement information,
and so on.
. It introduces how to set up more functions of the device for more requirements,
User Guide

including all functions on the web Ul of the device.

It introduces the basic information of the device, including product overview,

Data Sheet . ) e .
selling points, and specifications.

Technical Support

If you need more help, contact us by any of the following means. We will be glad to assist you as
soon as possible.

Global: (86) 755-27657180

(China Time Zone)

‘\ United States: 1-800-570-5892 >,
N

(Toll Free: 7 x 24 hours) support@tenda.com.cn
Hotline Email

Canada: 1-888-998-8966
(Toll Free: Mon - Fri 9 am - 6 pm PST)

Hong Kong: 00852-81931998


http://www.tendacn.com/
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il At a glance

1.1 Overview

The enterprise router stands out both on hardware and software. With sleek appearance, high-gain
antennas, various interfaces, as well as an intuitive web Ul that allows you to manage your network
to achieve your very specific deployment purpose, such as authentication using captive portal, and
VPN connections. You are assured to enjoy stable network and convenient management.

1.2 Main features

® At most three 2.4 GHz wireless networks and three 5 GHz wireless networks

= High density user access

= High-gain antennas

= Supports wireless network isolation

®  Supports captive portal

®  Supports remote web management

®  Supports smart and user-defined bandwidth control

= Supports IP/MAC/URL-based filter

m  Supports PPTP/L2TP VPN server, PPTP/L2TP VPN client, and IPSec VPN connections
®  Upto 3 WAN ports



1.3 Label

The label shows the Default Access, MAC, SSID and Serial NO. of the router. The following is an
example of what the router label might look like:

www.tendacn.com
-,—enda Made in China

(1) @---=-=---- Wireless Hotspot Router

(2) @—-—------- Mode:w20e HEVNE @90 e o (5)
Username: admin
Password: admin

(3) @—=—=----——- Access: www.tendawifi.com

(4) @========-= Power: AC100-240V 0.7A50/60H; A =00 [pmmmmmmmee- - (6)
FCC ID:VITW20E
CEFE~ 2 = oy

‘.‘ —_—

(1) Product name of the router.

(2) Model: Product model of the router. You can use this model as a key word for searching related
supporting materials on our official website.

(3) Default Access: Default domain name or IP address for logging in to the web Ul of the router.

(4) Power input: Power specification of the router. It is suggested that you use the included power
adapter to power on the router.

(5) MAC: MAC address of the router.

(6) SSID: Default wireless network name of the router.

(7) Serial No.: The unique serial number of the router.



Quick setup

This chapter introduces how to set up the router to access the internet for the first time.
Step 1 Connect your router.
1. Connect the included power adapter to the Power jack of the router to power it on.

2. Use an Ethernet cable to connect an Ethernet jack or a LAN port of your modem to the
WAN port of the router.

3. Either connect your computer to a LAN port of the router, or connect your WiFi-enabled
device, such as a smart phone, to the wireless network of the router.

Qrie

The default SSID is on the bottom Label of the router. By default, it has no WiFi password.

Step 2 Configure your router.

OTIP

- You can perform quick setup either using a connected computer or a smart phone. The
configuration process is the same. The following takes a computer for example.

- If a smart phone is used, disable its mobile or cellular network function.

1. Start a web browser on the computer connected to the router or the wireless network of
the router, and access tendawifi.com.

Login X +
& c tendawifi.com o [2)



2. Click Start. The system automatically starts detecting your internet connection type.

Tenda English

Welcome to Tenda Wireless Hotspot Router

Click Start to configure the internet and wireless settings quickly.

Start

3. After detection completed, just follow the on-screen instructions to set up your router.
PPPoE is used for illustrating here. Enter the PPPoE Username and PPPoE Password
provided by you ISP, and click Next.

Tenda Internet Settings

Detection completed. The recommended connection type is: PPPoE

Connection Type: PPPoE

PPPoE Username:

PPPoE Password:

Skip




4. Customize the SSID (wireless network name) and WiFi password as needed.

Tenda Wireless

Set your SSID (WiFi name) and WiFi password

SSIDx: Tenda

WiFi Password: Bt No Password

Set the WiFi password as the login password.

OTIP

By default, the WiFi password is set as the Login Password, you can deselect the checkbox and
customize them separately.

WiFi Password is used for connecting to your wireless network, while Login Password is used for
logging into the web Ul of the router for management.

5. Click Next.
---- End

To access the internet with:
- Wireless clients: Connect your wirelss devices to the SSID with the WiFi password you set.

- Wired clients: Connect the wired devices to LAN ports of the router.



Login

3.1 Login

OTIP

This section introduces how to log in to the web Ul of the router for management. For initial use of the
router, refer to_ Quick setup.

3.1.1 Overview

The router supports two account types: Administrator and Authentication. The Administrator
account enjoys all access permission of the router, while the Authentication account only has
permission for accessing System Status and Authentication modules. For detailed explanation, see
Password Manager.

3.1.2 Log in to the web Ul of the router

Step 1 Start a web browser on your device connected to the router, and access tendawifi.com.

s
Login x +
& Cc tendawifi.com o |A& e

Step 2 Enter the login password of the router you set, and click Login.

Tenda

@ TTIY! Pt

- End



Log in to the web Ul of the router using the Administrator account. See the following figure:

Tenda

Logout

E System Status

System Status

Uptime: 1day 16hours 49mins

&

Internet Settings

.)))

Wireless

Address Reservation
WAN1 #0.00KB/s #0.00KE/s

Bandwidth Control WAN2 $0.09KE/s $0.00KB/s

Internet
Authentication
AP Management

Top 5 Fastest Devices | More Statistics
Filter Management

Host Name U TEE
More

OKB/s

& © R b ©® O

Maintenance

Bandwidth

SICCN N

Dig Terminals:1

Router A - APO
Lanmllezl Upload Limit Download Limit Blacklist
Bandwidth ploa mi ownloa mi acki
0KB/s |Auto |Auto | | Blacklist |

Log in to the web Ul of the router using the Authentication account. See the following figure:

Tenda

Logout

E System Status

System Status

Uptime: 1day 16hours 51mins

1 @ Authentication

WAN1T $0.13KB/s $0.0

WAN2Z $0.00KB/s $0.0

Internet

Top 5 Fastest Devices | More Statistics

OKB/s

Upload
Host Name Binchwidth

SN

@g Terminals:1

» AP0
Router :
Download Upl s - .
Bandwidth pload Limit Download Limit Blacklist
OKEB/s Auto ‘ Auto ‘ ‘ Blacklist ‘




3.2 Logout

If you log into the web Ul of the router and perform no operation within 20 minutes, the router logs
you out automatically.

You can log out by clicking Logout on the upper right corner of the web Ul as well.



3.3 Web Ul layout

The web Ul of the router consists of three sections, including the level-1, and level-2 navigation bar,
and the configuration area as well. See the following figure:

Tgn da Logout

fd  system status @

Captive Portal

= Internet Settin
b Captive Portal:
—

= Wireless

(F) Address Reservation

@ Bandwidth Control e

o= . B
\&  Authentication

WiFi via WeChat

User Magen‘ent

Filter Management
@ More

& Maintenance
“ :a':’E

SN Name Description

Level-1 navigation bar  Used to display the function menu of the router. Users can select
functions in the navigation bars and the configuration appears in the
Level-2 navigation bar  configuration area.

® 0®

Configuration area Used to modify or view your configuration.



3.4 Frequently-used buttons

The following table describes the frequently-used buttons available on the web Ul of the router.

Button Description
m Used to save the configuration on the current page and enable the configuration to
take effect.
Cancel Used to change the current configuration on the current page back to the original
o configuration.
@ Used to get the online help.

10



System status

4.1 Check physical connections and system status

To enter the configuration page, choose System Status.

You can check if the physical connections are proper, or the router’s system status here.

4.1.1 Check physical connections

The following figure indicates that the router is connected to the internet properly through the
WANL1 port.

— y

Internet Router

The following figure indicates that connection between the router and the internet is abnormal.
Please check if the WAN 1 port of the router is properly connected to the internet, or the internet
connection parameters you set are correct.

Internet Router

11



4.1.2 View system status

On System Status page, click the Router icon "/, the Device Info window pops up.

The Device Info window consists of three parts: Operating Status, LAN Port Status, and WAN Info.

B Operating Status

Operating Status
System Time: 2019-01-16 14:31:24
Uptime: 54:58
Firmware Version: V15.11.04(917)
Device Name: AC1200 Wireless Hotspot Router
CPU Usage: 4%
Memory Usage: 72%

Parameter description
Parameter Description

It specifies the current system time of the router.

System Time

You can set system time by navigating to Maintenance > System time.
Uptime It specifies the time that has elapsed since the router was started last time.
Firmware Version It specifies the firmware version number of the router.
Device Name It specifies the name of your router.
CPU Usage It specifies the current CPU usage of the router.
Memory Usage It specifies the current memory usage of the router.

12



B LAN port status
This module shows the LAN IP address and the MAC address of the router.

QTIF‘

You can modify LAN settings by navigating to More > LAN settings.

LAN Port Status

IP Address: 192.168.0.1
MAC Address: 50:2B:73:F1:2F60
H WAN Info

This module displays information about all enabled WAN ports, including Connection Type, Status,
and IP Address and so on.

WAN1 Info
Connection Type: Dynamic IP
Status: Plugged
IP Address: 192.168.11.100
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.11.1
Primary DNS: 192.168.11.1
Secondary DNS: 0.0.0.0
Upload Rate: 0.04KB/s
Download Rate: 0.00KB/s

Parameter description
Parameter Description
Connection Type It specifies the internet connection type of the corresponding WAN port.

It specifies whether or not the WAN port is plugged. If Unplugged appears, please

Status . . .
check its physical connection.

13



Parameter
IP Address

Subnet Mask

Default Gateway

Primary DNS
Secondary DNS
Upload Rate

Download Rate

Description
It indicates the IP address of the corresponding WAN port.
It indicates the subnet mask of the corresponding WAN port.

It indicates the gateway IP address of the corresponding WAN port. Only
forwarding packets through this gateway can clients access the internet.

The primary/secondary DNS server address of the corresponding WAN port.

The Secondary DNS is optional. If you do not set this parameter, it shows 0.0.0.0.

The upload and download rate of the corresponding WAN port.

14



4.2 Monitor traffic

The router presents the traffic usage in an intuitive way. Click More Statistics on System Status page,
the Traffic Monitoring window appears. See the following figure:

Traffic Monitoring X
5
1 1
1 1
1 oos 1
1 1
: 007 :
: 0.06 :
I oos 1 . . .
§ ooe i Monitoring traffic
| 004 | === °
. : of selected WAN
[ I 1
I ooz [ 1 pOI‘t(S).
1 / 1
: 001~ —/ :
1 4 1
| 000 H
1 1
1
1 Upload (Mby/s) Download (Mby/s) WAN1 All:
e e e o T ——— - -
Q
e . Concurrent Upload Download ST load o
ost Name (3) Sessions Bandwidth Bandwidth = bownioa pume

T T T T T T T T T T T T T T T T T e mmm— o 1

1
| Honor
1 2 DKE/s OKE/s OKB 9 :
S 1
1 i . . .
! i-----o Monitoring traffic
| LENOVO :

—_ 182 OKEB/s OKB/s 5.2MB 1:30 H H

g ] of online client(s).
! 1
! 1
1 iPhonex 1
: 4 OKB/s OKB/s 233.0KB 7 1
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4.3 Manage online devices

To access the configuration page, click the Connected Devices icon on the System Status page.
The Bandwidth Control and Blacklist window appears.

You can edit the name of connected clients, control the connected clients’ upload and/or download
bandwidth separately or in batch, and block a device from accessing your network.

Bandwidth Control and Blacklist e
. Limnit Al ", Refresh
Online Devices  Blacklist : - -
Upload Download : .
Host Name (2) * . - Upload Lirit Download Limit Blacklist
Bandwidth Bandwidth
1.0KE/s 0KB/s Auto Auto Blac kiis
Celin-PC E
OKB/s OKB/s Auto Auto Blac Kis

()

Parameter description
Parameter Description

It specifies the name of clients connected to the router, connection type, their IP

addresses, and MAC addresses. You can click = to personalize the host name for
convenient management.
I;/ihOTE

Host Name For host name-based rules, you need to use the host name here.

: The client connects to the router in a wired manner.

=451: The client connects to the router’s 2.4 GHz wireless network.

55 . The client connects to the router’s 5 GHz wireless network.

Concurrent Sessions Concurrent sessions established of the corresponding client.

Upload Bandwidth It indicates the real-time upload/download bandwidth of each client. You can control

their maximum upload/download bandwidth manually, refer to Manage online
Download Bandwidth devices.

Total Download It specifies the total download traffic utilized by each client.

Uptime It specifies the connection time of each client. The unit is minute.

16



4.3.1 Control bandwidth of online devices

B Control bandwidth of online devices separately

To limit the upload and/or download bandwidth of one or several devices, select a pre-defined
value from the drop-down list menu of Upload Limit and/or Download Limit, or select Manual to
specify a value manually.

Bandwidth Control and Blacklist X

imi (i)
e Devices  Blacklist Limit Al C; Refresh Q

Manual (Unit: KB/s)

. Upload Download
Host Name (2) Bandwidth Randwidth Upload Limit Download Limit Blacklist
B i . i
) OKB/s OKB/s ! 10KB/s 10KB/s Blacklist
5G H i
1| No Limit H
i 1
El b1 32KB/s ] :
OKB/s OKB/s i ]_DII(st Blacklist
|| 64KB/s i
1
i
| | 128KB/s !
i i
! i
i i

B Control bandwidth of online devices in batch

Click Limit All, specify the values according to your actual situation, and click Save to apply your
settings.

Bandwidth Control and Blacklist X

1 -
Limit All |V | ¢ Refresh
ne Devices  Blacklist : |m| : - e Q

_______ e e e g e o e e e

Limit Bandwidth of All Online

| i
! 1
T : Devices to: :
. |
Host Name (2) 4 ploa o ! Download Limit Blacklist
Bandwidth !
! Upload Rate: ;
| ]
pap 1 1
=l 1 1 i
OKB ] 10KB, Blacklist
BG1 /s : Download Rate: : /s
i 1
1 I
| ]
OKB/s : I 10KB/s Blacklist
1 L

D/NOTE

Upload/download limits of devices that controlled by Limit by Group policy cannot be modified here.
Refer to Limit By Group for details.
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4.3.2 Add devices to blacklist

To protect your network from being accessed by unknown devices, click the Blacklist button to
block them. The blocked devices will be moved to the Blacklist section, and cannot connect to your
router.

Bandwidth Control and Blacklist X
= Device :rlglgc-k-h;t-i Limit Al C, Refresh Q
e p—p—— ]

Click this tag to view blocked devices.
Upload Download

Host Name (2) * imi , imi H
(2) Bandwidth Randwidth Upload Limit Download Limit Blacklist
Click to block.
— po=======a
- 0KB/s 0KB/s Auto Auto Il Blackiist !
5G [ 3
- OKB/s OKB/s Auto Auto Blacklist

4.3.3 Remove devices from blacklist

Follow steps below to unblock devices from the blacklist.

Step 1 Click the Connected Devices icon on the System Status page. The Bandwidth Control
and Blacklist window appears.

Step 2 Click the Blacklist tag.

Step 3 Click Remove that relates with the device you want to unblock.

Bandwidth Control and Blacklist X

(m—————
C, Refresh Q

Host Name (1) MAC Address Remove

94:C6:91:

)
o
(]
=]

1
RC2:12 : Remove |1
I

- End

The unblocked devices can connect to your router again.
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4.4 Manage APs

This page displays some basic information operations about APs connected to the router. If you
want to perform further configurations concerning connected APs, please refer to AP Mnagement.

To access the configuration page, choose System Status, and click the AP icon. The AP Management
window appears. See the following figure:

AP Management X

Online Device(s): 1
. e(s) I | Direct to AP Management H
1

AP Model Remark SSID 82"(;2) IP/MAC Address Operation
V10 SIvi0 i _ | 24GTenda WiFi o0& 192.168.0.153 | . |
} ) L1 5GTenda WiFi 0& 50:2B:73:09:94:50 LZ_ 1

Parameter description

Parameter Description
AP Model It specifies the model of the corresponding AP.
Remark It specifies the remark name that you leave for the corresponding AP.

It specifies the WiFi SSID of the corresponding AP, including 2.4G and 5G WiFi.
SSID

You can change the remark for the AP by clicking E
Online Devices It specifies the number of online devices of each wireless network.

IP/MAC Address It specifies the IP address and MAC address of the corresponding AP.

Operation By clicking “ button, you are directed to the web Ul of the AP.
Direct to AP By clicking this button, you are directly navigate to the configuration page Basic Setting of
Management the AP Management

19



Internet settings

5.1 Overview

To enter the configuration page, choose Internet Settings.

E System Status .
Internet Settings

@ Internet Settings AN Paris

.,D

Wireless

VAN Ports: 1
@ Address Reservation
@ Bandwidth Control Port Type:
@ Authentication

WANL LAMZ LAMS LaM4

@ Filter Management

WAN1
@ Maore

Connection Type: PPPoE
Maintenance

PPPoE Username: the

PPPoE Password:
Server Name:
Service Mame:

Status: Disconnected

“ Can': EI

Parameter description
Parameter Description

It specifies how many WAN ports you can set on the router.

WAN Ports By default, the router has only one WAN port (the WAN1 port), and you can set 3
WAN ports at most.
It indicates that if the port functions as a WAN port or a LAN port, as well as if a port
is connected or not.

Port Type @ . The port is connected properly.

. The port is disconnected or improperly connected.
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Parameter

Connection Type

PPPoE Username

PPPoE Password

Server Name
Service Name

IP Address
Subnet Mask
Default Gateway
Primary DNS

Secondary DNS

Status

Description

It specifies in which way the router is connected to the internet.

The router supports PPPoE, Static IP, and Dynamic IP. Refer to the table Choose
your connection type for details.

QTIP

The router supports PPPoE Russia, PPTP/PPTP Russia, and L2TP/L2TP Russia as well.
These three connection types are only applicable to Russia and its vicinity.

These two parameters are required only when your internet connection type is
PPPOE.

QTIP

- You can find them on the receipt provided by your ISP when you subscribed
broadband service.

- If you cannot find them, consult your ISP.

(Optional) Enter these two parameters provided by your ISP. If not, leave them
blank.

These parameters are required only when your internet connection type is Static IP.
The Secondary DNS parameter is optional.

QTIP

- You can find them on the receipt provided by your ISP when you subscribed
broadband service.

If you cannot find them, consult your ISP.

t indicates the connection status of the corresponding WAN port.

- Authenticated Successfully/Connected: The corresponding WAN port has been
connected properly, and obtained an IP address.

- Connecting...: The router is connecting to the internet or server.

- Disconnected: The port is disconnected, or fails to connect to the internet or
server. Please check if the physical connections are proper, or the parameters you
entered are correct.
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5.2

Configure multiple WAN ports

The router supports 3 WAN ports at most. The multi-WAN port feature lets you aggregate
bandwidth, enjoy uninterrupted broadband service even in case of one connection malfunctions,
and make ISP route selection, thus getting a better utilization of your bandwidth.

Assume that:

WANL1 internet connection type is Static IP, and the static IP information is as follows:

IP Address: 192.168.97.86
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.97.1
Primary DNS: 192.168.108.107
Secondary DNS: 192.168.108.108

WANZ2 internet connection type is Dynamic IP.

Configuration procedure:

OT|P

- Parameters for internet access are provided by your ISP. Refer to Choose your connection type
table for detailed description. Values used here are only for examples.

- Modifying number of WAN port makes the router reboot.

- The following procedure describes how to configure 2 WAN ports. You can refer to the following
steps to increase or decrease WAN ports as needed.

Step 1 Select the number of WAN ports from the WAN Ports drop-down list menu, which is 2 in

this example.

The port marked with LAN2 changes into WAN2, and the WAN2 configuration area
appears.

Internet Settings Internet Settings

WAN Ports

WAN Ports: 1 WAN Ports: 2

Port Type:
Port Type:

Connection Type: Dynamic IP Status:

Status: NAN
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Step 2 On WANL1 configuration area, enter the static IP information provided by your ISP. The
following figure is only for example.

Connection Type: Static IP

IP address: 192.168.97.86
Subnet Mask: 255.255.255.0
Default Gateway: 192168971

192.168.108.107

Primary DMNS:

192.168.108.108

Secondary DNS:

Step 3 On WAN2 configuration area, select Dynamic IP from the drop-down list menu of
Connection Type.

Connection Type:

Status:

Step 4 Click Save at the bottom of the page.
---- End

Wait a moment. The router performs rebooting to apply your settings. When the status shows
Connected, your configuration is successful. See the following figure:

WAN1

Connection Type: Static [P

IP Address: 192.168.97.86

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.97.1

Primary DNS: 192.168.108.107

Secondary DNS: 192.168.108.108
[m———— 1

Status: :--_----:

WAN2

Connection Type: Dynamic IP

Status: :-------:
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5.3 Set up to access the internet

This section describes how to set up to access the internet using different connection types.

Choose the proper connection type according to your actual environment. Use the table below to
help you select your internet connection type if you are uncertain about how to select one.

Choose your connection type:

Connection Type Parameters available

PPPoE Your ISP provided you the PPPoE username and password.
Dynamic IP Your ISP automatically assigns you a dynamic IP address.
Static IP Your ISP provided you IP address, subnet mask, default gateway, DNS and so on.

5.3.1 Set up to internet access with PPPoE
<DTIP

The following takes WAN1 for example.

Step 1 Choose Internet Settings, the configuration page appears.

Step 2 Select PPPoE from the drop-down list menu of Connection Type.

Step 3 Enter the PPPoE Username and PPPoE Password provided by your ISP.
Step 4 Click Save at the bottom of the page to apply your settings.

E System Status .
Internet Settings

—

e
Wireless WAN Ports: 1

(¥) Address Reservation

@ Bandwidth Control Port Type:
(@ Authentication
WANL LAMNZ LAMZ LAMS

Filter Management

@' More : :
1
1 Connection Type: FPPoE :

@ Maintenance : :
1
1 PPPoE Username: e :
! 1
! 1
! 1
1 PPPoE Password: 1
! 1
! 1
! 1
: Server Name: 1
! i
! 1
: Service Mame: 1
! i
! 1
: Statu Disconnected 1
e o o o e o o B B B B B B o B B B B B o B B B e o s ] 1

- End
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Wait for the router to complete rebooting. The router connects to the internet successfully when
the Status shows Authenticated successfully. Otherwise, check if the parameters you entered are
correct.

WAN1

Connection Type: PPPoE
PPPoE Username: tjx
PPPoE Password: e

Server Name:
Service Name:

Status: i H
1 1

5.3.2 Set up to internet access with dynamic IP

Step 1 Click Internet Settings, the configuration page appears.
Step 2 Select Dynamic IP from the Connection Type drop-down list menu.

Step 3 Click Save at the bottom of the page to apply your settings.

Internet Settings

WARM Ports: 1
Paort Type:
WaAN1 LAMZ LAMNZ LAMNS
Connection Type: Dymnamic IP
Status:
- End
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Wait for the router to complete rebooting. The router connects to the internet successfully when
the Status shows Connected. You can enjoy the internet now.

Connection Type: Cymamic IP

Status: 1 1
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5.3.3 Set up to internet access with static IP

Step 1 Click Internet Settings, the configuration page appears.

Step 2 Select Static IP from the drop-down list menu of Connection Type.

Step 3 Enter the IP Address, Subnet Mask, Default Gateway and Primary/Secondary DNS
parameters provided by your ISP. Configurations on the following figure are only used for
examples.

Step 4 Click Save at the bottom of the page to apply your settings.

Internet Settings

WAN Ports: 1
Port Type:
WANL LANZ LANZ LANS
Connection Type: Static IP
IP Address: 19216897 86
Subnet Mask: 2552552550
Default Gateway: 192168971
Primary DNS: 192168108107
Secondary DNS 192.168.108.108
Status:

Wait for the router to complete rebooting. The router connects to the internet successfully when
the Status shows Connected. You can enjoy internet now.

Connection Type: Static IP

IP Address:

Subnet Mask:

Default Gateway:

Primary DMS:

Secondary DMS:

Status:

192.168.97 86

255.255.255.0

192.168.97.1

192.168.108.107

192.168.108.108
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n Wireless

6.1 Wireless settings
This dual-band router supports at most three 2.4 GHz wireless networks, and three 5 GHz wireless

networks. By default, the 2.4 GHz and 5 GHz SSIDs for a wireless network are unified, and only WiFi
Network1 is enabled.

In this module, you are allowed to set up WiFi network-related configurations, such as view and edit
wireless network names (SSID), WiFi passwords, configure 2.4 GHz and 5 GHz WiFi networks
separately, hide your WiFi network so that nearby wireless clients cannot detect it, and specify how
many wireless clients can connect to a wireless network.

To enter the configuration page, choose Wireless > Wireless Settings. See the following figure:

Wireless Settings @

ETWOTEL

Ensble WiFi Metwork: (
Unify 2485 GHz 5510

S510: Tenda-WI15SE

WiFi Password: 0 | sssssses bt

Hide S50

Max. Clients: 40
Enable WiFi Metwork:

Enable WiFi Metwork:

“ :aF:E
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Parameter description
Parameter
Enable WiFi Network
Unify 2.4&5 GHz SSID

SSID

WiFi Password

Hide SSID

Max. Clients

Description

Used to enable/disable the wireless network of the router.
Whether to unify SSIDs for 2.4 GHz and 5 GHz wireless networks.
Wireless network name of the corresponding WiFi network.

Password used for wireless internet connection. You are recommended to use the
combination of digits, letters and special characters for higher security.

Selecting No Password indicates that wireless clients can connect to the wireless
network without a password. Select this option only when necessary since it leads to
weak network security.

With this function enabled, nearby wireless clients cannot detect the SSID, and you
need to manually enter the SSID on the wireless client to access the wireless
network. Disable indicates that nearby wireless clients can detect the SSID. By
default, this function is disabled.

Maximum number of wireless clients that can be connected to the wireless network
with the SSID at the same time. After the value is reached, this wireless network
denies new connection requests. Clients connected to all the enabled wireless
networks (including guest networks) of the router cannot exceed 128 on 2.4 GHz and
5 GHz bands respectively. If you enable multiple SSIDs, plan your maximum number
of clients to each SSID first.
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6.2 Network isolation

Isolating a network makes clients connected to it cannot communicate with clients connected to
another network. To access the configuration page, choose Wireless > Network Isolation. See the
following figure:

@ System Status @

Network Isolation

3 WiFi Networkl

Internet Settings

T Wirele 5SID: cyl-wiSe-ug-2.4
Wireless Settings Izolate this network:
Network Isolation
WiFi Network2
MAC Filters
S3ID: Tenda_F12F61
Advanced

Isclate this network:
Guest Network

. Mo access to LAN:
@ Address Reservation

“ Can : EI

Parameter description
Parameter Description
SSID Wireless network name of the corresponding WiFi network.
With this function enabled, clients connected to different wireless networks of this
Isolate this network device cannot communicate with each other, leading to higher wireless network

security. By default, this function is disabled.

This function is only applicable to WiFi Network2/3.

No access to LAN With this function enabled, clients connected to this wireless network cannot access
the web Ul and private network (LAN) of this router, protecting your LAN network
security. By default, this function is disabled.
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6.3 MAC filters

6.3.1 Overview

This module allows you to configure MAC address-based wireless access control rules. To enter the
configuration page, choose Wireless > MAC Filters. By default, this function is disabled.

To enable this function, set the MAC Filters to , and click Save at the bottom of the page. The
following configuration area appears:

@ System Status

MAC Filters
Internet Settings
MAC Filters:
= Wireless MAC Address Filter
Wireless Settings
S5ID

Network Isolation

Tenda-W15E
MAC Filters

Advanced Tenda_F12F51

Guest Network

Tenda_F12F62
e .
(7} Address Reservation
3 Bandwidth Control
) Bandwi ontro MAC Filters List
@ Authentication

Add

Filter Management
@ Mare MAC Address

Maintenance

Parameter description

Parameter
SSID

MAC Address

Filter
MAC Address
Filter

®

MAC Address Filter

Disable

Disable

Disable

I Delete

Remark Effective Network Status Operation

Mo data

“ Sance'

Description

It lists all the main wireless networks that the router supports.

Qe

If you unify the SSIDs for 2.4 GHz and 5 GHz bands, the corresponding
wireless network only displays one SSID here.

It specifies the modes you can perform on the corresponding wireless
network. There are three modes for selection:

- Disable: This function is disabled, and all wireless clients can connect to
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Parameter Description
this wireless network.

- Only Allow: Only wireless clients with the specified MAC address can
connect to this wireless network.

- Only Forbid: Only wireless clients with the specified MAC address cannot
connect to this wireless network.

MAC Filters List It specifies the wireless access control list you configured.
MAC Address It specifies the MAC address of the client to which the rule applies.

(Optional) It specifies the brief description you set for the corresponding

MAC Filters Remark MAC address.

List
Effective It specifies the wireless network(s) to which the wireless client with this
Network MAC address applies.
Status It specifies whether or not the rule is enabled.

6.3.2 Configure a MAC filter rule
DyNOTE

- A maximum of 64 rules is allowed for each SSID, and 100 rules for each frequency band.

- The MAC filter rule will be invalidated if the SSID it maps has been changed. You are required to
manually choose an enabled wireless network to apply the MAC filter rule.

Step 1 Enable MAC Filters, and click Save at the bottom on the page.

Step 2 Configure MAC address filter mode for each SSID by selecting from the MAC Address Filter
drop-down list menu.

MAC Filters @
MAC Filters:

SSID MAC Address Filter

[T oI |

1 1

Test-W15E 1 Only Allow H

H i

H 1

I 1

1 1

1 1

OA-W15E : Disable :

H 1

1 1

1 I

1 1

1 1

Finance-W15E : Only Forbid |

1

R |

Step 3 Add rule(s).
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1. Click Add. The Add configuration window appears.

Add X

MAC Address Remark Effective Network Operation

| Bk | [+

2. Enter the description of the client in Remark, and select the wireless network from the
drop-down list menu of the Effective Network.

3. Click Save. The rule appears on the MAC Filter List.

QTIP

Parameters on the following figure are only used for examples. Please specify them based on your
actual conditions.

MAC Filters List

| + Add ‘ | W Delete

MAC Address Remark Effective Network Status Operation
]
11 54B121:56:6245 iPhone All [ @) @
1

4. Repeat Add rule(s) to add other clients one by one.

MAC Filters List

| + Add | | W Delete
MAC Address Remark Effective Network Status Operation
54:B1:21:56:62:45 Test Al O =)
T T T T T e T !
| || 38:892CABBS:OF Ordinary Finance-W15E " @ ERU
1 1
e o o o o o o o o o o o o B o o o B o o B o B o o B o B o o o o B B o o o o B o o o o o B o o o o o B o o o o o o o o e 1
- End
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6.4 Advanced settings

This section introduces wireless-related advanced settings. To enter the configuration page, choose
Wireless > Advanced. See the following figure:

@ System Status
Advanced ®
'\_:f Internet Settings 2.4 GHz WiFi Network 5 GHz WiFi Network

P Y I
= Wireless

2.4 GHz WiFi Network: Enzble Disable
Wireless Settings

Transmit Power: 25
Metwork Isolation

Country/Region: China
MAC Filters

Metwork Mode: 11bsg/n

Advanced
Channel Bandwidth: 20MHz

Guest Network

Channel: Auto
@ Address Reservation
(@ Bandwidth Control
RSSI Threshold: -95
@ Authentication
Deployment Mode: Coverage-oriented
=5 AP Management
Air Interface Scheduling: Enable Disable
@ Filter Management
Short GI- Enable Disable
@ More
Client Timeout Interval: 10
{:C}} Maintenance
Mandatory Rate: an [“1 [“2 [“]55 (e [Jo [#]m [Jiz [CJis [J2¢ 36 [Jas [ 54
Optional Rate: an [V [V)2 [“]55 [4]6 [“9 [“u [z [“is [~z [7]36 [~]as []s4

“ Cancel

Parameter description
Parameter Description
2.4 GHz WiFi Network Used to enable or disable the 2.4 GHz wireless network of the router.
5 GHz WiFi Network Used to enable or disable the 5 GHz wireless network of the router.

Transmit power of this device.

Transmit Power A higher value leads to wider WiFi coverage. However, decreasing the value properly

increases performance and security of the wireless network.

Country/Region It specifies the country/region that you set for the router in order to conform to the
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Parameter

Network Mode

Channel

Channel Bandwidth

RSSI Threshold

Deployment Mode

Prioritize 5 GHz

Prioritize 5 GHz
Threshold

Air Interface Scheduling

Description

regulations of different countries or regions concerning channels.

It specifies the wireless network mode (also called 802.11 mode, radio mode, or
wireless mode) of the router. A proper network mode enables the clients to get the
maximum transfer rate and compatibility.

Available options for 2.4 GHz band: 11b, 11g, 11b/g, and 11b/g/n (default).
Available options for 5 GHz band: 11a, 11ac (default), and 11a/n mixed.

You are recommended to keep the default settings.

Specify the channel in which this device operates. Select one idle channel in the
ambient environment to prevent interference. Auto indicates that this device
automatically changes to a channel rarely used in the ambient environment to
prevent interference.

Select the channel bandwidth to accommodate higher transmission speed.
Available options for 2.4 GHz band: 20MHz (default), 40MHz, and 20/40MHz.
Available options for 5 GHz band: 20MHz, 40MHz, and 80MHz (default).

It specifies the minimum wireless client signal strength acceptable to the router. A
mobile client with signal strength lower than this threshold cannot connect to the

router. You can set this parameter to ensure that mobile clients connect to router
with strong signal strength.

It specifies the deployment mode of the router. This parameter is valid only for 2.4
GHz networks. Set this parameter based on the application scenario. The options
include:

- Coverage-oriented: Apply to scenarios with large area, multiple walls,
decentralized users and less than 10 SSIDs in ambient environment.

- Capacity-oriented: Apply to scenarios with intensive users, open and large areas,

and more than 25 SSIDs in ambient environment.

It specifies that a wireless client uses the 5 GHz SSID first to connect to the device if
the wireless client supports both 5 GHz and 2.4 GHz networks and the networks use
the same SSID and password.

@r-\n::wr
- To make this function take effect, the SSID cannot contain any Chinese characters.

- The default RSSI threshold to enable this function is -80 dBm. You can adjust the
threshold by customizing the Prioritize Threshold 5 GHz parameter.

It specifies the RSSI threshold value to trigger the Prioritize 5 GHz function. The
default value is -80 dBm.

You are recommended to keep the default settings.

It specifies whether to enable the air interface scheduling function.

This function allows all clients to transmit data for the same duration. If a client
transmits data at a low speed and does not finish data transmission within the
duration, it can continue transmitting data only in its next data transmission
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Parameter

APSD

Client Timeout Interval

Short Gl

Mandatory Rate

Optional Rate

Description

duration. This prevents some slow clients from occupying excessive airtime
resources, so as to improve the overall AP efficiency and effectively ensure AP
connections for a larger number of clients and greater throughputs.

It specifies whether to enable the Automatic Power Save Delivery (APSD) mode.
APSD is a WMM power saving protocol created by Wi-Fi Alliance. Enabling APSD
helps reduce power consumption. By default, this mode is disabled.

It specifies the maximum period before a WiFi client is disconnected from the router
if the client exchanges no data with the router. When data is exchanged within the
period, countdown stops.

Short guard interval for preventing data block interference.

Propagation delays may occur on the receiver side due to factors such as multipath
wireless signal transmission. If a data block is transmitted at an overly high speed, it
may interfere with the previous data block. The short Gl helps prevent such
interference. Enabling the short Gl can yield a 10% improvement in wireless data
throughput.

It specifies the basic rate sets that wireless clients must meet to connect to the
router. Wireless clients are denied by the router if they fail to match the basic rate
sets ticked here.

@NOTE

You are recommended to keep the default settings. If you need to modify them,
please do under professional guidance.

It specifies that any connected wireless clients that support the data rate options
ticked here may communicate with the router using that rate.

@NOTE

You are recommended to keep the default settings. If you need to modify them,
please do under professional guidance.
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6.5 Configure guest network

This section introduces guest network. You can configure a guest network for visitors to protect the
security of the main network. In addition, the router allows you to set a guest network segment
different from the main network.

To access the configuration page, choose Wireless > Guest Network. See the following figure. By
default, this function is disabled.

P System Status @

Guest Network

i

Internet Settings Guest Network

}))

Wir g
Wireless Enable Guest Network:

Wireless Settings
Guest Network [P Address

Network Isolation

IP Address: 192.168.168.1
MAC Filters

Subnet Mask:
Advanced

(?) Address Reservation

Enable this function, the following page appears:

Guest Network @

Guest Network

Enable Guest Network: (

Unify 2.4&5 GHz SSID: (

Isolate Client:

SSID: Tenda_Guest

WiFi Password:

Guest Network IP Address

IP Address: 192.168.168.1

Subnet Mask:
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Parameter description
Parameter Description

Enable Guest Used to enable or disable this function.

Network
Unify 2.4&5 GH . .
SSnIIDy z Used to unify SSIDs for 2.4 GHz and 5 GHz guest wireless networks.
. With this function enabled, clients connected to the guest network cannot
Isolate Client } . . . . .
communicate with each other, leading to higher wireless network security.
Wireless network name of the guest network.
Guest @)
Network SsID wre

To differentiate the main network and the guest network, you are
recommended to set the SSIDs differently.

Password used for wireless internet connection. You are recommended to
WiFi Password use the combination of digits, letters and special characters for higher
security.

Wireless clients can connect to the wireless guest network without a
No Password password. Select this option only when necessary since it leads to weak
network security.

It specifies the IP address (default: 192.168.168.1) of the guest network.
The router assigns 192.168.168.X to wireless clients connected to it.

Guest IP Address
Network IP You are recommended to keep the default settings.
Address

Subnet Mask Subnet mask of the guest network.
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7/ Address reservation

The address reservation function always allows a host, such as a computer, on LAN to receive the
same IP address each time when they connect to the DHCP server. If there are some hosts on LAN
that require static IP addresses, you can configure the address reservation for this purpose.

7.1 Configue on-line client-based quick address
reservation

The router allows you to conveniently reserve static IP addresses for on-line hosts one by one or in
batch. Choose your scenario and perform steps below.

7.1.1 Configure on-line client-based quick address reservation
one by one

Step 1 Choose Address Reservation to enter the configuration page.

Step 2 Locate the host you want to reserve a static IP address, which is LENOVO in this example,
and click Reserve next to it.

Pl system status @

Address Reservation

[ Internat Settings Quick Address Reservation

— .
= Wireless Reserve Q

(® Address Reservation

Host Name IP Address MAC Address Reservation Status
@ Bandwidth Control
L Honor 192.168.0.147 54:81:21:56:62:45 Reserve
@ Authentication
v T ]
[og Filter Management H LENOVO 192.168.0.182 00:23:24:E8:14:68 Reserve !
1

~--- End

The Reservation Status of host named LENOVO is changed into Reserved, and displayed on the
lower part of the page. See the following figure. Clients will get the reserved IP addresses after
being reconnected.
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@ System Status
Internet Settings

/’3‘ Wireless

@ Bandwidth Control

@ Authentication

Filter Management

@ More

{§} Maintenance

Address Reservation

Quick Address Reservation

Reserve Q
Host Name IP Address MAC Address Reservation Status
Honor 192.168.0.147 54:61:21:56:62:45
LENOVO 152.168.0.182 00:23:24:E8:14:68 Reserved
Manual Address Reservation
Add Il Delete Q
Host Name IP Address MAC Address Status Operation
B "
1
: LENOVO 152.168.0.182 00:23:24:E8:14:6B
1

7.1.2 Configure on-line client-based quick address reservation in

batch

Step 1 Choose Address Reservation to enter the configuration page.

Step 2 Select hosts you want to reserve a static IP address, and click the Reserve button.

Or if you want to select all hosts on the list, check the checkbox next to Host Name.

Address Reservation

Quick Address Reservation

J
1| Reszerve :
1 1
e e e
r=—n
! Host Mame IP Address
Select all with one click
Honor 152168.8.20
Celin-PC 1921688 217
——End

MAC Address

34:B1:21:56:62:45

Oe23:24:E8:14:6B

@

Reservation Status

The Reservation Status of hosts are changed into Reserved, and displayed on the lower part of the
page. See the following figure:
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Host Mame IP Address MALC Address

L 4

Status

Operation

i Honor 192.168.8.20 54B1:21:56:62:45 (@) = O i
; ;
H 1
i i
1 [ celin-pC 1921688217 00:23:24:E8:14:68 @) = W i
[ )
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7.2 Configure address reservation manually

To reserve static IP addresses for hosts disconnected to the router, you can add the rule manually.

E’yNOTE

If the network segment of LAN IP of the router is modified in LAN settings, the IP address of the
manually-reserved host will not change synchronously, but the rule remains effective.

Before you start
Obtain the IP addresses and MAC addresses of hosts you are going to add.

Configuration Procedure

Step 1 Choose Address Reservation, and move to the Manual Address Reservation configuration
area. See the following figure.

Add W Delete Q

Host Name IP Address MAC Address 4 Status Operation

No data

Step 2 Click +Add. The Add configuration window appears.

Step 3 Enter the IP Address and MAC Address, which is 192.168.0.182 and 00:23:24:E8:14:6B in
this example.

Step 4 (Optional) Add a brief description in the Remark filed, which is Test in this example.

Qrie

For convenient management later, you are recommended to enter a brief description to distinguish
different hosts.

Step 5 Click Save.

Add X
IP Address MAC Address Remark Operation
192.168.0.182 00:23:24:E8:14:€ Test

- End
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The Reservation Status of hosts are changed into Reserved, and displayed on the lower part of the
page. See the following figure:

Manual Address Reservation

‘ +  Add | ‘ i Delete MNote: Clients will get the reserved IP addresses after being reconnected. Host Name/IP/MAC Q, |
Host Name [P Address MAC Address Status Operation

T T T T T,
i | Test 192.168.0.182 00:23:24:E8:14:6B O B H--e !
H . H ! Click to delete. i
L N —— i e !

1 1 4

i ! .

: i Click to modify.

) )

Remark you specified Toggle the button to enable/disable the rule.
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7.3 Export/import your address reservation
configuration

The router supports to export the current configuration you set to your local PC for backup, and
import the configuration file you backed up to the router, relieving your from repeated laborious
efforts for configuration.

This section introduces:
B Export configuration file to your local PC.
B Import configuration file to your router.

7.3.1 Export configuration file to your local PC

Step 1 Choose Address Reservation, and move to the bottom of the page.

Step 2 Click the Export button.

Export Configuration i Export i

Import Configuration Browse Import

- End

A file named staiclP.csv is exported to your local PC.

7.3.2 Import configuration file to your router

Step 1 On the Address Reservation page, click Browse, and upload the address reservation
configuration file you have backed up to your local PC.

Step 2 Click the Import button.

Export Configuration Export
o T 1
- :
Import Configuration i staticIP.csv Browse Import |}
| 1
---- End

Your address reservation configurations have been imported to your router. You can check the
imported configuration on this page.
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Bandwidth control

Internet bandwidth is limited. Well-controlled traffic of users ensures that the bandwidth is properly
used to effectively access resources over the internet.

8.1 Overview
To enter the configuration page, choose Bandwidth Control.

@ System Status ®

Bandwidth Control
2 Internet Settings WAN Broadband

= Wireless For better internet experience, please enter the bandwidth provided by your ISP.

WANT: Upload Rate: 1000 Download Rate: | 1000
Address Reservation

contrel Meds

@ Authentication

Control Mode: Auto
5 AP Management
@ Filter Management

@ More

{@ Maintenance

Parameter description

Parameter Description
Upload Rate
WAN . . . .
Broadband Download Rate  Enter the bandwidth provide by your ISP for better internet experience.
No Limit Clients connect to the router compete for bandwidth resources without
- restriction.
The bandwidth resources of clients connecting to the router compete are
configured by the network administrator.
Control Mode o ] )
Manual The network administrator can configure the maximum upload/download

rate of online/offline devices separately or in batch.

The manual mode is more flexible than limit by group mode.
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Parameter Description

Auto The router evenly allocates bandwidth to all clients on the LAN.
Limit By Group This mode allows the network administrator to customize control rules

based on IP groups and time groups. The concurrent sessions can also be
configured here.
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8.2 Bandwidth control mode

The router allows you to control upload and download bandwidth for both online and offline clients
with four control modes, including No Limit, Auto, Manual, and Limit By Group to meet your
various requirements by unleashing the potential of your WAN broadband services.

8.2.1 No limit

Select No limit from the Control Mode drop-down list menu, and clients connected to the router
compete for bandwidth resources without restriction.

Control Mode: Mo Limit

8.2.2 Auto (default)

Select Auto (default) from the Control Mode drop-down list menu, the router evenly allocates
bandwidth to all clients connected to it.

Control Mode: Auto

8.2.3 Manual

Select Manual from the Control Mode drop-down list menu, the configuration area appears. See
the following figure:

i i
Control Mode: Il Manual H
i i

1 (- ) Limit Al . Refresh Q
! £ es  [0ffline Devices - -
L -1
Total Upload Download - -
Host Mame . o Upload Limit Download Limit
Download Bandwidth Bandwidth
n E - _
41MB OKB/s OKB/s Mo Limit Mo Limit

0 e

256KB/s(Watch 5D Video
512KB/s{Watch HD Videg)
Manual (Unit: KB/s)
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Click Offline Devices tag, the following configuration area appears:

Control Mode: Manual
e ———————
) 0 1 Limnit All ¢, Refresh Q
COnline Devices :I“ e Devices | B -
—_—
Host Mame Total Download COffline Time Upload Limit Download Limit

OKB 2019-03-08 10:23:04 Mo Limit Mo Limit
Mo Limit
128KB/s(Browse Website)
256KB/sWatch SD Video)
512KB/s(Watch HD Video)

Manual (Unit: KB/s)

Parameter description

Parameter

Host Name

Total Download

Offline Time

Upload
Bandwidth

Download
Bandwidth

Upload Limit

Download Limit

Description

It specifies the name of clients connected to the router. You can click = to personalize

the host name for convenient management.

I:’yNOTE

- Modification of host name here will be applied to the whole system.

- For host name-based rules, use host name, you need to use the host name here.
It specifies the total download traffic utilized by each client.

Only available for offline devices.

It indicates the time when the client is disconnected.

It indicates the real-time upload/download bandwidth of each client.

OT|P

1 Mbps=128 KB/s=1024 kb/s.

The maximum upload/download rate you specified for each client.

OT|P

1 Mbps=128 KB/s=1024 kb/s.
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B Control bandwidth of online/offline devices separately

To limit the upload and/or download bandwidth of one or several devices, select a pre-defined
value from the drop-down list menu of Upload Limit and/or Download Limit, or select Manual
to specify a value manually.

Control Mode: Manual

. . : Lirnit Al . Refresh
ne Devices  Offline Devices m s helres Q
Total Upload Download . .
Host Name ; o Upload Limit Download Limit
Download Bandwidth Bandwidth
- = e ————— n
Celin =] )
- 4 1MB 0KB/s OKB/s 128KE/s 128KE/si...
— Mo Limit
iPhoneX El 128KE/s(Browse Website)

b5

256KB/s(Watch SD Video)

I
I
[
I
|
I
I
14MB OKB/s OKB/s No Limit |
I
I
I
: 512KB/s(Watch HD Video)
|
I
1

Manual (Unit: KB/s)

B Control bandwidth of online/offline devices in batch

Click Online Devices or Offline Devices, then click Limit All, specify the values according to your
actual situation on the configuration window, and click Save to apply your settings.

Limit All P

Limit Bandwidth of All Online Devices To:

Upload Rate:

Download Rate:

8.2.4 Limit by group

This mode allows you to customize control rules based on IP groups and time groups. The following
describes the configuration procedure.
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OTIP

To control bandwidth based on groups, you need to configure IP group and time group first by
navigating to Filter Management > IP Group/Time Group. Refer to Configure IP group and time group

for detailed description.

Step 1 Choose Bandwidth Control, and move to the Control Mode configuration area.

Step 2 Set Control Mode to Limit By Group, the following configuration area appears.

Control Mode
Control Mode: Limit By Group
+ Add i Delete
. Concurrent Upload Download .
IP Address Group Time Group s Mode B.raandwidth Bandwidth Status Operation
Mo data

Step 3 Click Save at the bottom of the page.
Step 4 Click +Add to add a bandwidth control policy.

Step 5 Set required parameters.

Add X

IP Group: IP_Group_1

Time Group: Every Day

Concurrent Sessions:

Control Mode: Dadicatad Shared
Upload Rate:

Download Rate:

Save Cancel
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Parameter description
Parameter Description

Create or select the IP group to which the rule applies. To create an IP Group, choose Filter

IPG .
roup Management > IP Group/Time Group.
Time Grou Create or select the time group to which the rule applies. To create a time Group, choose
P Filter Management > IP Group/Time Group.
C t . . .
s;):scig;rsen Maximum number of sessions of each device. Recommended value: 300.

This device supports the following two control modes:

- Shared: All clients in the controlled IP groups share the upload/download rate you

Control Mode configured here. In this mode, bandwidth allocated to each client may vary.

- Dedicated: Each client in the controlled IP groups exclusively enjoys the
upload/download rate you configured here. In this mode, bandwidth allocated to each
client is identical.

Upload Rate Maximum upload rate a controlled client can reach.
Download Rate Maximum download rate a controlled client can reach.

Step 6 Click Save.
---- End

Added successfully. See the following figure:

Control Mode: Limit By Group
Tasosle the hiittan ta enahle/dicahle the rille
" !
1 — 1 1
+  Add : i Delete |r ________ ° !
 — ] Click to delete multiple selected rules. i
i_ 1 IP Address Group Time Group ;:;fg;rsent Mode léjgtl"%ifidth E;’;::”,I?é‘ﬁ] Stiatus QOperation
= | ! v i
o e m e e 1 :
: : ..... $oeieens :
i : Test01 Testd1 300 Shared 64.0KB/s 256.0KB/s :
L AR
| 1
: i

Click to select all rules.
Click to modify the rule.

Click to delete the rule.
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8.3 Example of configuring group-based control
rules

Networking requirement
An enterprise uses the router to set up a LAN to address the following requirement:

During business hours (08:30 to 18:00 on weekday), each computer with an IP address ranging from
192.168.0.2 to0 192.168.0.100 is allocated 1 Mbps upload and download bandwidth, while the
bandwidth allocated to the computers with an IP address ranging from 192.168.0.101 to
192.168.0.254 is not limited. See the following table:

Group .. Upload Download

name IP range Effective time bandwidth bandwidth

IP_group_1 192.168.0.2~100 08:30~18:00 on weekday 1 Mbps 1 Mbps
Solutions

You can use the Limit By Group bandwidth control function of the router to meet this requirement.

Configuration description

Step  Task Description

1 Set a time group Set the time group on the Filter Management > IP Group/Time Group
page.

) Set IP address group(s). Set the IP address group on the Filter Management > IP Group/Time
Group page.

3 Set bandwidth control Set a rule on the Bandwidth Control page.

rule(s)

Configuration procedure
Step 1 Set atime group.
1. Choose Filter Management > IP Group/Time Group.

2. Set the time group shown in the following figure.

IP Group/Time Group @
Time G Sett
Add i Delete
Group Mame Date Time Operation
Every Day Mon., Tues., Wed., Thur, Fri., Sat., Sun 00:00~00:00
5 :
: Operation Mon. Tues., Wed. Thur. Fri 08:30~18:00 B @ 1
1
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Step 2 Set IP address group(s).
1. Choose Filter Management > IP Group/Time Group.

2. Set the IP address group(s) shown in the following figure.

P Group Settings

Add i Delete

IP Group IP Range Operation

IP_Group_1 192.168.0.2~192.1658.0.100 El

Step 3 Set bandwidth control rule(s).
1. On the Bandwidth Control page, set Control Mode to Limit By Group.
2. Click Save at the bottom of the page.
Control Mode

I i

1

Control Mode: : Limit By Group :
R ——

+ Add i Delete
) Co wnloa - )
IP Address Group Time Group Sgsnscigrr;rsent Maode lngrl‘?:"au‘(.';idih E:r Gll‘lﬁ)d‘ﬁ'l Status Operation
Mo data

3. Click +Add. The Add configuration window appears.
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4. Create a rule shown in the following figure, and click Save.

Add X
IP Group: IP_Group_1
Time Group: Operation
Concurrent Sessions: 300
Control Mode: © Dedicated Shared
Upload Rate: 128
Download Rate: 128

Qrie

1 Mbps = 128 KB/s

---- End
Added successfully. See the following figure:

Control Mode

Control Mode: Limit By Group
+ Add I Delete
. Concurrent Upload Download :

IP Group Time Group Serore Mode Bandwidth Bandwidth Status Operation
15 |
1 . - . -\ P 1
1| 1P_Group_1 Operation 300 Dedicated  128.0KB/s 128.0KB/s @ =NV

Verification

During business hours from 08:30 to 18:00 on weekday, each computer with an IP address ranging
from 192.168.0.1 to 192.168.0.100 is allocated 1 Mbps (128 KB/s) upload and download bandwidth,

while the bandwidth allocated to the computers with an IP address ranging from 192.168.0.101 to
192.168.0.254 is not limited.
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Authentication

9.1 Overview

The router supports captive portal. Captive portal can promote your brand visibility and attract
more fans.

9.2 Configure captive portal

This section introduces how to configure captive portal.

9.2.1 Overview

To access the configuration page, choose Authentication > Captive Portal. By default, this function
is disabled. See the following figure:

@ System Status @

Captive Portal

i Internet Settings
Captive Portal:

= Wireless
@ Address Reservation
@ Bandwidth Control

~ . .
(&) Authentication

Captive Portal

WiFi via WeChat

User Management
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Enable Captive Portal, the configuration page is shown as below.

Captive Portal

Captive Portal:

Authentication Type:

Valid Duration:

Apply to:

Local User Authentic...

24 hrs After expiration, user needs to re-authenticate for internet access.

Choose

Authentication Page Settings

Logo:

Title:

Background Image:

Disclaimer:

Redirect to:

Wel to Tend
Logo size cannot exceed 30 KB. piabad o et

User Name

Welcome to Tenda

Password

L Disclaimer

Aspect ratio: 16:9. Image size cannot exceed
200 KB.

o Previous Page

Specified Page

Parameter description

Parameter

Captive Portal

Authentication Type

Description

It specifies whether or not to enable the captive portal function of the router.

It specifies the type of the captive portal.

- Local User Authentication: It allows a user to access the internet with a username
and password on the authentication web page. The username and password should
be added on Authentication > User Management page.

- One-key authentication: It allows a user to access the internet by clicking Connect
when receiving an authentication web page.
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Parameter

Valid Duration

Apply to

Logo

Title

Background Image

Change

Delete

Disclaimer

Redirected To

Description

- WiFi via SMS: It allows a user to access the internet with a verification code sent by
SMS when receiving an authentication web page. To enable this authentication
type, you need to configure SMS Provider Settings first. The router supports
Jixintong and NEXMO, and allows you to customize HTTP interconnection yourself
as well.

- Email Authentication: It allows a user to access the internet with a verification code
sent through email when receiving an authentication web page. To enable this
authentication type, you need to configure Email Server Settings first.

It specifies the authentication validity period. A user must be re-authenticated for
accessing the internet after the period expires.

Wired network: It specifies that the authentication rule will be applied to the devices
connected to the router through the selected ports.

Wireless network: It specifies that the authentication rule will be applied to the
wireless devices connected to the router through the selected WiFi networks.

OTIP

- To make this function work properly, the WiFi networks to be applied should not be
encrypted. Navigate to Wireless > Wireless Settings, select the No Password
checkbox beside the applied WiFi networks and click Save.

- If the WiFi network name of a WiFi network you selected is modified, the WiFi
network will be automatically deselected here. To make the WiFi network effective,
you have to re-select the WiFi network name with the new SSID here manually.

It allows you to modify the logo displayed on the authentication web page.

It allows you to modify the title displayed on the authentication web page. It is
Welcome to Tenda by default.

It allows you to modify the background image displayed on the authentication web
page.

Click it to change the image.
Click it to delete the image.

It allows you to configure the disclaimer information. A maximum of 256 characters is
allowed.

It specifies the website that the client automatically redirects to after passing
authentication:

- Previous Page: When the captive portal is passed, the page would redirect to the
previous page the user visited. For example, if a user is visiting Google search page
before authentication, the user will stay on Google search page after passing the
authentication.

- Specified Page: It specifies the website redirected to after passing the captive
portal.
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9.2.2 Configure SMS authentication

Configuration description

Step  Task Description

Set authentication type, valid duration, and choose networks to be

1 Configure basic settings. applied, as well as SMS provider settings.

Configure authentication

. Configure the authentication page received by users.
page settings. g pag y

Before you start

Obtain required information from your SMS provider first.
m Jixintong: User Name and Password you applied on the Jixintong platform.
m  NEXMO: api_key and api_secret you applied on the NEXMO platform.

m  Custom HTTP Interconnection: SMS gateway URL interface format defined by your SMS provider,

and SMS error code from your SMS provider.

Configuration procedure
Step 1 Configure basic settings.
1. Choose Authentication > Captive Portal, and enable this function.
2. Select WiFi via SMS from the Authentication Type drop-down list menu.

3. Click SMS Provider Settings, the configuration window appears.

SMS Provider Settings X

SMS Provider: Jixintong
User name from your SMS provider.
Password from your SMS provider:

Content:
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Parameter description
Parameter

User name from
your SMS provider

Password from

your SMS provider
Jixintong

Content

api_key

api_secret

NEXMO

Content

Encoding

Customize HTTP
Interconnection Content

SMS Gateway URL
Interface

SMS Error Code

Description

Enter the user name and password you’ve applied on the Jixintong
platform.

Customize the short message sent to users.

QTIP

The verification code format is SSCODESS, which cannot be modified.
Enter the api_key you’ve applied on the NEXMO platform.
Enter the api_secret you've applied on the NEXMO platform.

Customize the short message sent to users.

QTIP

The verification code format is SSCODESS, which cannot be modified.

It specifies the character encoding format. Select the encoding format
that your SMS provider supports. Available options include:

- GBK/GB2312: GBK (GB abbreviates Guojia Biaozhun, which means
national standard in Chinese, while K stands for Extension) is an
extension of the GB2312 character set for simplified Chinese
characters.

- UTF-8: 8-bit Unicode Transformation Format.

Customize the short message sent to users.

QTIP

The verification code format is SSCODESS, which cannot be modified.

Enter the SMS gateway URL interface in the format defined by your
SMS provider.

It indicates the error code that tells the router a short message is
unsent, and you can use this error code to consult your SMS provider
for troubleshooting. You can consult your SMS provider to learn the
specific content.

4. Set the required parameters, and click Save.

()
N/
¥ TIP

You can click Validity Test to test if your SMS service provider configuration is correct.

5. Set Valid Duration.
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6. Click Choose, and choose the network(s) to be applied, and click Save.

Apply to X
Wired Network: |—| All
[v|LaN2 [v|LAN3 [v]LAN4
WiFi Network: []an

|| Tenda W20E

Save Cancel

OTIP

If the WiFi network name you selected is modified, it will be automatically deselected here. To make
the WiFi network effective, you have to re-select the WiFi network with the new SSID here manually.

Step 2 Configure authentication page settings.

1. Set required parameters for the authentication page by following the on-screen
instructions. Configurations on the following figure are only used for examples.

Authentication Page Settings

Logo: Delete

Logo size cannot exceed 30 KB.

Title: Welcome to Tenda

Background Image: Delete

Aspect ratio: 16:9. Image size cannot exceed 200 KB.

Disclaimer: Copyright ©2019
Shenzhen Tenda Technology Co., Ltd. All
rights reserved

Redirect to: Previous Page

o Specified Page

| http:// tendacn.com

2. Click Save at the bottom on the page.

- End
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9.2.3 Configure authentication with local user authentication

Configuration description

Step  Task Description
. . . Set authentication type, valid duration, and choose networks to be
1 Configure basic settings. . . "
applied, as well as the required authentication page.
2 Configure authentication Configure the authentication page received by users.

page settings.

Configuration procedure

Step 1 Configure basic settings.

Choose Authentication > Captive Portal, and enable this function.
Set Authentication Type to Local User Authentication..

Set Valid Duration to No Limit.

W NR

Click Choose, and choose the network(s) to be applied, and click Save.

DyNOTE

The selected wireless network(s) cannot be encrypted. Otherwise the user cannot access the
authentication page.

Apply to X
Wired Networlk: All
LAN2 LAN3 LAN4
WiFi Network: All

Tenda W20E

QTIP

If the WiFi network name you selected is modified, it will be automatically deselected here. To make
the WiFi network effective, you have to re-select the WiFi network with the new SSID here manually.

Step 2 Configure authentication page settings.

1. Set required parameters for the authentication page by following the on-screen
instructions. Configurations on the following figure are only used for examples.
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Authentication Page Setti

gs

Logo:

Title:

Background Image:

Disclaimer:

Redirect to:

=

Logo size cannot exceed 30 KB.

| Welcome to Tenda

" Delete

Aspect ratio: 16:9. Image size cannot exceed 200 KB.

Copyright ©£2019
Shenzhen Tenda Technology Co., Ltd. All

rights reserved.

Previous Page

o Specified Page

f‘ http:// tendacn.com

2. Click Save at the bottom on the page.

- End
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9.2.4 Configure email authentication

Configuration description

Step

Task Description

Set authentication type and valid duration, choose networks to be
Configure basic settings applied, and set the maximum number of people sharing the same
authentication mode.

Configure the Email used to send authentication code, including Email
Address, Email Password, SMTP Server, SMTP Server Port and Account
for Test.

Configure email server
settings

Configure authentication

. Configure the authentication page received by users.
page settings g pag ¥

Configuration procedure

Step 1

1.

Configure basic settings

Choose Authentication > Captive Portal, and enable this function.

. Select Email Authentication from the Authentication Type drop-down list menu.

2
3.
4

Set Valid Duration.

. Click Choose, choose the network(s) to be applied, and click Save.

DyNOTE

The selected wireless network(s) cannot be encrypted. Otherwise the user cannot access the
authentication page.

Apply to b4
Wired Network: All
LAN2 LAN3 LAN4
WiFi Network: All

Tenda W20E

Grie

If the WiFi network name you selected is modified, it will be automatically deselected here. To make
the WiFi network effective, you have to re-select the WiFi network with the new SSID here manually.

5. Set a number for People Shared with.

Step 2

Configure email server settings.
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1. Enter the Email Address and Email Password of the email account used to send
authentication emails.

2. Enter the SMTP Server and SMTP Server Port of the email account, select SSL.

3. Enter another email address in Account for Test box,and click Test. The configurations are
correct when you receive a notification as follows:

Tested successfully

|__,/NOTE

- If you failed to send test email, please check the SMTP Server of the email account for sending
test email.

- The default SMTP Server Port is 25. If you select SSL, the server port will change. Please contact
your email service provider for the information.

Step 3 Configure authentication page settings.

1. Setrequired parameters for the authentication page by following the on-screen
instructions. Configurations on the following figure are only used for examples.

Authentication Page Settings

Logo: Delete

Logo size cannot exceed 30 KB.

Title: Welcome to Tenda
Background Image: Delete
Aspect ratio: 16:9. Image size cannot exceed 200 KB.

Disclaimer: Copyright ©2019
Shenzhen Tenda Technology Co., Ltd. All
rights reserved

Redirect to: Previous Page

o Specified Page

http:// tendacn.com

2. Click Save at the bottom on the page.
---- End
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9.2.5 Configure one-key authentication

Configuration description

Step  Task Description

Set authentication type, valid duration, and choose networks to be

1 Configure basic settings. applied.

Configure authentication

page settings Configure the page received by users.

Configuration procedure
Step 1 Configure basic settings.

1. Choose Authentication > Captive Portal, and enable this function.

2. Select One-key authentication from the Authentication Type drop-down list menu.
3. Set Valid Duration.
4

. Click Choose, choose the network(s) to be applied, and click Save.

[nyOTE

The selected wireless network(s) cannot be encrypted. Otherwise the user cannot access the
authentication page.

Apply to X
Wired Networlk: All
LAN2 LAN3 LAN4
WiFi Network: All

Tenda W20E

QTIF’

If the WiFi network name you selected is modified, it will be automatically deselected here. To make the
WiFi network effective, you have to re-select the WiFi network with the new SSID here manually.

Step 2 Configure authentication page settings.

1. Set required parameters for the authentication page by following the on-screen
instructions. Configurations on the following figure are only used for examples.
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Authentication Page Setti

gs

Logo:

Title:

Background Image:

Disclaimer:

Redirect to:

=

Logo size cannot exceed 30 KB.

| Welcome to Tenda

" Delete

Aspect ratio: 16:9. Image size cannot exceed 200 KB.

Copyright ©£2019
Shenzhen Tenda Technology Co., Ltd. All

rights reserved.

Previous Page

o Specified Page

f‘ http:// tendacn.com

2. Click Save at the bottom on the page.

- End
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9.3 Examples of captive portal

9.3.1 Example of configuring SMS authentication

Networking requirement

An enterprise wants to establish a network and regulate the use of the network with the router. The
requirements include:

- SMS authentication is required for employees who want to access the internet through the
LAN port of the router or the wireless network Tenda_W20E.

- Employees are directed to www.tenda.com.cn after being authenticated.

- The network administrator is free from authentication when accessing the internet.
The requirement can be met with SMS authentication.
Assume that:

- The MAC address of the network administrator’s computer is 44:37:E6:12:34:56.

- The enterprise has registered on Jixintong for the account “zhangsan” and password
“zhangsan”.

Configuration procedure
Step 1 Configure SMS authentication settings.
1. Choose Authentication > Captive Portal.
Enable Captive Portal.
Select WiFi via SMS in the Authentication Type drop-down list.
Click SMS Provider Settings.

i W N

Configure SMS provider settings.
(1) Enter the User name from your SMS provider, which is zhangsan in this example.
(2) Password from your SMS provider, which is zhangsan in this example.

(3) Enter the your customised SMS Content. For example “Your verification code is

SSCODESS”.
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(4) Click Save.

SMS Provider Settings X

SMS Provider: Jixintong
User name from your SMS provider: | zhangsan

Password from your SMS provider: zhangsan

Content: Your verification code is SSCODES$|

6. Set Valid Duration, such as 24 hours.

7. Select Choose, choose the networks that the SMS authentication is applied to, and click
Save.

Apply to b4

Wired Network: All

LAN2 LAN3 LAN4
WiFi Network: All

Tenda W20E

Step 2 Configure authentication page.

1. Click Change to upload a logo image.
Customize the Title of the authentication page.

Click Change to upload a background image.

W DN

Customize a Disclaimer for the enterprise, such as “Copyright ©2019 Shenzhen Tenda
Technology Co,. Ltd. All rights reserved.”

5. Select Specified Page, enter www.tenda.com.cn.
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6. Click Save.

Authentication Page Settings

Logo size cannot exceed 30 KB.

Welcome to Tenda

User Name

Title: Welcome to Tenda

Password

Background Image: Delete
S Connect

Disclaimer

Aspect ratio: 16:9. Image size cannot exceed
200 KB.

Disclaimer: Copyright ©2019 Shenzhen Tenda
Technology Co,. Ltd. All rights reserved.

Redirect to: Previous Page

o Specified Page

http:// www.tenda.com

Step 3 Add authentication-free host.
1. Choose Authentication > User Management.

2. Navigate to Authentication-free Host configuration area, click +Add.

Authentication-free Host

‘* Add‘

Host Type Host Name/IP/MAC Remark Operation

No data

3. Select MAC Address for Host Type, enter a MAC Address, which is 44:37:E6:12:34:56 in
this example.

4. Customize a Remark for the host, such as Administrator.
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5. Click Save.

Add e
Host Type: MAC Address
MAC Address: 44:37-E6:12-34:56
Remark: Administrator

- End

Verification

The network administrator can access the internet without authentication. Other employees have
to perform SMS authentication as follows:

Step 1 Start a web browser on a smart phone, and visit any website. The authentication page
appears.

Step 2 Enter a valid phone number and tap Obtain.
Step 3 Enter the Verification Code in the SMS received.
Step 4 Tap Connect.

192.168.244.244
Tenda_W20E

Log In

Welcome to Tenda

Phone Number

Verification Code Obtain

Disclaimer

After successful authentication, the browser will navigate to www.tenda.com.cn.
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9.3.2 Example of configuring local user authentication

Networking requirement

An enterprise wants to establish a network and regulate the use of the network with the router. The
requirements include:

- Local user authentication with user name and password is required for employees who
want to access the internet through the LAN port of the router or the wireless network
Tenda_W20E.

- No upload or download rate limit is specified for employees.

- Employees are directed to www.tenda.com.cn after being authenticated.

- The network administrator is free from authentication when accessing the internet.
The requirement can be met with SMS authentication.
Assume that:

- The MAC address of the network administrator’s computer is 44:37:E6:12:34:56.

Configuration procedure
Step 1 Configure local user authentication.
1. Choose Authentication > Captive Portal.
Enable Captive Portal.
Select Local User Authentication in the Authentication Type drop-down list.

Select Valid Duration, such as 8 hours.

v & W N

Select Choose.

Captive Portal

Captive Portal:

Authentication Type: Local User Authentic...
Valid Duration: 8hrs After expiration, user needs to re-authenticate for internet access.
Apply to: Choose

6. Choose the networks that the local user authentication is applied to, amd click Save

Apply to X
Wired Network: All
LAN2 LAN3 LAN4
WiFi Network: All

Tenda W20E

Cancel
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Step 2 Configure authentication page.
1. Click Change to upload a logo image.
Customize the Title of the authentication page.

Click Change to upload a background image.

W N

Customize a Disclaimer for the enterprise, such as “Copyright ©2019 Shenzhen Tenda
Technology Co,. Ltd. All rights reserved.”

v

Select Specified Page, enter www.tenda.com.cn.

6. Click Save.

Authentication Page Settings

Logo: Delete

Logo size cannot exceed 30 KB.

Title: Welcome to Tenda

Background Image: Delete

Aspect ratio: 16:9. Image size cannot exceed
200 KB.

Disclaimer: Copyright ©2019 Shenzhen Tenda
Technology Co,. Ltd. All rights reserved,

Redirect to: Previous Page

Specified Page

http:// www.tenda.com

Step 3 Add local user authentication account (s).

1. Choose Authentication > User Management, and locate the Account Management
configuration area.

2. Click +Add.
Account Management
+ Add Q
User Name Password Remark Client Status Valid Duration Status (ri)peratio

No data
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3. Fill the required parameters.

(1) Set User name and Password, such as zhangsan/zhangsan,
(2) Set Valid Duration to Always valid,
(3) Set People Shared with to 10,
(4) Set Current Sessions to 600,
(5) Set Upload Rate and Download Rate to No Limit.
(6) Click Save.
Add X
User Name: zhangsan
Password: zhangsan
Remark:
Valid Duration: Always Valid
People Shared with: 10
Concurrent Sessions: 600
Upload Rate: No Limit
Download Rate: No Limit

Step 4 Add authentication-free host.
1. Choose Authentication > User Management.

2. Navigate to Authentication-free Host configuration area, click +Add.

Authentication-free Host

Add

Host Type Host Name/IP/MAC Remark Operation

No data

3. Select MAC Address for Host Type, enter a MAC Address, which is 44:37:E6:12:34:56 in
this example.

4. Customize a Remark for the host, such as Administrator.
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5. Click Save.

Add ot
Haost Type: MAC Address
MAC Address: 44:37-E612-3456
Remark: Administrator

Cancel

.

- End

Verification

The network administrator can access the internet without authentication. Other employees have
to perform local user authentication as follows:

Step 1 Start a web browser on a smart phone, and visit any website. The authentication page
appears.

Step 2 Enter the correct User Name and Password.
Step 3 Tap Connect.

192.168.244.244
Tenda_W20E

Log In

Welcome to Tenda

User Name

Password

Connect Disclaimer

After successful authentication, the browser will navigate to www.tenda.com.cn.
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9.3.3 Example of configuring email authentication

Networking requirement

An enterprise wants to establish a network and regulate the use of the network with the router. The
requirements include:

Email authentication is required for employees who want to access the internet through the
LAN port of the router or the wireless network Tenda_W?20E.

No upload or download rate limit is specified for employees.
Employees are directed to www.tenda.com.cn after being authenticated.

The network administrator is free from authentication when accessing the internet.

Solution

The requirement can be met with email authentication.

Assume the MAC address of the network administrator’s computer is 44:37:E6:12:34:56, and the
parameters of the email server are as follows:

Email address: zhangsan@163.com
Email password: abc123456

SMTP server: smtp.163.com

SMTP server port: 465

Account for test: lisi@163.com

Configuration procedure

Step 1

1.

v & W N

Step 2

Configure local user authentication.

Choose Authentication > Captive Portal.

Enable Captive Portal.

Select Email Authentication in the Authentication Type drop-down list.
Set Valid Duration, such as 8 hours.

Select Choose, choose the networks that the local user authentication is applied to, and
click Save

Apply to X
Wired Network: Al
LAN2 LAN3 LAN4
WiFi Network: Al

Tenda W20E

Cancel

Configure email server settings.
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7.

Step 3

2 W N

@ Uk wWwNR

Fill zhangsan@163.com in Email Address.
Fill abc123456 in Email Password.

Fill smtp.163.com in SMTP Server.

Select SSL.

Fill 465 in SMTP Server Port.

Enter another email address in Account for Test, which is lisi@163.com in this example.

Email Server Settings

— =

Email Address : zhangsan@163.com

Email Password : sesssssee

SMTP Server : smtp.163.com SSL
SMTP Server Port : 465

Account for Test : lisi@l63.com

Click Test to ckeck if the configurations are correct.

QTIP

If the test fails, try the following solutions:
- Check if the SMTP service is enabled for the Email Address.
- Check if the Account for Test is valid.
- Change the email content.
Configure authentication page.
Click Change to upload a logo image.
Customize the Title of the authentication page.
Click Change to upload a background image.

Customize a Disclaimer for the enterprise, such as “Copyright ©2019 Shenzhen Tenda
Technology Co,. Ltd. All rights reserved.”
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5. Select Specified Page, enter www.tenda.com.cn.

6. Click Save.

Authentication Page Settings

Logo: Delete

Logo size cannot exceed 30 KB.

Title: Welcome to Tenda

Background Image: Delete

Aspect ratio: 16:9. Image size cannot exceed
200 KB.

Disclaimer: Copyright ©2019 Shenzhen Tenda
Technology Co,. Ltd. All rights reserved.|

Redirect to: Previous Page

o Specified Page

http:// www.tenda.com

Step 4 Add authentication-free host.
1. Choose Authentication > User Management.

2. Navigate to Authentication-free Host configuration area, click +Add

Account Management

+ Add Q

User Name Password Remark Client Status Valid Duration Status ﬁ)peratio

No data

3. Select MAC Address for Host Type, enter a MAC Address, which is 44:37:E6:12:34:56 in
this example.

4. Customize a Remark for the host, such as Administrator.
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5. Click Save.

Add *
Host Type: MAC Address
MAC Address: A44:37-E612-34:56
Remark: Administrator

- End

Verification

The network administrator can access the internet without authentication. Other employees have
to perform email authentication as follows:

Step 1 Start a web browser on a smart phone, and visit any website. The authentication page
appears.

Step 2 Enter a valid email address in the Email box and tap Obtain.
Step 3 Enter the Verification Code in the email received.

Step 4 Tap Connect.

192.168.244.244
Tenda_W20E

Log In

Welcome to Tenda

Email Address

Verification Code Obtain

Disclaimer

After successful authentication, the browser will navigate to www.tenda.com.cn.
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9.4 User management

9.4.1 Overview

To manage users connected to the network of the router, choose Authentication > User
Management. See the following figure.

In this page you are able to add authentication-free host, add user accounts used for local user
authentication and import or export account data of authenticated accounts.

User Management @
Authentication-free Host
b Add
Host Type Host Name/IP/MAC Remark Operaticn
Mo data

9.4.2 Add authentication-free host

Configuration procedure
Step 1 Click +Add.

Step 2 Set the required parameters.

Add X

Host Type: Host Mame
Host Mame:

Remark:
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Parameter description
Parameter Description

It allows you to set a device without authentication based on host name, IP address or MAC

Host T
ost Type address.

When the Host Type is set as Host Name, input the host name of the authentication-free
device.

To get the host name of the device, navigate to System Status > Online Devices.
Host Name O
TIP

Once the host name is modified, the authentication-free rule will be disabled. To make such a
rule effective, manually edit the Host Name here simultaneously.

IP Address When Host Type is set as IP Address, input the IP address of the authentication-free device.

MAC Address Whgn Host Type is set as MAC Address, input the MAC address of the authentication-free
device.

Remark (Optional) It specifies a brief description of an authentication-free host.

Step 3 Click Save.
---- End

The User Management page appears, showing the added hosts. See the following figure:

User Management @
Authentication-free Host
Add
Host Type Host Mame/TP/MAC Remark Operaticn
[ T TR
| Host Mame My_Phone My_Phone El H
i i
1 1
1 1
' i
1 -
| IP Address 1921689786 My _PC = i
: i
1 1
1 1
' i
1
| MAC Address 28:56:24E8:14:68 My _Tablet E o i
1 1
1
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9.4.3 Add user accounts used for local user authentication

You can add user accounts in this page and use it for local user authentication.

D/NOTE

You are allowed to create a maximum of 300 accounts.

Configuration procedure

Step 1 Choose Authentication > User Management, and locate the Account Management
configuration area.

Account Management

- Add Q

User MName Password Remark Client Status Walid Duration Status Operation

Mo data

Step 2 Click +Add.

Step 3 Set required parameters.

Add X
User Mame:
Password:
Remark:
Walid Duration: Always Valid
People Shared with: 1
Concurrent Sessions: 600
Upload Rate: Mo Limit
Download Rate: Mo Limit
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Parameter description

Parameter Description

User Name User Name specifies a user name for captive portal. Password specifies a password
for captive portal. If captive portal is enabled, a user must be authenticated with a

Password correct user name and password before accessing the internet.

Remark (Optional). It specifies the description of a user account.

It specifies the validity of a user account.
Valid Duration Valid Time: Specify the validity time by hours.

Valid Date: Specify the date before the account expires.
People Shared with It specifies the number of users that the account is allowed for being authenticated.

It specifies the maximum number of connections that can be set up on each computer

Concurrent Sessions )
covered by the corresponding rule.

Upload Rate It specifies the device’s maximum upload/download rate covered by the
corresponding rule.

OTlP

Download Rate
1 Mbps=128 KB/s

Step 4 Click Save.
---- End

The User Management page appears, showing the added user accounts. See the following figure.

Add D\
User MName Password Remark Client Status Valid Duraticn Status Operaticn
VT e i
i Celin 12345678 - Offline 24 BT
1
: i
i i
1 1
1 . . - 1
1 Alex 12345678 - Online Always Valid | !
1
L ;

OTIF’

Client Status includes:
- Offline: The account is not in use.

- Online: The account is in use.
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9.4.4 Export accounts data

Step 1 Choose Authentication > User Management, and move to the bottom of the page.
Step 2 Click Export.
----End

A file named auth_user.csv will be downloaded to your local computer.
9.4.5 Import accounts data

D/N OTE

A maximum of 300 account data is allowed for importing at one time.
Step 1 Choose Authentication > User Management, and move to the bottom of the page.

Step 2 Click Browse, select and upload a file that you’ve backed up.

QT\P

A proper file name may be indicated by auth_user.csv.
Step 3 Click Import.
----End

You can view the imported accounts information on the Account Management configuration area.
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11} AP mangement

The AP management function of the router enables you to manage Tenda APs centrally.

OTlp

The router can only manage Tenda APs.

10.1 Basic settings

10.1.1 Overview

To access the configuration page, choose AP Management > Basic Settings. By default, this function
is disabled. See the following figure:

@ System Status Wireless @
f Internet Settings AP Management:

/’:}:‘ Wireless

@ Address Reservation

D Bandwidth Control

@ Authentication

j AP Management

@ Filter Management

O More

{§} Maintenance

After the AP Management function is enabled, the following configuration page appears. On the
page, you are allowed to centrally set up WiFi network-related configurations of APs in your local
area network, such as viewing and editing wireless network names (SSID), WiFi passwords,
configuring 2.4 GHz and 5 GHz WiFi networks, hiding your WiFi network so that nearby wireless
clients cannot detect it, and specifying how many wireless clients can connect to a wireless network
at most.

The wireless configuration you configured here will be automatically delivered to the Tenda APs
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within the LAN of the router.

Wireless @

AP Management:

WiFi

Sl Status SSID Frequency Encryption Type WiFi Password Mare
- . _ P 1
enda_WiFi 24G&5G None |
Tap-to-edit- more configurations
2 2.AG&5G None ©
3 2.4G&5G None ©
4 2.4G&5G None @

5 2.4G None &)
6 2.4G None (S
7 246G None (S
8 2.4G None ©

Parameter description
Parameter Description

Serial number of the wireless policies.
WiFi Signal - 1to 4 policies: Used to apply to 1 to 4 wireless networks of APs

- 5to 8 policies: Used to apply to 5 to 8 wireless networks of APs.
Status Used to enable or disable the wireless policy.

SSID Used to change the wireless network name.

Select a band used by the wireless policy which will be delivered to APs.

- 2.4G: The wireless policy will be applied to the 2.4 GHz wireless networks of APs.
Frequency

- 5G: The wireless policy will be applied to the 2.4 GHz wireless networks of APs.

- 2.4G&5G: The wireless policy will be applied to the 5 GHz wireless networks of
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Parameter

Encryption Type

WiFi Password

More settings

Description

APs.

QTIP

If a single band is selected in policies 1 to 4, the wireless networks at the other band
will be disabled after the policy is delivered to APs.

Encryption type of the wireless network.

None: Open wireless network. No password is required when a client connects to
the wireless network. To secure the network, this option is not recommended.

WPA_PSK: The wireless network adopts the WPA-PSK authentication method
(AES encryption rule).

WPA2-PSK: The wireless network adopts the WPA2-PSK authentication method
(AES encryption rule).

It specifies the pre-shared password for WPA_PSK and WPA2_PSK, as well as the
password required for connecting to the wireless network.

For more settings, tap the ¢ icon and navigate to the configuration page:

Isolate Client: With this function enabled, clients connected to the wireless
network cannot communicate with each other, improving the security of the
wireless network. By default, this function is disabled.

Hide SSID: With this function enabled, nearby wireless clients cannot detect the
SSID, and you need to manually enter the SSID on the wireless client to access the
wireless network. Disable indicates that nearby wireless clients can detect the
SSID. By default, this function is disabled.

Max. Users: Maximum number of wireless clients that can be connected to the
wireless network with the SSID. After the value is reached, this wireless network
denies new connection requests. Clients connected to all the enabled wireless
networks (including guest networks) of the router cannot exceed 128 on 2.4 GHz
and 5 GHz bands respectively.

VLAN ID: Not supported in this version.
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10.1.2 Distribute wireless policies to APs

DyNOTE

When wireless policies are distributed to APs that do not support part of the functions, these
unsupported policies will still be received but will not take effect.

For example, when policies concerning 5G network are distributed to APs that do not support 5G,
these policies will be received but will not take effect in these APs.

Step1 Choose AP Management > Basic Settings.
Step 2 Change wireless configurations.

Step 3 Click Save at the bottom of the page.

Wireless ®

AP Management:

WiFi Signal ~ Status SSID Frequency Encryption Type WiFi Password More

1 Tenda_1 2AGE5G WPA2-PSK 1234567 C

2 Tenda 2 2AG85G WPAZ-PSK 87654321 C
--—-End
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10.2 AP settings
QT\P

This function is available only when the AP Management function is enabled on the AP Management >
Basic Settings page.

To access the configuration page, choose AP Management > AP Settings.

AP Settings
® Upgrade  Reset M Reboot I Delete C Refresh 2 Export Data
Online Device(s):1 Q

AP Model  Remark \\’I;»‘éf'!\éii,gg,-’ﬂrmware Frequency 'pl'gawng'rrmt Channel Online/Limit Status More
192.168.0.153 5 -
Do A 24G 20dBm 5 0748

21V 21V o0 -72-:00:94:50 !

i21V1.0 i21V1.0 50:2B:73:09:94:50 5G 18dBm 153 1748 @

V1.0.0.8(1418)

You can configure online APs separately, or upgrade, reset, or reboot APs centrally. The first figure
below shows how to configure APs separately, while the other figures show how to configure your

APs in batch.

®

AP Settings

192.162.0.254

Select an AP for management

f==n 1$2.168.0.153
ST .
Ly : :

192.168.0.154
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2
AP Settings O

mark e ’.l__ KNIV Freguency “‘ hannel Online/Limit Satus
192.162.0.254

Select APs in batch for managerﬁe.nt
i 192.168.0.153

192.168.0.154

2
AP Settings O

Select all APs for management
r==—na
1 I, P/MAC/Firmware

o L Ware ¥ A i ransmit = a
1 1AP Mode Remark 0 rreguency i da hannel Online/Limi Status

[ D] |

192.162.0.254
122,168.0.153

192.168.0.154

10.2.1 Upgrade
D/NOTE

To avoid data loss and device damage, DO NOT remove the power of APs and the router during the
upgrade.

Step 1 Download the latest firmware of the AP to your local computer.

1. Visit www.tendacn.com, searching the AP model in the searching bar to enter the product
details page.

2. Locate the latest firmware, download it to your computer, and unzip it.
Step 2 Click AP Management > AP Settings to access the configuration page.

Step 3 Select APs you want to upgrade. You can upgrade APs one by one, or select them in batch.
Click the Upgrade button.
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http://www.tendacn.com/

QTIP

Only APs of the same model can be upgraded in batch.

AF Settings @
M 1 - - —
1| @ Upgrade : i Reset ) Reboot 1 Delete C Refresh %> Export Data
Online Device(s):1 Q
f=—
'__}AP Model Remark I\‘F{’éfrl\;‘li,gg,’Fn'mware Frequency ggawn;plt Channel Online/Limit Status More
192.168.0.153
i21V1.0 i21V1.0 50:2B:73:09:94:50 géG fgggm :ig gﬁg @
V1.0.0.8(1418)

Step4 Click Browse on the pop-up window, select and upload the firmware that has been
downloaded to your computer.

Upgrade AP X

Select an upgrade file: Browse Upload

MNote: If APs with various models are selected, the router only upgrades APs that support the
upgrade file.

Step 5 Click Upload. Wait until the progress bar completes.
---- End

10.2.2 Reset the APs
OTlP

When resetting, do not power off the AP.

Step 1 Click AP Management > AP Settings to access the configuration page.

Step 2 Select APs you want to reset. You can reset APs one by one, or select multiple APs to reset
them in batch. Click the Reset button.

AP Settings @
@ Upgrade :  Reset : (b Reboot i Delete C Refresh [ Export Data
Online Device(s):1 Q
AP Model Remark IP/MAC/Firmware Frequency Transmit Channel Online/Limit Status More
Version Power
[ S’ 192.168.0.153
1 1392.160.0U.153
I pi21v1.0 i21V1.0 50:2B:73:09:94:50 ESG fgggg :S,g gﬁjg @
il V1.0.0.8(1418)
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Step 3 Click Save on the pop-up window. Wait until the progress bar completes.

Confirm X

1 APs are selected. Reset?

1 1
1

- End

10.2.3 Reboot the APs

Step 1 Click AP Management >AP Settings to access the configuration page.

Step 2 Select APs you want to reboot. You can reboot APs one by one, or select multiple APs to
reset them in batch. Click the Reboot button.

AP Settings @
@ Upgrade  Reset : U Reboot : i Delete C Refresh [ Export Data
Online Device(s):1 Q

| AP Mcdel Remark I\‘I?éf’rl\su‘li,gg/Firmware Frequency ggawn;:nit Channel Online/Limit Status More
== 192.168.0.153

I R TR S
1 [“])i21v1.0 21V1.0 50:2B:73:09:94:50 ‘Eé’ﬁ ‘fgggg :39 gﬁjg Online ©
L, V1.0.0.8(1418)

Step 3 Click Save on the pop-up window. Wait until the progress bar completes.

Confirm X

1 APs are selected. Reboot?

Cancel

- End
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10.2.4 Delete the APs

Step 1 Click AP Management >AP Settings to access the configuration page.

Step 2 Select APs you want to delete. You can delete APs one by one, or select multiple APs to
delete them in batch. Click the Delete button.

AP Settings @

POrace O Reset ORedoot | | @ Deiete | | C Rafresh % Export Data

[rirmwate

Transmit

-\oos Channel Online/Limit Status More
rYowe

AP Model  Remark Frequency

192.1680.254

1921680153

L ! 811418

Step 3 Click Save on the pop-up window. Wait until the progress bar completes.

Confirm X

1 APs are selected. Delete?

- End

10.2.5 Refresh the page

Click the Refresh button to refresh the page.

AP Settings @
_ _ | D |
@ Upgrade < Reset (1 Reboot W Delete | |j & Refresh : [ Export Data
.
Online Device(s):1 Q
AP Model  Remark {?éfmggmrmware Frequency 'Pl'gawngpwit Channel Online/Limit Status More
192.168.0.153
. . P ——— 2.4G 20dBm 10 0/48 et
i21v1.0 i21V1.0 50:2B:73:09:94:50 5G 18dBm 149 0/48 0 z @

V1.0.0.8(1418)
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10.2.6 Export data

Use Export Data button if you want to download your APs’ information displayed on the AP Setting

page as an Excel document to your local computer.

More

Step 1 Click AP Management >AP Settings to access the configuration page.
Step 2 Click the Export Data button.
AP Settings
® Upgrade  Reset (O Reboot i Delete i-_(; Ee?re_sh_—i [ Export Data
Online Device(s):1
AP Model  Remark !\‘I?efrl\su‘ligg/Firmware Frequency Egawngpnit Channel Online/Limit Status
192.168.0.153
) . e ——— 24G 20dBm 10 0/48 .
i21V1.0 i21V1.0 50:2B:73:09:94:50 Online
V1.0.0.8(1418) 5G 18dBm 149 0/48
Step 3 Click Save button on the confirm page appears, and then an EXCEL file will be downloaded

to your local computer.

Confirm X

Export AP configurations?

Cancel

- End
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10.3 Advanced settings
OTHD

This function is available only when the AP Management function is enabled on the AP Management >
Basic Settings page.

In this section, you can set up advanced settings for the APs.

To access the configuration page, choose AP Management > Advanced Settings. See the following
figure:

B system status Advanced Settings @
, Internet Settings 2.4 GHz Advanced Settings 5 GHz Advanced Settings  Global Settings
/_'-_::\ Wireless Country/Region: China
@ Address Reservation Network Mode: 11b/g/n
@ Bandwidth Control Channel Bandwidth: Auto 20MHz 40MHz
® Authentication Channel: Auto
5 AP Management Transmit Power: 30

Basic Settings RSSI Threshold: -90

AP Settings Client Timeout Interval: 5 minutes

Air Interface Scheduling: Enable Disable
Filter Management Isolate this network: Enable Disable
) More WMM: Enable Disable
{"9} Maintenance APSD: Enable Disable
Deployment Mode: Default Coverage-oriented Capacity-oriented

“ Ganeel

Parameter description

2.4 GHz Advanced Settings / 5 GHz Advanced Settings

Parameter Description

. Country or region where this device is located. You can select the country or region

Country/Region . . . . .
to ensure that this device complies with the local regulations.

Specify the channel in which the AP operates. Select one idle channel for less

interference. Auto indicates that this device automatically changes to a channel

rarely used in the ambient environment to prevent interference.

Network Mode Available options for 2.4 GHz band: 802.11b, 802.11g, 802.11b/g, and 802.11b/g/n

(default).
Available options for 5 GHz band: 802.11a, 802.11ac (default), and 802.11a/n mixed.
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Parameter

Channel Bandwidth

Channel

Transmit Power

RSSI Threshold

Client Timeout Interval

Prioritize 5 GHz

Air Interface
Scheduling:

Isolate this network

WMM

Description

You are recommended to keep the default settings.

Select the channel bandwidth for the AP.
Available options for 2.4 GHz band: Auto (default), 20MHz, and 40MHz.
Available options for 5 GHz band: 20MHz, 40MHz, and 80MHz (default).

You are recommended to keep the default settings.

Specify the channel in which the AP operates. Select one idle channel for less
interference. Auto indicates that this device automatically changes to a channel
rarely used in the ambient environment to prevent interference.

Transmit power of the AP.

If the specified transmit power exceeds the limit power of an AP, the actual power is
equal to the limit power. For example, if the specified power is greater than the
maximum power of an AP, the actual power of the AP is the maximum power after
the wireless policy is delivered, and vice versa.

Used to set the minimum received signal strength threshold of wireless clients
connected to the AP.

After this function is enabled, wireless clients whose received signal strength is lower
than this threshold cannot connect to the AP.

An appropriate threshold ensures the connection quality of clients.

If a wireless client does not exchange data with the AP in the specified period, the AP
disconnects the client.

Available options: 1 minutes, 5 minutes (default), 10 minutes, and 15 minutes.

It specifies that a wireless client that compliant with dual-band wireless firstly
connects to the 5 GHz band of the device if the corresponding wireless network uses
the same SSID and password for both 2.4 GHz and 5 GHz.

This function takes effect when:
- The encryption mode is set to WPA-PSK, WPA2-PSK, or WPA-PSK&WPA2-PSK.
- The SSID does not contain Chinese characters.

By default, this function is enabled.

Air interface scheduling allocates equal download data transmission time for each
client. In this way, high-speed clients can transmit more data packets and the AP has
a higher throughput and client capacity.

By default, this function is enabled.

Whether to disable communications among the clients connected to different
wireless networks of this device. This function increases wireless network security.

By default, this function is disabled.

After WMM is enabled, voice and video packets are transmitted with top priority.
You are recommended to enable this function for better transmission of
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Parameter

APSD

Deployment Mode

Global Settings

Parameter

Ethernet Mode

LED Indicator

Reboot Schedule

Description

multimedia packets. By default, this function is enabled.

It specifies whether to enable the Automatic Power Save Delivery (APSD) mode.
APSD is a WMM power saving protocol created by Wi-Fi Alliance. Enabling APSD
helps reduce power consumption. By default, this mode is disabled.

It specifies the deployment mode of the router. This parameter is valid only for 2.4
GHz networks. Select a mode that conforms to your application scenario. Available
options:

- Default: This option is a balance between Coverage-oriented and
Capacity-oriented.

- Coverage-oriented: This mode applies to scenarios that the network
environment is complex, users are scattered, and the interference is weak.

- Capacity-oriented: This mode applies to scenarios that the area is open and
crowded with users and the interference is strong.

Description

Select the Ethernet mode for the PoE port of the AP. Available options:

- Standard (default): This mode features a high data rate but short transmission
distance.

- 10 Mbps Full Half Duplex: This mode features long transmission distance but low
data rate. Generally, the negotiated speed is 10 Mbps.

If the Ethernet connecting the LAN port of the AP to the peer device is longer than
100 meters, this mode is recommended. In this case, ensure that the peer device
adopts auto negotiation mode.

Used to turn on/off the LED indicators of this device.

Select the reboot schedule mode for the AP. Available options:
- Disable (default).
- Reboot Schedule: the AP reboots at the specified date and time.

- Reboot Interval: the AP reboots every interval.
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158 Filter management

11.1 Overview

The router allows you to configure MAC address-based, port-based, and URL-based filter rules to
control the access of certain clients to specified pages.

11.2 Configure IP group and time group

To access the page for setting IP address groups and time groups, choose Filter Management > IP
Group/Time Group. See the following figure.

E System Status @

IP Group/Time Group

T . Time Group Settings
7 Internet Settings e g

P .
= Wireless - Add 0 Delete

@ Address Reservation

Group Name Date Time Operation

@ Bandwidth Control

L Every Day Man., Tues., Wed., Thur, Fri. Sat, Sun. 00:00~00:00
@ Authentication

Filter Management

IP Group Settings
IP Group/Time Group —_—

MAC Address Filter r e D DzzE
IP Address Filter
IP Address Group IP Range Operation
Port Filter
URL Filter
Mo data
@ Mare

11.2.1 Configure time groups
e

- By default, there is a time rule named Every Day which cannot be edited or deleted.

- Atime group that has been referenced cannot be deleted.

Step 1 Choose Filter Management > IP Group/Time Group page, and locate the Time Group

97



Settings configuration area.

Step 2 Click +Add. The Add configuration window appears.

Add X
Group Mame: | |
Time: | 00 || 1] |-| oo |:| 00 |
Date: AN 0 custom
| Mon. ™ | Wed U] The
| | sat | sm
;. -
Step 3 Set the required parameters.
QTIP
- Duplicate group names are not allowed.
- 00:00~00:00 indicates a whole day.
Step 4 Click Save.
---- End
Added successfully. See the following figure.
IP Group/Time Group @
Time Group Settings
----------I . .
| +  Add | T Delete [} Click to delete rules in batch
e
Click to select all
!___‘: Group Mame Date Time Operation
Every Day Mon, Tues. Wed, Thur, Fri_ 5at, Sun. 00:00-~00:00 Click to delete a
single rule?
LT P
1
H Business_time Mon., Tues. \Wed., Thur. Fri. 08:00-~18:00 El i i
1 1
L e o e i
[ )

98

Click to modify




11.2.2 Configure IP groups

Step 1 Choose Filter Management > IP Group/Time Group, and locate the IP Group Settings
configuration area.

Step 2 Click +Add. The Add configuration window appears.

Add X

Group Mame:

IP Range: n

Step 3 Set the required parameters.

oT|F=

=

Duplicate group names are not allowed.

Step 4 Click Save.
---- End

Added successfully. See the following figure.

IP Group Settings

b Add | Delete E Click to delete rules in batch
Lemme===ed
Click to delete a

Click to select all single rule
1 -
il { TP Address Group IF Range Opsréat on

- :

1
T T
i RD_Department 192168.0.10~192.168.0.100 Bl © !
R R — ]
¢

Click to modify

An IP address group that is in use cannot be deleted.
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11.3 MAC address filter

This is a time group-related function. You can create MAC address-based rules to decide whether or
not clients can access the internet through the router on what time.

11.3.1 Configure the MAC address filter

Before you start

Set up at least one time group rule. The default time group name is Every Day.

Configuration procedure
Step 1 Choose Filter Management > MAC Address Filter.
Step 2 Enable this function, and click Save.

@ System Status @

MAC Address Filter

Internet Settings

MAC Address Filter: (
= Wireless
t Add @ Delete
@ Address Reservation
@) Bandwidth Control
W Filter Type MAC Address Time Group Remark Status Operation
@ Authentication

Filter Management
Mo data

IP Group/Time Group

MAC Address Filter
Allow clients with disabled status or cliemts not on the list to access the internst throush this device

IP Address Filter

“ Caneel

Step 3 Configuring MAC address filter rule(s).
1. Click +Add. The Add configuration window appeatrs.

Add X

Filter Type: Allew acesss fo the inbemet

Forbid access to the imtermet

Time Group: Every Day
MAC Address:

Remark:
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2. Set the required parameters.

3. Click Save.
-—--End

Added successfully. See the following figure:

MAC Address Filter @

MAC Address Filter:

Add 0 Delete
Filter Type MAC Address Time Group Remark Status Operation
ey 1
1 1
i Whitelist CC:08:B0-8E-9F-A6 Business_Hour My Phone E H
L e e e e e e e e e e e e e e !
Allowe cliemts with disabled status or clients not on the list to access the internet throush this device

11.3.2 Example of configuring MAC address filter rule(s)

Networking requirement
An enterprise uses the router to set up a LAN to address the following requirement:

During business hours (08:00 to 18:00 on weekday), only the purchaser is allowed to access the
internet. Assume that the MAC address of the purchaser’s computer is CC:3A:61:71:1B:6E.

Solutions
The MAC address filter can meet this requirement.
Configuration procedure
Step 1 Set up atime group.
1. Choose Filter Management > IP Group/Time Group.

2. Set atime group shown in the following figure.

. ?
IP Group/Time Group O
{ Add 7 Delete
Group Mame Date Time Operation
Every Day Mon, Tues., Wed_, Thur, Fri,Sat, Sun. 00:00~00:00
ittty e pirgsteg |
1 U Ho Aon., Tues. Wed., Thur, F 8:00~18:00 1
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Step 2 Set an MAC address filter rule.
1. Choose Filter Management > MAC Address Filter, enable this function, and click Save.
2. Click +Add. The Add window appears.

3. Set the required parameter, and click Save. See the following figure.

Add b

Filter Type: Allenw aceass to the ifernat

Forbid access to the imternst

Time Group: Business_Hour
MAC Address: CC:3A6171:1B:6E
Remark: Purchaser

QTIP

You are recommended to enter a brief description on the rule in Remark field for later management.

4. Deselect Allow clients with disabled status or clients not on the list to access the internet
through this device.

MAC Address Filter @

MAC Address Filter:

t  Add T Delete
Filter Type MAC Address Time Group Remark Status Operation
Whitelist CC3A61°T11B:6E Business_Hour Purchaszer E

5. Click Save at the bottom of the page to apply your settings.
---- End

Verification

During 08:00 to 18:00 on weekdays, only the purchaser’s computer can access the internet.
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11.4 1P address filter

This is a time group-related function. You can create IP address-based rules to decide whether or

not clients can access the internet through the router during certain period of time.

11.4.1 Configure the IP address filter

Before you start
m  Set up at least one time group rule.

m  Set up at least one IP group rule.

m  To make IP address-based filter rules always take effect, specify a static IP address for the

clients.

Configuration procedure
Step 1 Choose Filter Management > IP Address Filter.

Step 2 Enable this function, and click Save.

@ System Status
IP Address Filter

; Internet Settings

1P Address Filter:

/’:‘3‘ Wireless
+ Add @i Delete
@ Address Reservation
@ Authentication
Filter Type IP Address Group Time Group Remark Status

R

Filter Management

IP Group/Time Group

Mo data

MAC Address Filter

IP Address Filter
Allow clientz with dizabled status or clients not on the list to access the imfernet through this device.
“ cened

Step 3 Configure IP address filter rule(s).
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1. Click +Add. The Add configuration window appeatrs.

Add X
Filter Type: Allow access to the internat
Forbid access to the internet
Time Group: Every Day
IP Group: IP_Group_1
Remark
2. Set the required parameters.
3. Click Save.
—End
Added successfully. See the following figure:
IP Address Filter:
Add i Delste
Filter Type IP Address Group Time Group Remark Status Operation
L T T T T T T !
i Whitelist IP_Group_1 very Day nance = i
N |
Allow clients with dizabled status or clients met on the List to access the mfermet through thiz device.

11.4.2 Example of configuring IP address filter rule(s)

Networking requirement

An enterprise uses the router to set up a LAN to address the following requirement:

During business hours (08:00 to 18:00 on weekday), only the purchaser is allowed to access the
internet. Assume that the IP address of the purchaser’s computer is 192.168.8.217.

Solution

The IP address filter can meet this requirement.
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Configuration procedure

Step 1 Specify a static IP address for the purchaser’s computer, which is 192.168.8.217 in this

example.
Manual Address Reservation
Add il Delete
Haost Mame IP Address MAC Address Status Operation
o e
1
1] Purchaser 192 168.8217 00:23:24:E8:14:68 [ ¢ B ©
-

Refer to Address reservation for detailed description of configuration procedure.

Step 2 Set up a time group.
1. Choose Filter Management > IP Group/Time Group.

2. Set atime group shown in the following figure.

I[P Group/Time Group

Time Group Settings

Add [ Delete

Group Name Date Time Operation

Every Day Mon, Tues, Wed, Thur, Fri_ Sat., Sun. 00-00-~00:00
P T
1 Business_Hour Mon., Tues. Wed., Thur, Fri. 08:00--18:00 E :
1

Step 3 Set up an IP group.

1. Choose Filter Management > IP Group/Time Group, and locate the IP Address Settings.

2. Setan IP group shown in the following figure.

IP Group Settings

+ Add W Delete
IP Group IP Range Operation
IP_Group_1 192.168.0.2~192.168.0.100 B m
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Step 4 Set IP address filter rule(s).
1. Choose Filter Management > IP Address Filter.
Enable this function, and click Save.

Click +Add. The Add window appears.

W N

Set required parameter, and click Save.

Add X

Filter Mode: Allow access to the internet

Forbid access to the internet

Time Group: Business_Hour
IP Group: Purchaser
Remark: Purchaser

5. Deselect Allow clients with disabled status or clients not on the list to access the internet
through this device.

MAC Address Filter @
MAC Address Filter: (_
Add 0 Delste
Filter Type MAC Address Time Group Remark Status Operaticn
Whitelist CC:3A°61711B:6E Business_Hour Purchaser ( Bl D

6. Click Save at the bottom of the page to apply your settings.
----End

Verification

During 08:00 to 18:00 on weekdays, only the purchaser’s computer can access the internet.
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11.5 Port filter

The protocols of various services available over the internet use dedicated port numbers. The
common service port numbers range from 0 to 1023 and are generally assigned to specific services.

A port filter prevents LAN users from accessing certain internet services by disabling the users to
access the port numbers of the services.

To access the page for setting the port filter, choose Filter Management > Port Filter. By default,
this function is disabled. Once it is enabled, the following page appears.

Pl System Status
Port Filter @
T Internet Settings
Port Filter:
= Wireless
t Add 5§ Delete
I -
@ Address Reservation
&) Bandwidth Control
W IP Address Group Time Group Ports Protocols Status Operation
® Authentication
D Filter Management
No data
IP Group/Time Group
MAC Address Filter Note: If rules duplicate or overlap, the first configured one prioritizes.

IP Address Filter

URL Filter

i) Mara

San: e'

11.5.1 Configure port filtering rules

Before you start
m Set up at least one time group rule.

m Set up at least one IP group rule.

Configuration procedure

Step 1 Choose Filter Management > Port Filter.
Step 2 Enable this function, and click Save.
Step 3 Click +Add. The Add window appears.
Step 4 Set the required parameters.

®m To add a single port number:
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Repeat the port number in the second box.

For example, to add the port number 80, enter 80 in the first box. Then repeat it in the
second box.

m  To add consecutive port numbers:

Enter the start port number in the first box, and the end port number in the second
box. The start port number cannot be greater than the end port number.

m To add inconsecutive port numbers:

The router does not support adding inconsecutive port numbers with one rule.
Therefore, to add inconsecutive port numbers, add multiple port number rules that
meet your requirements.

Add pd
IP Group: RD_Department
Time Group: Every Day
Ports:
Protocols: Al

Step 5 Click Save.
---- End

Added successfully. See the following figure:

Port Filter @
Port Filter:
t Add [ Delste
IP Address Group Time Group Ports Protocols Status Operation
]
: RD_Department Business_Hour 80~80 All ST
1

Mote: If rules duplicate or overlap, the first configured one prioritizes.
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11.5.2 Example of configuring port filter rules

Networking requirement
An enterprise uses the router to set up a LAN to address the following requirement:

During business hours (08:00 to 18:00 on weekday), computers with IP addresses ranging from
192.168.0.2 t0 192.168.0.100 are not allowed to browse web pages. The default port number of the
web service is 80.

Solutions
The port filter function of the router can meet this requirement.
Configuration procedure
Step 1 Set up atime group.
1. Choose Filter Management > IP Group/Time Group.

2. Set atime group shown in the following figure.

. ?
IP Group/Time Group O
f Add 7 Delste
Group Mame Date Time Operation
y D on, Tues, Wed, Tl Fri. Sat 0r00~00:00

---------------------------------------------------------------------------- 1
! 1
1 1
H Ho on,Tues, Wed, Thur,F 8:00~18:00 E !
1

Step 2 Create an IP group for clients that are disallowed to use web service, which is 192.168.0.2
t0 192.168.0.100 in this example.

+ Add W Delete
IP Group IP Range Operation
VT !
1 1
: IP_Group_1 192.168.0.2~192.168.0.100 B W :
1 1

Step 3 Set port filter rules.
1. Choose Filter Management > Port Filter.
Enable this function, and click Save at the bottom of the page.

Click +Add. The Add window appears.

2 W DN

Set the required parameters. Configurations on the following figure are only used for
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examples:

Add X
IP Group: IP_Group_1
Time Group: Business_Hour
Paorts: a0 o 80
Protocols: All

OTIP

- To add consecutive port numbers, enter the start port number in the first box, and the end port
number in the second box. The start port number cannot be greater than the end port number.

- The router does not support to add inconsecutive port numbers with one rule. Therefore, to add
inconsecutive port numbers, add multiple port number rules that include your requirement.

5. Click Save.
- End
Verification

During 08:00 to 18:00 on weekdays, verify that the computers with IP addresses ranging from
192.168.0.2 to 192.168.0.100 cannot browse web pages.
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11.6 URL filter

An URL filter prevents LAN users from accessing specified types of website and controls internet
accessibility of LAN users so that they will not spend time on websites irrelevant to their duties.
Before you add web filter rules, add web categories.

To access the following page, choose Filter Management > URL Filter. By default, this function is
disabled. Once it is enabled, the following page appears.

@ System Status @

URL Filter

T Internet Settings

URL Filter:

/’3‘ Wireless
Add i Delete
Address Reservation
@ Authentication ) ) )
Filter Type  IP Address Group Time Group URL Status Operation
z Filter Management
IP Group/Time Group
No data
MAC Address Filter
IP Address Filter
URL Management URL Management

Port Filter

“ Canl: EI

11.6.1 Configure URL filter

Before you start
m Set up at least one time group rule.

m Set up at least one IP group rule.

Configuration procedure

Step 1 Enable URL Filter.
1. Choose Filter Management > URL Filter.
2. Enable this function, and click Save.

Step 2 Customize URL library.
1. Click the URL Management button. The URL Management configuration page appears.
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2. Click New. The Add window appears.

Add X

Group Name:

URL:

Remark:

3. Set the required parameters by following the on-screen instructions, and click Save. The
added URL groups are shown as follows:

/ URL Management @

1 X 1
Custom : Entertainment  Office 1
1

Grie

- To delete an URL group, move the mouse pointer to it, and click the on the upper left corner.

1 1
'__.!Entertj%'r' ent  Office

- Avrulein use cannot be deleted.

Step 3 Configure an URL filter rule.
1. Click +Add. The Add window appears.
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Add x
Filter Type: 0.—"..[[:!\\' access only
Block access only
IP Group:
Time Group: Every Day
Remark:
URL: Category Select Al Invert
Custom Entertainm...
2. Set the required parameters, and click Save.
- End
Added successfully. See the following figure:
URL Filter @
URL Filter: @
- Add B Delete
Filter Type  IP Address Group Time Group URL Status Operation
B T T T T T
! Whitelist  IP_Groupl Every Day Entertainment , Office @ Bl W i
1

11.6.2 Example of configuring URL filter

Networking requirement

An enterprise uses the router to set up a LAN to address the following requirement:

113



During business hours (08:00 to 18:00 on weekday), staffs are not allowed to access social medias
including Facebook, YouTube, and Tumblr.

Solutions

The URL filter can meet this requirement.

Configuration procedure
Step 1 Set up time groups and IP groups.
1. Choose Filter Management > IP Group/Time Group.

2. Set up atime group from 08:00 to 18:00 on weekday, and an IP groups ranging from
192.168.0.2 to 192.168.0.100. See the following figure:

Add 7 Delete

Group Name Date Time Operation

Every Day Mon, Tues., Wed,, Thur, Fri, Sat, Sun. 00:00~00:00
[ e EEEEEmEEmEm=m=— 1
1 i o 1
: Business_Hou Mon, Tues. Wed., Thur., Fri. 0&:00~18:00 1
i i
e o e - -

Add T Delste

IP Address Group IP Range Operation
B B e e
i i
1 .
1 Groupl 192168.0.2~192.168.0.100 :
! 1
ey e S ey Sy Sy ey ey |

For detailed configuration steps, refer to Configure IP group and time group.
Step 2 Enable URL Filter.
1. Choose Filter Management > URL Filter.
2. Enable this function, and click Save.
Step 3 Customize URL library.
1. Click the URL Management button. The URL Management configuration page appears.

2. Click New. The Add window appears.
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3. Set the required parameters. See the following figure.

Add X
Group Mame: SN5
URL: FacebookYouTube; Tumblr
Remark: | SMS |
.

4. Click Save.
Step 4 Configure the URL filter rule.
1. Back to the URL filter configuration page, click +Add. The Add window appears.

2. Set the required parameters, and click Save.

Add X
Filter Type: ) Allow access only
e e e L]
1
: oﬁluck access only :
|
i 1
' :
1
IP Group: ! | IP_Groupl | E
i i
| i
Time Groug: : | Business_Hour | !
1
1 1
]

_____________________

Remark: | Opticna |
URL Category Select Al Invert
] custom i [~] sns |
1 1

- End
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Added successfully. See the following figure:

URL Filter-

Add 0 Delste

Filter Type  IP Address Group Time Group URL Status Operaticn
1
H Blacklist IP_Groupl Business_Hour SHS E
e e e e e e e
Verification

During 08:00 to 18:00 on weekdays, clients with the IP address ranging from 192.168.0.2 to
192.168.0.100 cannot access Facebook, YouTube, and Tumblr.
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More settings

This chapter describes how to modify LAN settings and WAN parameters, how to configure static
router, port mirroring, DDNS, port forwarding, UPnP, DMZ host, and how to establish VPN
connections.

12.1 LAN settings

You can view and modify the LAN IP address of the router, and configure DHCP server here.

To enter the configuration page, choose More > LAN Settings.

12.1.1 Modify LAN IP address of the router

The LAN IP address is also the login IP address of the router. The default LAN IP address is
192.168.0.1.

Generally, you do not need to modify the LAN IP address of the router, unless an IP conflict happens
on the router. An IP conflict happens when the WAN IP address and LAN IP address of the router are
in the same network segment, or IP address of another device in the LAN is 192.168.0.1 too.

< Back LAN Settings @
LANIP
LAN IP Address: 192.168.0.1
Subnet Mask: 255,255, 255 |0

Configuration procedure:
Step 1 Modify the LAN IP address, which is 192.168.7.1 in this example.

Since the network segment of the new LAN IP address is different from the original one,
the router modifies the network segment of the DHCP server automatically. See the
following figure:
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i
UNPAddess | | 19216301 H LAN TP Address:

Subnet Mask 255.255.) 255 0 Subnet Mask

DHCP Server: q DHCP Server q

Start IP Start P

EndIP: EndIP:

Lease Time: 0.5 hrs Lease Time:
Primary DNS: 19216801 Primary DNS 19216871

Secondary DNS: Secondary DNS:

n el “ e

Step 2 Click Save, the following message appears.

Confirm X

After you change the LAN IP, the login IP address of the router will
be changed as well. Change?

Step 3 Click Save.
---- End
Wait until the progress bar completes. You will be redirected to the login page.

Use the new LAN IP address to log in to the web Ul of router later.

12.1.2 Modify DHCP server

DHCP server can automatically assign IP addresses, subnet mask, gateway and other internet
parameters to devices connected to the router. If this function is disabled, you have to manually set
IP address settings for your connected devices for internet access. Therefore, you are recommended
to keep the DHCP server enabled.

To modify DHCP server information, modify the parameters as required and click Save to apply your
settings.
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QTIF’

With this function enabled, IP address-based functions, such as port forwarding and IP address filter
may be affected.

DHCP Server

DHCP Server: @)

Start IP: 192.168. 7 1
End IP: 192.168. 7 .| 254
Lease Time: 0.5 hrs

Primary DNS: 192.168.7.1

Secondary DNS:
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12.2 WAN parameters

12.2.1 Overview

If you have set internet connection parameters but your LAN devices cannot access the internet, try
modifying WAN port parameters here.

To access the configuration page, choose More > WAN Parameters.

B system Status {  Back WAN Parameters

Frcaicy

£ Internet Settings

= WAN1
f';.-:} Wireless

WAN Spead: Auto Megotiation
@ Address Reservation

MTLU: 1500
Bandwidth Control

MAC Address: Default MAC
@ Authentication

WAN2Z
@ Filter Management

WAN Speed: Auto Negotiation

MTU: 1500

{é} Maintenance

MAC Address: Default MAC
Fast NAT
Fast NAT: © Enable Disable
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12.2.2 WAN speed

The speed of an Ethernet physical port is determined through negotiation with its peer device. The
negotiated speed can be any speed within the interface capability. You can try to modify the speed
and duplex mode when network connection issues occur.

WAN1

WAN Speed: Auto MNegotiation

s

Auto Negotiation

MTU: 1000 Mbps Full Duplex
100 Mbps Full Duplex
MAC Address:
100 Mbps Half Duplex
B B 10 Mbps Full Duplex
— 10 Mbps Half Duplex
Fast NAT: Enable Dizable

Duplex modes supported by the router and their scenarios:
Speed and Duplex Applicable scenario

The duplex mode of the port is determined through auto negotiation between the
router and its peer device.

You are recommended to keep the default settings since auto negotiation is the default

Auto Negotiation . .
& option for most of Ethernet network devices.

If the router uses auto negotiation, while its peer uses non-auto negotiation, the
negotiated duplex mode is half duplex.

The interface can receive and send packets simultaneously, leading to low latency and
high efficiency. 10/100/1000 Mbps indicates the maximum link speed that both ends

can negotiate. Only W18E and W20E support 1000 Mbps Full Duplex.
10/100/1000 Mbps

Full Duplex @NOTE

You are recommended to use the same speed link and duplex modes for both ends.
Otherwise, network connection issues may occur.

The interface can either receive or send packets at a time. 10/100Mbps indicates the
maximum link speed that both ends can negotiate.

10/100 Mbps Half
Duplex LﬂNOTE

You are recommended to use the same speed link and duplex modes for both ends.
Otherwise, network connection issues may occur.
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12.2.3 MTU

MTU is abbreviated for Maximum Transmission Unit. It specifies the maximum size of a packet that
can be transmitted by a network device. Either larger or smaller MTU value affects the network
performance. Do not modify the default settings unless the following situations happen:

m  Some websites are inaccessible, or secure websites cannot be displayed properly, such as online
banking websites, or PayPal.

®m  Email service suspends, or servers, such as FTP/POP servers, are inaccessible.

Commonly-used MTU value in different scenarios:

MTU (Bytes) Scenario
1500 It is the most common value for non-PPPoE connections and non-VPN connections.
1492 It is used for PPPoE connections.

1480 It is the maximum value for the pinging function. (If a greater value is used, packets are

split.)
1450 It is used for DHCP, which assigns dynamic IP addresses to connected devices.
1400 It is used for VPNs or PPTP.

12.2.4 Clone MAC address

Overview

Some ISPs allow only a single or a certain number of computers to use the broadband service you
subscribed, and register the MAC address of your computer when you first use their cable modem
for internet access. Therefore, you may find yourself in the following situations after setting up the
router:

m  Only one computer can access the internet normally.

m  No internet connection at all.

The reason why such a problem happens is that your ISP does not accept MAC addresses other than
the registered one. To resolve this, you need to clone the MAC address of the registered computer
to the router to pretend that the router has the same MAC address as the registered one.

The cloning MAC address function is designed for this purpose. Click More > WAN Parameters to
enter the configuration page.

MAC Address: Default MAC
WAN3 Current MAC

Clone Local Host MAC

WAN Speed:
Manual
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Parameter description
Parameter Description

Current MAC It specifies the MAC address the router currently used.

It specifies the MAC address of the router itself.

QTIP

Default MAC - You can view the MAC address of the router on_LAN port status page, or the Label on
the bottom of your router.

- If you clone the local host MAC, the MAC address of the router is changed to the
MAC address you cloned.

It specifies the MAC address of the computer that can access the internet normally.

Clone Local Host = e

MAC To use this option, you need to keep the computer with internet connectivity connected
to the router and disconnect all the other computers. Otherwise, find the correct MAC
address, and enter it manually. You can consult your ISP as well.

Manual It allows you to manually specify a MAC address.

Clone MAC address
Step 1 Click More > WAN Parameters, and locate the corresponding WAN port.
Step 2 Select one option, or manually specify the MAC address according to your actual situation.
Step 3 Click Save to apply your settings.
---- End

12.2.5 Fast NAT

NAT (Network Address Translation) translates private addresses in intranet to global (public)
addresses to achieve communication between the intranet and the internet. While fast NAT enables
the router forward the traffic from the specific LAN to the chosen WAN directly. This function
reduces the CPU loading and speed up the performance of the NAT sessions.

You are recommended to keep fast NAT enabled.

Fast MAT: Enable Dizable
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12.3 Configure static route

12.3.1 Overview

Routing is an operation to select the optimal route for delivering data from a source to a destination.
A static route is a special route configured manually, which is simple, efficient, and reliable. Proper
static routes help reduce route selection issues and prevent overload caused by route selection data
flows, accelerating packet forwarding.

To define a static route, specify the network segment and subnet mask used to identify a
destination network or host, the gateway IP address, and the router WAN port for forwarding
packets. After a static route is defined, all the packets indented for the destination of the static
route are directly forwarded through the WAN port of the router to the gateway IP address.

QTIF’

If only static routes are used in a large-scale complex network, destinations may be unreachable in case
of a network fault or topology change, which results in network interruption. If the problem occurs,
manually modify the static routes.

To enter the configuration page, choose More > Static Routing.

Back Static Routing @
Add
Destination Network Subnet Mask Default Gateway Interface Operation
Destination Network Subnet Mask Default Gateway Interface

192168.0.0 255.255.255.0 0.0.0.0 WANZ

Parameter description

Parameter Description

Destination Network Destination network of packets.

Subnet Mask Subnet mask of the destination network.

Default Gateway IP address of the next hop to the final destination of packets.
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Parameter Description

Interface Port through which packets are forwarded.

12.3.2 Configure a static routing rule

Step 1 Choose More > Static Routing and click +Add. The Add configuration window appears.

Add X

Destination Metwork:
Subnet Mask:
Default Gateway:

Interface: WAN1

Step 2 Set the parameters and click Save.

Step 3 Choose More > Static Routing and view the added static route.

The available static routes are displayed on the static routing page. See the following figure.

< Back Static Routing @
5 Routin

+ Acd

Destination Metwork Subnet Mask Default Gateway Interface Operation
it ettt ottt
1 172160 255.255.00 152168971 VAMN2 (] :
! 1
e T e L T e e L i
Routing Table

Destination Metwork Subnet Mask Default Gateway Interface

0.000 0.000 192168971 WANZ

19216810 2552552550 0000 LAN

192168.97.0 255.255.255.0 0.0.00 WAN2

255.255.0.0
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In the route table, the record where Destination Network and Subnet Mask are 0.0.0.0 indicates
the default route of the router. If no route exactly matching the destination address of a packet is
found in the route table, the router uses the default route to forward the packet. The route
containing the gateway IP address 0.0.0.0 is a direct route, which means that the destination
network is directly connected to the router using the port specified in the route.

Qﬂp

If a static route conflicts with a user-defined multi-WAN policy, the static route prioritizes.

12.3.3 Example of configuring static route

Network requirement

An enterprise uses the router for network construction. The internet is inaccessible to the
enterprise LAN. The WAN1 port of the router accesses the internet using a PPPoE connection and
the WAN2 port of the router accesses the enterprise LAN using a dynamic IP address. Users on the
router LAN are allowed to access both the internet and enterprise LAN. Assume that the PPPoE user
name and password are tenda/tenda.

Solutions

The static routing function can address this requirement.

(7

D),

HE EE

172.16.100.0/24

o I 3 3 3 G2

LT 1T

(

Internal gateway

LAN IP: 192.168.98.1

Configuration procedure
Step 1 Configuring multiple WAN ports.

Refer to Configure multiple WAN ports to configure the WAN1 port to PPPoE and WAN2
port to Dynamic IP. See the following figure:
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Internet Settings

WAN Paorts

WAN Parts:

Port Type:

WANL WANZ LAM3 LAMNS

WANL

Connection Type: PEPoE

PPPCE Username: tenda

PPPGE Password: | weee=

Server Mame:

Service Mame:

Status:

WANZ

Connection Type: Dynamic IP

Status:

“ fanes

Step 2 Configuring static routing rules.

1. Navigate to System Status to view the default gateway of WAN2 port, which is
192.168.98.1 in this example.

2. Click More > Static Routing, and click +Add. The Add configuration window appears.

3. Set the parameters and click Save.

Add X
Destination Metwork: 172161000
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.98.1
Interface: WAMN2

- End
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Added successfully. See the following figure:

Add
Destination Metwork Subnet Mask Default Gateway Interface Operation
T T T i
1172161000 2552552550 192168.98.1 WAR i :
Verification

Computers in the LAN can access the internet and the intranet simultaneously.

QTIF’

- If the enterprise LAN is connected to the internet, the router may point its default route to the
other router, resulting in incorrect routing. In this case, navigate to Bandwidth Control and set
Upload/Download Rate of the WAN2 port to a value far smaller than the value of the WAN1 port.

- If the preceding case occurs, it is recommended that you disable the smart load balancing
function of the router and use a user-defined multi-WAN policy to ensure that all LAN users
access the internet through the WAN1 port of the router.
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12.4 Port mirroring

12.4.1 Overview

Port mirroring function forwards a copy of data of one or more mirrored ports to the specified
mirroring port. The network administrator uses data monitoring devices to monitor traffic, analyze
performance and perform network diagnose.

By default, this function is disabled. Choose More > Port Mirroring, and enable this function, the
following configuration page appears:

< Back Port Mirroring @
Port Mirroring:
Mirroring Port: LaMN4
Mirrored Port: WANI WAN2 LAN3

Parameter description

Parameter Description

Port Mirroring It is used to enable or disable the port mirroring function. The default option is Disable.

It indicates the monitoring port. A piece of monitoring software must be installed on the

Mirroring P
Irroring Port computer with this port to perform monitoring. The default mirroring port is LAN4.

It specifies the monitored ports. After the port mirroring function is enabled, packets of the

Mirrored Port . . S Lo
mirrored ports are replicated to the mirroring port for monitoring.

12.4.2 Configure port mirroring

Step 1 Choose More > Port Mirroring to access the configuration page.
Step 2 Set Port Mirroring to Enable.
Step 3 Choose Mirroring Port and Mirrored Port as required.
Step 4 Click Save to apply your settings.
---- End
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12.4.3 Example of configuring port mirroring

Networking requirement

An enterprise has used the router to set up a LAN. Recently, internet access failures occur
frequently and the network administrator needs to capture data packets from the WAN and LAN

ports of the router for analysis.
Solutions

The port mirroring function of the router can meet this requirement.

\N
D),

Configuration procedure
Step 1 Choose More > Port Mirroring to access the configuration page.
Step 2 Set Port Mirroring to Enable.

Step 3 Choose Mirroring Port and Mirrored Port as required.

130



Step 4 Click Save to apply your settings.

< Back Port Mirroring @
Part Mirroring: [ @)
Mirroring Port: LAN3Z
Mirrored Port: WAN1 LAN2 LAN4

- End
Verification

Run monitoring software such as Wireshark on the monitoring computer to verify the software can
capture data packets from the mirrored ports.
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12.5 Manage your router remotely using web Ul

12.5.1 Overview

Generally, the web Ul of the router can only be accessed on devices that are connected to the
router in wired or wireless manner. This costs in case of seeking technician to fix network problems.
The remote web management function is designed to address such requirement. When you

encounter network faulty, you can ask technician far away to diagnose and fix your problems,
improving efficiency and reducing costs and efforts.

Choose More > Remote WEB Management, and enable this function, the configuration page
appears. See the following figure:

< Back Remote WEB Management @

Remote WEE MGMT:

WAM: TWAN1 WAN2

Remote IP:

Remote Access Address: Copy

Parameter description

Parameter Description

IP address of the computer that can access the router remotely.

- Any IP: Any computers can access the router over the internet. Choose this option
only when necessary since it lowers network security.

Remote IP
- Specified IP: Only a computer with the specified IP address can access the router
over the internet. If the computer is on a LAN, enter the WAN port IP address of the
gateway of the computer.
Remote Access With this function enabled, the router automatically generates one unique domain
Address name that can be used to manage the router remotely.

12.5.2 Conifgure remote web management

Step 1 Click More > Remote WEB Management, and enable this function.
Step 2 Select the WAN port for remote access.

Step 3 Set the Remote IP to either of Any IP or Specified IP.

132



Crie

- Any IP: It indicates that all internet users can access the web Ul of the router with the Remote
Access Address here. For security of your network, select this option only when necessary.

- Specified IP: It indicates that only the host with the specified public IP address is allowed to
access the web Ul of router remotely.

- If the computer for remote access is in an intranet, enter the public IP address of the computer’s
gateway here.

Step 4 Click Save to apply your settings.

{  Back Remote WEB Management @

Remote WEB MGMT:

WAN: WANI WAN2
Remuote IP: Any IP
Remote Access Address: Copy

—End
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12.5.3 Example of conifguring remote web management

Networking requirement

An enterprise uses the router to deploy its network. And its network administrator needs to seek a
Tenda technician to solve a problem remotely.

Solutions

Remote web management function can meet this requirement.

(7

.

Router

|
Technician

IP: 202.105.88.77

Configuration procedure
Step 1 Click More > Remote WEB Management, and enable this function.
Step 2 Select the WAN port for remote access, which is WAN2 in this example.

Step 3 Enter the IP address of the technician’s computer, which is 202.105.88.77 in this example.

QTIP

If the technician’ computer is in a remote LAN network, set the WAN IP address of his router as the
Specified IP.

Step 4 Click Save to apply your settings.
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Step 5 Click Copy and send the Remote Access Address to the Tenda technician.

¢ Back Remote WEB Management
remote wes MamT: @
WAN: WANI WAN2
Remote IF: Any IP
Remote Access Address: Copy

Save ,h Cancel

- End
Verification

Tenda technician with a computer IP address 202.105.88.77 can use
http://e9leofi8.cloud.tendacn.net:8080 to access the web Ul of the router remotely.
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12.6 DDNS

12.6.1 Overview

DDNS is short for Dynamic Domain Name Server. It detects when your IP address changes and maps
your dynamic IP address to a static domain name. When the service is running, the DDNS client on
the router sends its current WAN port IP address to the DDNS server. Then the server updates the
mapping between the domain name and the IP address in the database to implement dynamic
domain name resolution. If you enable this function, the router sends its WAN IP address to the
specified DDNS server when the WAN IP address is changed and the DDNS server maps the changed
WAN IP address to a specified static domain name. This enables internet users to access services on
your LAN through the static domain name instead of the changeable WAN IP address.

This function always interworks with other functions, such as Port Forwarding, DMZ Host and
Remote Web Management.

Choose More > DDNS, and enable this function, the configuration page appears. See the following
figure:

Back DDNS ®
DDMS: Enable Dizzble
DDNS Provider: noip
User Mame:
Password:

Domain Mame:

Status: Disconnected

DDMNS: Enable Dizzhle

“ Can:e'

Parameter description

Parameter Description
DDNS Used to enable or disable the function.
DDNS Provider The router supports four DDNS providers: noip, dyndns, oray, and gnway.

It specifies the user name used to log in to a DDNS provider. It is registered on the

User Name website of the provider.
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Parameter Description

Password It specifies the password used to log in to a DDNS provider.
Domain Name It specifies the domain name obtained from a DDNS provider.
Status It specifies the DDNS service status.

12.6.2 Configure DDNS
D/NOTE

- A dynamic IP address will disable the port forwarding rule. To use this function and make the rule
always effective, set a static IP address for the specified local host.

- Some programs, such as firewall, antivirus software, and security guard, may hinder internet users
to access the local service. Disable them when necessary.

Step1 Choose More > DDNS, locate the WAN port and enable the function.
Step 2 Set required parameters.

Step 3 Click Save to apply your settings.

¢ Back DDNS @

DDN5: Enahble Dizable

DDMS Provider: noip Register
User Name:

Password:

Domain Name:

Status: Disconnected

m Carc’el

~—-- End
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12.6.3 Example of configuring DDNS

Networking requirement

An enterprise uses the router to deploy its WLAN network. The router is connected to the internet.
Now the enterprise establishes a web server and wants to be accessed by internet users. Thus when
employees are not in the enterprise, they can also access the web server. Assume that the external

port is 80.
Solutions

You can use Port Forwarding and DDNS function to meet this requirement.

(7

D),

L

Internet user

AR

Web server
IP: 192.168.0.250
Port: 80

Configuration procedure

Step 1 Configuring port forwarding.

Navigate to More > Port Forwarding, and add a rule. See Port forwarding for detailed
configuration procedure.
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< Back Port Forwarding @

Add I Delete

Internal Server IP

Address Internal Port External Port Frotocols Fort Status Cperation

192.168.8.217 80 80 All WAMNL

m

Step 2 Configuring DDNS.

1. Register a domain name.

Select the DDNS provider from the drop-down list menu, which is noip in this example, and
click Register next to the menu to register a domain name.

2. Set DDNS parameters.

(1) Login to the web Ul of the router, navigate to More > DDNS, and enable WAN1 port’s
DDNS function.

(2) Enter the DDNS-related parameters you registered on your DDNS provider’s website.
Assume that you DDNS-related information are:
- User Name for DDNS: iTenda
- Password for DDNS: itenda123
- Domain Name for DDNS: itenda.ddns.net.

(3) Click Save to apply your settings.

DDMS: Enahle Dizable
DDNS Provider: noip Register
User Name: iTenda
Password: T
Domain Name: itenda.ddns.net
Status: Disconnected
- End
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Wait a moment, and refresh the page. When the Status shows Connected, the configuration
completes successfully.

Back DDNS
DDMS: Enable Disable
DDNS Provider: noip Register
User Name: Tenda
Password: | ssssesssss
Domain Name: tenda.ddns.net
ity 1
Status: 1 H
Verification

Internet users can use http://itenda.ddns.net:80 to access the web server. Among which:

- http indicates intranet service protocol name.

- itenda.ddny.net is the domain name you registered on your DDNS provider’s website.

- 80 is the external port number.

OTIP

- If you cannot access the web server, try the following methods to resolve the problem:
- Make sure that the WAN IP address of the router is a public IP address.

- Make sure that the intranet port number is the service port number on the local host.

140


http://itenda.ddns.net/

12.7 Port forwarding

12.7.1 Overview

By default, internet users cannot access any service on any of your local hosts. If you want to enable
internet users to access a particular service on a local host, enable this function and specify the IP
address and service port of the local host. This can also prevent local network from being attacked.

To access the configuration page, choose More > Port forwarding. See the following figure:

Back Port Forwarding @
Add 1 Delete
j:dter:a Server IP Internal Port External Port Protocols Port Status Operation
Address

0 data

Parameter description
Parameter Description

Internal Server IP - - .
It specifies the IP address of a local computer that runs a specified service.

Address

Internal Port It specifies the service port of a server on a local computer.

External Port It specifies the port for internet users to access a specified service.

Protocols It specifies the protocol that a specified service uses. All indicates that both TCP and UDP
are supported. If you are not familiar with the protocols, select All.

Port It specifies the physical WAN port that internet users use to access the specified service.

Status It specifies whether the rule is enabled or not.
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12.7.2 Configure a port forwarding rule

I:’/NOTE

- A dynamic IP address will disable the port forwarding rule. To use this function and make the rule
always effective, set a static IP address for the specified local host.

- Some programs, such as firewall, antivirus software, and security guard, may hinder internet users
to access the local service. Disable them when necessary.

Step 1 Choose More > Port Forwarding to enter the configuration page.
Step 2 Click +Add. The Add configuration window appears.
Step 3 Set required parameters.

Step 4 Click Save to apply your settings.

Add X

Internal Server IP:

Internal Port:

External Port:

Protocols: All TCP
UDFP

Port: WAN1 TWAN2

~—- End
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12.7.3 Example of configuring a port forwarding rule

Networking requirement

An enterprise uses the router to deploy its WLAN network. The router is connected to the internet.
Now the enterprise establishes a web server and wants to enable its employees to access the web
server through the internet.

Solutions

You can use the port forwarding function to meet this requirement.

\%

S\

Router

7

-

Internet user

T

Fed

WAN1 IP: 202.105.11.22
Web server

IP: 192.168.8.217
Port: 80

Configuration procedure
Step 1 Choose More > Port Forwarding to enter the configuration page.
Step 2 Click +Add. The Add configuration window appears.

Step 3 Set required parameters. In this example, the parameters are as follows:
Internal Server IP: 192.168.8.217

- Internal Port: 80
- External Port: 80
- Protocols: All

- Port: WAN1
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Step 4 Click Save to apply your settings.

Add X
Internal Server IP: 192.168.8.217
Internal Port: a0
External Port: a0

Either use semicolons () to add multiple
incontinuous ports, or use hyphens (-} to add
multiple consecutive ports each time.

Protocols: 0O au ) TCP
() vop
Port: 0 wam () wanz

Added successfully. See the following figure:

Port Forwarding @

‘+ Add| |@ Delete|

- End

mﬁggISSewerlP Internal Port External Port Protocols Port Status Operation
T
| 1921688217 80 80 Al WAN1 O =] i
1 1
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Verification

Internet users can use http://202.105.11.22:80 to access the web server. Among which:
- http indicates intranet service protocol name.

- 202.105.11.22 is the WAN1 IP address.

- 80 is the external port number.

In addition, If the corresponding WAN port is configured with DDNS, you can use intranet service
protocol name://domain name:external port to access the web server.

QTIP

If you cannot access the web server, try the following methods to resolve the problem:
- Make sure that the WAN IP address of the router is a public IP address.

- Make sure that the intranet port number is the service port number on the local host.
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12.8 DMZ host

12.8.1 Overview

By default, internet users cannot access any service on any local host. If you want internet users to
access all services on a local host, enable this function. It is especially used for video conferences
and online games. You can set a local computer running these programs to be a DMZ host for better
video conferencing and online gaming experience.

I:/yNOTE

If you set a local computer as a DMZ host, the computer is not protected by the firewall of the router
and may be easily attacked by internet users. Therefore, enable the DMZ host function only when

necessary.

Choose More > DMZ Host, and enable this function, the following configuration page appears.
¢ Back DMZ Host @
WANI
DMZ Host: Enable Disable

IP address of DMZ Host:

Filter VPN Port: Enable Disable

Parameter description

Parameter Description

DMZ Host Used to enable or disable the function.

IPA f DMZ
ddress o It specifies the IP address of the would-be DMZ host.

Host
It used to specify whether to filter the VPN port if DMZ is enabled for a host. By
default, it is disabled.

Filter VPN Port - Enable: The router filters the VPN port and responds to VPN requests from internet.

- Disable: The router does not filter the VPN port and the VPN function of the router
is disabled. VPN requests from internet users are responded by the DMZ host.
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12.8.2 Configure DMZ host
DyNOTE

- Adynamic IP address will disable the port forwarding rule. To use this function and make the rule
always effective, set a static IP address for the specified local host.

- Some programs, such as firewall, antivirus software, and security guard, may hinder internet users
to access the local service. Disable them when necessary.

Step 1 Choose More > DMZ Host, and enable this function of the corresponding WAN port.
Step 2 Enter the IP address of the DMZ Host.
Step 3 Enable Filter VPN Port as required.

Step 4 Click Save to apply your settings.

/AN1
C T T T T m e m H
i |
I DMZ Host: Enable Disable i
| E
l :
i IP address of DMZ Host: i
i |
! 1
l :
| Filter VPN Port: Enable Disable I
l |
e e e e e e ——————————— a3
WAN2
DMZ Host: Enable Disable
---- End
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12.8.3 Example of configuring DMZ host

Networking requirement

An enterprise uses the router to deploy its WLAN network. The router is connected to the internet.
Now the enterprise establishes a web server and wants to enable its employees to access the web
server through the internet.

Solutions

You can use the DMZ function to meet this requirement.

Router

-

Internet user

WANT1 [P: 202.105.11.22

IP:192.168.8.217

= e

Configuration procedure

Step 1 Choose More > DMZ Host, and enable this function of the corresponding WAN port.
Step 2 Enter the IP address of the DMZ Host.

Step 3 Enable Filter VPN Port as required.
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Step 4 Click Save to apply your settings.

Back DMZ Host @)

DMIZ Host: Enabla Diszhle
IP address of DMZ Host: 192.168.8.217

Filter VPN Port: Enazbls Disable

- End
Verification

Internet users can use http://202.105.11.22:80 to access the web server. Among which:
- http indicates intranet service protocol name.
- 202.105.11.22 is the WAN1 IP address.

- 80 is the external port number.

In addition, If the corresponding WAN port is configured with DDNS, you can use intranet service
protocol name://domain name:external port to access the web server.

OTIP

- If you cannot access the web server, try the following methods to resolve the problem:

- Make sure that the WAN IP address of the router is a public IP address.

- Make sure that the intranet port number is the service port number on the local host.
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12.9 UPnP

UPnP is short for Universal Plug and Play. After you enable this function, the router can detect
UPnP-based application programs on local computers and map onto the ports of the programs
automatically. In this way, internet users can access these programs. It is generally used for P2P
programs, such as BitComet and AnyChat, and helps to increase the download speed.

By default, this function is disabled. Choose More > UPnP, and enable this function, the following
figure appears.

< Back UpPnP ®

Remote Host External Port Internal Host Internal Port Protocols Remark

Mo data

C, Refresh

If you enable the UPnP function, when UPnP-based programs, such as BitComet and AnyChat, are
running on the local network, the external and internal mapping relationships are displayed on the

page.

Back UPnP @

UPnP:

Remote Host External Port Internal Host Internal Port Protocols Remark
anywhere 54321 192 168 8217 12345 UDP MiniTP SDK
anywhere 54321 192 168 8217 54321 TCP MiniTP SDK
 Refresh
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12.10 Any IP

This function is typically used in public spaces, such as at a hotel. With this function enabled,
devices with any IP address can access the internet through the router.

D/NOTE

This function cannot be enabled if Captive Portal is configured.
Back Any IP

Any IP:

Enable: Devices with any IP address can access the internet.

Disable: Only devices with IP addresses in the same network segment as that of the LAN IP
address of the router are allowed to access the internet.
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12.11 Security settings

The router supports ARP defense

DDoS defense, IP attack defense, and Block WAN ping.

B ARP defense

ARP Defense

ARP Broadcast Interval: 1

Parameter description

Parameter Description
ARP Defense It is used to efficiently prevent the ARP attack from the local network.
ARP Broadcast Interval It specifies the interval for sending ARP inquiry messages. Default: 1 second.

B DDoS defense

I3
o
I3

ICMP Flood Threshold: 500
UDP Flood Threshold: 500
SYN Flood Threshold: 500

Parameter description
Parameter Description

If ICMP request packets exceed the threshold within 1 second, the router suffers ICMP

ICMP Flood Threshold flood attack.

If UDP request packets exceed the threshold within 1 second, the router suffers UDP

UDP Flood Threshold flood attack.

If SYN request packets exceed the threshold within 1 second, the router suffers SYN

SYN Flood Threshold flood attack.
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B |P attack defense

IP Timestamp Option

IP Security Option

[P Stream Option

IP Record Route Option

IP Loose Source Route Option
Rouge IP Option

Parameter description

Parameter Description

IP Timestamp Option It is used to block IP packets that contain the Internet Timestamp option.
IP Security Option It is used to block IP packets that contain the Security option.

IP Stream Option It is used to block IP packets that contain the Stream ID option.

IP Record Route Option It is used to block IP packets that contain the Record Route option.

IP Loose Source Route

Option It is used to block IP packets that contain the Loose Source Route option.

Rouge IP Option It is used to block IP packets that fail to pass integrity and correctness check.

@NOTE

Packets meeting the above features may not be used for malicious attack. Therefore, enable attack
defense as required.

B Block WAN ping

Block WAN Ping

With this function enabled, users cannot ping the WAN IP address of the router over the internet.
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12.12 VPN server

12.12.1 Overview

The router supports PPTP server and L2TP server. To enter the configuration page, choose More >
VPN Server. See the following figure.

Back

VPN Server:

Server Type:

Encryption:

IP Address Poal:

Max. Usars:

User Name

VPN Server @
FPTP L2TF
AN1
Disable
Delete
MNetwork Users Slf;:grlff Subnet Mask Remark Status Operation

Parameter description

Parameter

VPN Server

Server Type

WAN

Encryption

IP Address Pool

Description
It is used to enable or disable the PPTP/L2TP VPN server function.

It specifies the VPN server type that the router supports, including:

- PPTP: The Point to Point Tunneling Protocol. If PPTP is selected, the peer VPN client
should be set to PPTP client.

- L2TP: Layer 2 Tunneling Protocol. If L2TP is selected, the peer VPN client should be set to
L2TP client.

It specifies the WAN port of the router for setting up a VPN connection.

It specifies whether to enable 128-bit data encryption. This parameter only appears when
PPTP is selected.

The value of this parameter must be consistent with that of the client. Otherwise, the client
is unable to communicate with the server.

It specifies IP address range that the PPTP/L2TP clients can obtain from the VPN server to
be connected.
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Parameter

Max. Users

User Name
Password

Network Users

Network
Segment

Subnet Mask

Remark

Status

Description

It specifies the maximum number of VPN clients allowed to be connected to the PPTP/L2TP
server. The value is fixed to 32.

It specifies the user name and password used to dial in a PPTP/L2TP VPN connection.

It specifies the password for the user name used to dial in PPTP/L2TP VPN connection.

It specifies whether a VPN client is a network.

- Yes: The network segment and subnet mask of the VPN client are required.
- No: The VPN client is a computer.
It specifies subnet mask of the LAN of a VPN client in case that the client is a network.

It specifies a short description about the corresponding account.

You are recommended to add a remark to your VPN account for later management.

It specifies whether or the corresponding rule is enabled.
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12.12.2 Configure the router as a PPTP/L2TP VPN server
QTIP

To establish a VPN connection, the VPN server and VPN client should be configured consistently on
Client Type, WAN and Encryption.

Step 1 Enable the PPTP/L2TP server function.
1. Choose More > VPN Server, enable VPN Server, and click Save.
2. Set the VPN server to PPTP or L2TP as required.

Q
¥ TIP

The peer VPN client should use the same type.

3. Select the egress WAN port of the tunnel between a PPTP/L2TP server and PPTP/L2TP
clients.

O

¥ TIP

- If the egress WAN port you selected is set to a DMZ host, enable the port’s Filter VPN Port first by
navigating to More > DMZ Host.

- The IP address of the egress WAN port must be a public IP address. The following lists private IP
address range of IPv4. IP addresses that are not in the range are public IP addresses.

Category A: 10.0.0.0-10.255.255.255
Category B: 172.16.0.0—172.31.255.255
Category C: 192.168.0.0-192.168.255.255

4. Click Save to apply your settings.

Back VPN Server ®
VPN Server:
Client Type: PPTP L2TP
WAN: WAN1 WANZ
Encryption: Enable

IP address Poal:

Max. Users:

“ Can:e'

Step 2 Add a PPTP/L2TP user.
1. Choose More > VPN Server, and go to the PPTP/L2TP User module.
2. Click +Add. The Add page appears.
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3. Set required parameters, and click Save.

Add X

User Name: | |

Password: | |

Metwork Users: o Yes .':. No

Metwork Segment:

Subnet Mask:

Remark: Optional

mym -

Added successfully. See the following figure:

- End

PPTP/L2TP User

‘+ Add| |@ Delete‘

User Name MNetwork Users g‘gg}:"g‘kt Subnet Mask Remarik Status Operation
[ e e e e e e e e o
i
[ ] Branch Yes 192.168.0.0 255.255.2550  Branch O Bl @
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12.13 VPN client

12.13.1 Overview

To enter the configuration page, choose More > VPN Client. By default, this function is disabled.
After you enable the function, the following page appears.

Back VPN Client @)
VPN Client
Client Type: FETP L2TP
VAR, WAN1

Server IP/Domain

Mame:

User Mame:

Password:

Encryption: Enabla Dizzhle
VPN Proxy: Enable Dhzzhle

Remote LAN:
Remote Subnet Mask:

Status: Disconnected

Parameter description
Parameter Description

VPN Client It is used to enable or disable the PPTP/L2TP VPN client function.

It specifies the VPN client type that the router supports, including:

- PPTP: The Point to Point Tunneling Protocol. If PPTP is selected, the peer VPN server
Client Type should be set to PPTP client.

- L2TP: Layer 2 Tunneling Protocol. If L2TP is selected, the peer VPN server should be set
to L2TP client.

WAN It specifies the WAN port of the router for setting up a VPN connection.

Server IP/Domain

Name It specifies the IP address or domain name of the peer VPN server.
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Parameter Description

User Name
It specifies the user name and password used to dial in a PPTP/L2TP VPN connection.
Password
It specifies whether to enable 128-bit data encryption. This parameter only appears when
PPTP is selected.
Encryption
The value of this parameter must be consistent with that of the client. Otherwise, the client
is unable to communicate with the server.
With this function enabled, clients access the internet through the peer router that has
VPN Proxy .
established a VPN server.
Remote LAN It specifies the network segment of the LAN of the PPTP/L2TP server.

Remote Subnet

Mask It specifies the subnet mask of the LAN of the PPTP/L2TP server.

Status It specifies whether or the corresponding rule is enabled.

12.13.2 Configure the router as a PPTP/L2TP VPN client

Step1 Choose More > VPN Client, and enable the function. The following configuration page

appears:
Back VPN Client @
VPN Client
Client Type: FFTP LITP
WWAM: WANL
Server IF/Domain
MName:
User Name:
Password:
Encryption: Enable Diszble
WPN Proxy: Enable Disable

Remote LAMN:
Remote Subnet Mask:

Step 2 Set required parameters.

Q

¥ TIP

- Client Type, WAN, and Encryption should be identical with its peer VPN server.

- Click @ on the upper-right corner on the page to get the detailed explanation to the parameters
here.

Step 3 Click Save to apply your settings.
---- End
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12.14 1PSec

12.14.1 Overview

IPSec, abbreviated for Internet Protocol Security, is a protocol suite for transmitting data over the
internet in a secure and encrypted manner. The following terms will be used in this document to
describe IPSec configurations.

Encapsulation Mode
The router uses either Tunnel mode or Transport mode to encapsulate IP packets.
m  Tunnel Mode: It is most commonly used between security gateways.
®  Transport Mode: It is mainly used for end-to-end communications.
Security gateway

It refers to a gateway (secure and encrypted router) with the IPSec functionality. IPSec is used to
protect data exchanged between such gateways from tampering and peeping.

IPSec peer

The two IPSec terminals are called IPSec peers. The two peers (security gateways) can securely
exchange data only after a Security Association (SA) is set up between them.

SA

SA specifies some elements of the peers, such as the base protocol (AH, ESP, or both), encapsulation
mode (transport or tunnel), cryptographic algorithm (DES, 3DES, or AES), shared key for data
protection in specified flows, and life cycle of the key. SA has the following features:

m  Atriplet {SPI, Destination IP address, Security protocol identifier} is used as a unique ID.
B An SA specifies the protocol, algorithm, and key for processing packets.

B Each IPsec SA is unidirectional with a life cycle.

B An SA can be created manually or generated automatically using internet Key Exchange

(IKE).

12.14.2 Create IPSec connection

This section walks you through:

m  Configuring Tunnel mode.

m  Configuring transport mode.
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Configuring Tunnel mode

Step 1 Choose More > IPSec. The following page appeatrs.

Step 2

Step 3
Step 4
Step 5
Step 6

<  Back IPSec
+ Add W Delete
'I;g?ﬁs WAN Connection Name grrlcm:ggéati Tunnel Protocol Remote Gateway  Status

No data

Click + Add. The configuration page appears.

PSec f Add
IPSec Enable Disable
WARN: WAMN1
Encapsulation Mode: Tunne

Connection Mame:

Exchange Mode: Initiator Mode
Tunngl Protocol: EZP

Femaote Gatewsy:

Local LAM/Prefix Length:

Remote LAM/Prefix

Length:

Key Megotiation: Auto Megotiation
Authentication Type:

Pre-shared Key:

DPD Detection: Enable

DPLD Detection Cycle: 10

“ Fancel

Tick Enable beside the IPSec option.
Select the WAN port.
Select Tunnel from the Encapsulation Mode drop-down list menu.

Set required parameters, and click Save to apply your settings.

- End
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Parameter description

Parameter

IPSec

WAN

Encapsulation
Mode

Connection
Name

Exchange Mode

Tunnel Protocol

Remote Gateway

Local LAN/Prefix
Length

Remote
LAN/Prefix
Length

Key Negotiation

Description

It is used to enable or disable the IPSec function.

It specifies the WAN port of the IPSec connection on this end. The remote gateway of the
IPSec peer should be the IP address of the WAN port you specified here.

The router uses either of the following to encapsulate IP packets.

- Tunnel Mode: It is most commonly used between security gateways.

- Transport Mode: It is mainly used for end-to-end communications.
It specifies the name of the IPSec tunnel.

It specifies whether the device is an imitator that starts the VPN request, or a responder
that answers the request.

- Initiator mode: It indicates the device that starts the VPN attempt.

- Responder mode: It indicates the device that answers the Initiator’s request.

@NOTE

IPSec peers cannot be set to Responder mode at the time. Otherwise, IPSec connection
fails.

The router supports ESP and AH protocols, as well as the mix of the two.

- ESP: It indicates the Encapsulating Security Payload protocol for verifying data integrity
and encrypting data. If a packet processed using this protocol is intercepted during
transmission, it is difficult for the intercepting party to obtain the real information
contained in the packet. This compatible protocol is widely used in gateway products.

- AH: It indicates the Authentication Header protocol used for verifying data integrity. If a
packet is tampered during transmission, the receiver discards it during data integrity
verification.

- AH+ESP: It indicates that the router uses both AH and ESP protocols.

IP address or domain name of the specified WAN port of the IPSec peer.

It specifies the network segment and subnet mask of LAN network of this device.

For example: Assume that the LAN IP address and subnet mask of this device are
192.168.0.252 and 255.255.255.0 respectively, you can enter 192.168.0.0/24.

It specifies the LAN network segment and subnet mask of the IPSec peer. If the remote
gateway is a single host, enter its IP address and subnet mask, such as 192.168.100.1/32.

The key negotiation method to establish an IPSec tunnel.

- Auto (default): It indicates that an SA is set up, maintained, and deleted automatically
using IKE (Internet Key Exchange). This reduces configuration complexity and simplifies
IPSec usage and management. Such an SA (Security Association) has a life cycle and is
updated regularly, leading to higher security.

- Manual: It indicates that an SA is set up by manually specifying encryption and
authentication algorithms and keys. Such an SA does not have a life cycle, and therefore
it remains valid unless being manually deleted, leading to a security risks. Generally, this
mode is used only for commissioning.
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m  Key negotiation: Auto Negotiation

To protect information confidentiality when using auto negotiation, IKE is in place to negotiate keys
for secure communication between IPSec peers. The IKE protocol is a hybrid of three other
protocols:

- ISAKMP: Internet Security Association and Key Management Protocol. It defines the procedures
for authenticating a communicating peer, creation and management of Security Associations, key
generation techniques, and threat mitigation.

- Oakley: Oakley Key Determination Protocol. It defines the specific key negotiation mechanism.

- SKEME: A secure and versatile key exchange protocol for key management over internet is
presented.

IKE negotiation can be broke down into two periods.

Period 1: Period 1 is used to negotiate the parameters and key required to establish IKE Security
Association (SA) between two IPSec peers.

Period 2: Period 2 then uses the Security Associations (SAs) negotiated in Period 1 to protect future
IKE communication.

When Auto Negotiation is selected, the following page appears.

Key Negotiation: Auto Negotiation

Authentication Type:

Pre-shared Key:

DPD Detection: En

[~ E)
(=
(4]

DPD Detection Cycle: 10

Parameter description

Parameter Description
Authentication The router supports IPSec authentication with Shared Key. Only authorized users can
Type access the private network.

It is used to encrypt Phasel authentication information. A pre-shared key contains a
Pre-shared Key maximum of 128 characters.

This must be the same at both ends.

) Dead Peer Detection.
DPD Detection . o .
It is used to detect the liveliness of its IIKE peer.
DPD Detection

Cycle It is used to configure the router to detect the liveliness of its IKE peer at regular intervals.
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Clicking Advanced loads the following configuration area:

Period 1

Mode: Main
Encryption Algorithm: DES
Integrity Verification: SHA1
Diffie-Hellman Group: 768
Key Expiration: 3600
Period 2

PFS : Enable Disable
Encryption Algorithm: DES
Integrity Verification: SHA1
Diffie-Hellman Group: 768
Key Expiration: 3600

Parameter description
Parameter Description
It specifies the two periods that the IKE SA (IKE Security Association that is broken down.

Period 1/2 [Zvore

The router does not support IKEV2.0.

It specifies the mode that IPSec ends use to exchange information in Period 1.

- Main: This mode requires double messages to be exchanged in Period 1, which provides
Mode higher security but lower efficiency.

- Aggressive: This mode requires half of messages to be exchanged in Period 1, which
provide lower security but higher efficiency.
The router supports the following algorithms:

- DES (Data Encryption Standard): A 56-bit key is used to encrypt 64-bit data. The last 8
bits of the 64-bit data are used for parity check.

Encryption
Algorithm - 3DES: Three 56-bit keys are used for encryption.
- AES (Advanced Encryption Standard): AES 128/192/256 indicates that 128/192/256-bit
keys are used for encryption respectively.
The router supports the following algorithms to check key integrity:
Integrity - MD5 (Message Digest Algorithm): A 128-bit message digest is generated to prevent
Verification message tampering.

- SHAI1 (Secure Hash Algorithm): A 160-bit message digest is generated to prevent
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Parameter Description

message tampering, leading to higher security than MD5.

Diffle-Hellman Group information for the Diffie-Hellman algorithm for generating a session key used to
Group encrypt an IKE tunnel. The information should be the same as that of the remote gateway.

It specifies the life cycle of IKE SA. The default time is 3600 seconds. The minimum time is

Key Expiration 600 seconds. When 540 seconds are left, IKE SA will be negotiated again.

It indicates Perfect Forward Secrecy that improves security by forcing a new Diffie-Hellman

PF
S exchange whenever key expires.

m  Key negotiation: Manual

The following configuration area appears in case that the Tunnel Protocol is set to AH+ESP.

Key Negotiation: Manual
ESP Encryption DES
Algorithm:

ESP Encryption Key:

ESP Authentication SHA1

Algorithm:

ESP Authentication Key:
ESP Outgoing SPL:

ESP Incoming SPL

AH Authentication SHA1

Algorithm:
AH Authentication Key:
AH Qutgoing SPL

AH Incoming SPL

Parameter description
Parameter Description

The router supports the following ESP encryption algorithms:

- 3DES (default): Three 56-bit keys are used for encryption. A key of 24 ASCII

characters or 48 hexadecimal characters is required.
ESP Encryption

Algorithm - DES: A 56-bit key is used to encrypt 64-bit data. The last 8 bits of the 64-bit data are
used for parity check. A key of 8 ASCII characters or 16 hexadecimal characters is
required.

- AES-128: A 128-bit key is used for encryption. A key of 16 ASCII characters or 32
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Parameter

ESP Encryption Key

ESP Authentication
Algorithm

ESP Authentication
Key

ESP Outgoing SPI

ESP Incoming SPI

AH Authentication
Algorithm

AH Authentication
Key

AH Outgoing SPI

AH Incoming SPI

Description
hexadecimal characters is required.

- AES-192: A 192-bit key is used for encryption. A key of 24 ASCII characters or 48
hexadecimal characters is required.

- AES-256: A 256-bit key is used for encryption. A key of 32 ASCII characters or 64
hexadecimal characters is required.

This parameter should be the same for IPSec peers.

Optional service to ensure the integrity of data packets.

- MDb5: A 128-bit message digest is generated to prevent message tampering. The
authentication key must be 16 ASCII characters or 32 hexadecimal characters.

- SHAI1: A 160-bit message digest is generated to prevent message tampering. The
authentication key must be 20 ASCII characters or 40 hexadecimal characters.

This parameter should be the same for IPSec peers.

SPl is used to identify an IPSec SA with the IP address and security protocol of the
remote gateway.

This parameter should be the same for IPSec peers.
This parameter should be the same for IPSec peers.

Optional service to ensure the integrity of data packets.

- MD5: A 128-bit message digest is generated to prevent message tampering. The
authentication key must be 16 ASCII characters or 32 hexadecimal characters.

- SHAI1: A 160-bit message digest is generated to prevent message tampering. The
authentication key must be 20 ASCII characters or 40 hexadecimal characters.

This parameter should be the same for IPSec peers.

This parameter should be the same for IPSec peers.

This parameter should be the same for IPSec peers.

Configuring transport mode

Step 1 Choose More > IPSec. The following page appears.

¢  Back

IPSec
Status

WAN Connection Name E'ACEFSEL"E“ Tunnel Protocol

IPSec @

m Delete

Remote Gateway  Status Operation

No data
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Step 2 Click + Add. The configuration page appears.

< [PSec [ Add @
IPSec © Enanle ) Disable

WAN: | WANL |

Encapsulation Mode: | Tunnel |

Connection Mame: | |

Exchange Mode:

Initiator Mode |
Tunnel Protocol: | ESP |

Femote Gatewsy: | |

Local LAM/Prefix Length: | | For example: 192 168.100.0/24
Remote LAM /Prefix | | For example: 192 168.100.0/24
Length:

Kzy Megotistion: | Auto Megotiation |

Authentication Type:

Pre-shared Key: | |

DPD Detection: | Enable |

DPD Detection Cycle: | 10 | 1 to 30 sec

Advanced »

“ | Ca nce'

Step 3 Tick Enable beside the IPSec option.

Step 4 Select the WAN port.

Step 5 Select Transport from the Encapsulation Mode drop-down list menu. The following page

appears.
< IPSec / Add ®
IPSec: © Enable ") Disable
WAN: ‘ WAN1 ‘
Encapsulation Mode: ‘ Transport ‘

Connection Name: ‘ ‘

Exchange Mode:

Initiator Mode ‘

Encryption Algorithm: ‘ 3DES ‘

Integrity Verification: ‘ SHAL ‘

Pre-shared Key: ‘ ‘

o

167



Step 6 Set required parameters, and click Save to apply your settings.

- End

Parameter description

Parameter

IPSec

WAN

Encapsulation
Mode

Connection
Name

Exchange Mode

Encryption
Algorithm

Integrity
Verification

Pre-shared Key

Description

It is used to enable or disable the IPSec function.

It specifies the local WAN port assigned to the IPSec function. The IP address of the WAN
port must be set as the value of Remote Gateway of the IPSec peer.

The router supports two modes:

- Tunnel Mode: It is most commonly used between gateways.

- Transport Mode: It is mainly used for end-to-end communications.

It specifies the name of the IPSec tunnel.

It specifies whether the device is an imitator that starts the VPN request, or a responder
that answers the request.

Initiator mode: It specifies the device that starts the VPN attempt.
- Responder mode: It specifies the device that answers the Initiator’s request.

It specifies the IKE session encryption algorithm.

- DES (Data Encryption Standard): A 56-bit key is used to encrypt 64-bit data. The last 8
bits of the 64-bit data are used for parity check.

- 3DES: Three 56-bit keys are used for encryption.

- AES (Advanced Encryption Standard): AES 128/192/256 indicates that 128/192/256-bit
keys are used for encryption respectively.

The router supports the following algorithms to check key integrity:

- MD5 (Message Digest Algorithm): A 128-bit message digest is generated to prevent
message tampering.

- SHA1 (Secure Hash Algorithm): A 160-bit message digest is generated to prevent
message tampering, leading to higher security than MD5.

This must be the same at both ends.
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12.15 Example of configuring VPN conenctions

12.15.1 Example of configuring a PPTP/L2TP VPN

Networking requirement

An enterprise has used the router to set up a LAN and access the internet. Branch employees need
to access the HQ's internal resources through the internet, such as internal data, OA, ERP, CRM,
project management systems.

Solutions

PPTP/L2TP VPNs of the router can address this requirement.
The following uses PPTP to illustrate the setup procedure. Set up the L2TP VPN in the same way.

Network topology

Headquarter

(7

)

[f';. Branch N

Router_Branch ) Router_HQ

LAN network

Enterprise internal server

Configuration description

Step Task Description
1 Configure Router_HQ as a Enable VPN server on the router, configure Client Type, specify the
VPN server egress WAN port, and enable the Encryption.
Configure a PPTP/L2TP Set a user. name and password for connecting to VPN. Clarify whether or
2 not the client is a network user. If yes, enter a proper network segment
user on Router_HQ
and subnet mask.
3 Configuring Router_Branch  Enable VPN client on the router, set related parameters by following the

as a VPN client on-screen instructions.
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Step  Task Description

Verify the connectivity
4 between the VPN server
and VPN client

Check if VPN connection is established and access HQ LAN resources
using VPN.

Configuration procedure

Step 1 Configure Router_HQ as a VPN server.
1. On Router_HQ, choose More > VPN Server, enable this function, and click Save.
2. Set Client Type to PPTP.

3. Set the egress port of the VPN server for setting up a tunnel with the VPN client, which is
WAN1 in this example.

4. Set Encryption to Enable.
QT\P

The peer VPN client should use the same configuration.

5. Click Save.

Back VPN Server @
e e e  E E E EEE——————— 1
: VPM Server: :
1 1
1 1
1 1
I Client Type: PPTP LITP H
H i
1 1
1 1
I WAN: WANL WAN2 H
i i
1 1
1 1
: Encryption: Enable :
! i

IP Address Poal:

Max. Users:

Add W Delete

Can : el

Step 2 Configure a PPTP/L2TP user on Router_HQ.
1. On Router_HQ, choose More > VPN Server, and move to the PPTP/L2TP User module.

2. Click +Add. The Add configuration window appears.
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3. Set the required parameters. The following shows the examples:

Add

User Mame:
Password:
Metwork Users:
Metwork Segment:
subnet Mask:

Remark:

OTIP

Branch_01

Vs Mo

152.168.6.0

255.255.255.0

Branch_01

Cancel

Remark is optional. However, you are recommended to add a brief description of the rule for
convenient management later, which is Branch_01 in this example.

4. Click Save.

Added successfully. See the following figure:

PPTP/L2TP User
Add w Delete
: MNetwork
User Name Metwork Users Segment
r
1
H Branch_01 Yes 192.168.6.0

Subnet Mask Remark Status Cperation

2552552550  Branch_01 . @ El @

Step 3 Configure Router_Branch as a VPN client.

1. On Router_Branch, choose More > VPN Client, and enable this function.

2. Set required parameters. The parameters should keep consistent with the VPN server.

m  Client Type: PPTP Client

= WAN: WAN1

m  Server IP Address/Domain Name: 202.105.11.22

171



®m  User name/Password: Branch_HQ/12345678

®m  Remote LAN: 192.168.6.0

m  Remote Subnet Mask: 255.255.255.0

3. Disable VPN Proxy.

4. Click Save to apply your settings.

VPN Client:

Client Type:

WAN.

Server IR/Domain

Mams:

Uszer Name

WEN Proxy:

Remotes LAN

VEN Client
EPTP TP
WAN.
02.105.11
Branch_01
vl Disahl
Enablz Drisab]
192163

Remote Subnet Mask

Status

~-- End

Verification

Step 1 Check if the VPN connection is established.

There are two methods for checking whether or not the VPN connection is established.

®m Method 1:

Log in to the web Ul of Router_HQ, choose More > VPN Sever, and move to the PPTP/L2TP
User module, there is a squared tip Online next to the user name, indicating the VPN

connection is established.

+ Add

W Delete

User Name

Branch_0 HE ins: Yes

Network

Network Users Segment

192.168.6.0

Subnet Mask

255.255.255.0
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®  Method 2:

Log in to the web Ul of Router_Branch, choose More > VPN Client, the Status changes into
Connected, indicating the VPN connection is established.

Encryption: Enable Disable
VPN Proxy: Enable Disable
Remote LAN: 192.168.8.0
Remote Subnet Mask: 255.255.255.0

P TTTTETETETT T

1 Status 1

1 1

T ——————————— - - 4

“ e

Step 2 Access HQ LAN resources remotely.
---- End

After the preceding configuration, employees at the branch and HQ can remotely access resources
on the branch and HQ LANs through the internet in a secure manner. The following is an example of
how the employees at branch access the FTP server at the headquarters. The HQ project data is
placed on the FTP server. Assume that the server information is as follows:

m  |IP address of the FTP server: 192.168.0.223
m  Server port: 8080
®  Login username and password: admin/admin

The procedures for employees at the branch access the HQ project data are as follow:

Step 1 Access the link ftp://server IP address:server port on a computer, which is
ftp://192.168.0.223:8080 in this example.

O e P

3 B TE

Xy~

T N

B ftp:192.168.0.223:8080 v Search Desktop o

Organize v 4 Open New folder ﬁ: > [l @

0 Favorites | Libraries } Admin F
==l Sys! Folde Sysf
Bl Desktop = ‘ System Folder & System Folder
% Downloads 2
] Recent Places [ J“ Computer . | Network |=
- System Folder | System Folder |
a Libraries — e "
= ¢ ==|| Control Panel ~ Recycle Bin
&) Documents System Folder 2 System Folder =
J7 Music =
[&5] Pictures CorelDRAW X7 @ Intel® HD Graphics Control Panel
Vid \ Shortcut [E] Shortcut
G Videos 270KB (AR 874 bytes
_AP) Korea Media Player Center ”ﬁ Korea Messenger Center
1% Computer | ':) Shortcut Pz Shortcut
&, Local Disk (C) 406 bytes @J 406 bytes
a Local Disk (D:) m‘d@ém]’ PLC-Config KT
s Local Disk (E) & ’:i';a?c Shortcut I Shortcut
P 673 bytes L 119 KB
€ Network g ZTER 7 New folder
Shortcut i
= % 4 File folder
[P 114 ke 4
P k | Computer
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Step 2 In the popup window, enter login User name and Password, which are both admin in this
example, and click Log On.

( Log On As e - ﬁw

! Either the server does not allow anonymous logins or the e-mail address was not
accepted.

User name: | -
Password:

After you log on, you can add this server to your Favorites and return to it easily.

& FTP does nat encrypt or encode passwords or data before sending them to the
server. To protect the security of your passwords and data, use WebDAVY instead.

[ Log on anonymously [| save password
iy’
1

:[ Log On ]i[ Cancel

L J

- End

Access the HQ LAN resources successfully.
[P
Klg)s| & » Thelrtemet » 192168023~ |4 [f Seornin2is :

Organize =

[ Favorites project 2018
Ml Desktop |, Filefolder

& Downloads

=l Recent Places

. Libraries
@ Documents
J’ Music
(&= Pictures

E Videos

. Computer
£ Local Disk (C)
ca Local Disk (D:)
—u Local Disk (E:)

‘rﬂ MNetwork
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12.15.2 Example of configuring an IPSec VPN

Networking requirement

An enterprise has used the router to set up a LAN and access the internet. Branch employees need
to access the HQ's internal resources through the internet, such as internal data, OA, ERP, CRM,
project management systems.

Solutions

You can set up an IPSec VPN using the router to meet this requirement.

Network topology

[f-f-' Branch N /-f Headquarter %\

Internet
VPN tunnel -

Router_HQ

Router_Branch

i) = ) LAN network

Enterprise internal server

Assume that: Assume that:

WAN port enabled with IPSec: WAN1 WAN port enabled with IPSec: WAN1
WANT1 IP: 202.105.88.77 WANT1 IP: 202.105.11.22

LAN network segment/subnet mask: LAN network segment/subnet mask:

192.168.1.0/24 192.168.0.0/24

Configuration procedure
QTIP

Security software, such as firewall, may fail the configuration. Therefore, you are recommended
disable them.

Assume that the two routers share the following basic IPSec tunnel information:

m  Encapsulation Mode: Tunnel
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m  Key negotiation method: Auto Negotiation

®m  Pre-shared key: 12345678

Step 1

1. Choose More > IPsec, and click +Add, the configuration page appears.

Configure Router_HQ the IPSec connection.

2. Set required parameters.

(1
(2
(3)
(4

) Select the WAN port enabled with IPSec, which is WAN1 in this example.
) Select Tunnel from the Encapsulation Mode drop-down list menu.
Customize a Connection Name, which is IPSec_1 in this example.

) Remote Gateway: Enter the WAN IP address of its peer Router_Branch, which is

202.105.88.77 in this example.

(5)

(6)

(7)

3. Click Save.

VAN

Encapsulation Mode:
Connection Name:
Exchange Mode:
Tunnel Protocol:

Remote Gateway:

Local LAN/Prefix Length:

Remote LAMN/Prefix

Length:

Key Megotiation:

Authentication Type:

Pre-shared Key:

DPD Detection:

DPD Detection Cycle:

Local LAN/Prefix Length: Enter the LAN network segment/subnet mask of Router_ HQ
in the defined format, which is 192.168.1.0/24 in this example.

Remote LAN/Prefix Length: Enter the LAN network segment/subnet mask of its peer
Router_Branch in the defined format, which is 192.168.0.0/24 in this example.

Select Auto negotiation from the Key Negotiation drop-down list menu, and
customize the Pre-shared Key, which is 12345678 in this example.

Tunnel
IPSec 1
Initiator Mode
ESP
2021058877

192.168.1.0/24

192.168.0.0/24

Auto Negotiation

12345678
Enable
10

Cance!
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QTIP

To configure advanced settings, click Advanced. And use the same configurations to set the peer
device.

Step 2 Configure Router_Branch.
1. Login to the web Ul of the router Router_Branch.
2. Choose More > IPsec, and click +Add. The Add configuration page appears.
3. Set required parameters.
(1) Select the WAN port enabled with IPSec, which is WANL1 in this example.

(2) Keep Encapsulation Mode, Connection Name, Tunnel Protocol, Key Negotiation, and
Pre-shared Key identical with its peer Router_HQ.

(3) Remote Gateway: Enter the WAN IP address of its peer Router_HQ, which is
202.105.11.22 in this example.

(4) Local LAN/Prefix Length: Enter the LAN network segment/subnet mask of
Router_Branch in the defined format, which is 192.168.0.0/24 in this example.

(5) Remote LAN/Prefix Length: Enter the LAN network segment/subnet mask of
Router_HQ in the defined format, which is 192.168.1.0/24 in this example.

4. Click Save.

WAN: WAN1

Encapsulation Mode: Tunnel

Connection Mame:

Exchange Mode:

Tunnel Protocol:

Remote Gateway:

Local LAN/Prefix Length:

Remote LAN/Prefix

Length:

Key Negotiation:

Authentication Type:

Pre-shared Key:

DPD Detection:

DPD Detection Cycle:

- End

IPSec_1

Initiator Mode

ESP

2021051122

192168.0.0/24

192168.1.0/24

Auto Negotiation

12345678

Enable

10

Cancel
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Added successfully. See the following figure.

{  Back IPSec ®
Add W Delete
IPSec Status WAN Connection Mame F:r_lcahﬁ’g"élst Tunnel Protocol Remote Gateway  Status Operation
5 :
1 -
I | Disconnected  WANL PSec_1 Tunnel ESP 202.10511 22 . @ =R
o o o o e ]
Verification

When the IPSec Status of both ends shows Connected, the IPSec VPN is established successfully.

Back IPSec @

Add 1 Delete
e mgEa s E ulat
: IPSec Status : WAN Connection Name ;c:’rfaﬁga“g Tunnel Protocol Remote Gateway  Status Operation
i i
1 1
1 1
1 1 .
H Connected | WAN1 IPSec_1 Tunnel ESP 202.105.11.22 ( (E{ ]
1 1
4

Then, employees at the branch and HQ can remotely access LAN resources on the other side
through the internet in a secure manner.
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12.15.3 Example of configuring a L2TP over IPSec VPN
Networking requirement

An enterprise has used the router to set up a LAN and access the internet. Employees of its branch
must be allowed to access, through the internet, the HQ's resources over the HQ LAN in a secure
manner, including internal resources as well as the OA, ERP, CRM, and project management
systems.

Solutions

You can set up an L2TP over IPSec VPN using the router to meet this requirement.

Network topology

%

Router

Internet

Staff on travel

IP: 202.105.88.77

Enterprise internal server ‘

Configuration description
Step  Task Description

Configure IPSec

1 . Configure basic IPSec parameters.
connection.

2 Configure L2TP server. Set the router as a L2TP VPN server.

3 Add L2TP users Create an account for connecting.

Configuration procedure

Assume that the two routers share the following basic IPSec information:

®m  Encapsulation Mode: Transport

m  Key negotiation Method: Auto Negotiation
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Step 1

Step 2

Step 3

Pre-shared Key: 87654321

Configure IPSec connection.

. Choose More > IPsec, and click +Add. The Add configuration page appears.

. Set required parameters.

Configurations on the following figure are only used for examples.

[PSec: Enahle Dizable
WAN: WANL

Encapsulation Mode: Transport

Connection Name: HQ

Exchange Mode: Initiator Mode

Encryption Algorithm: 3DES

Integrity Verification: SHAL

Pre-shared Key: 87654321

1) Set IPSec to Enable.

) Set Encapsulation Mode to Transport.

3) Set WAN to the WAN port bound to the IPSec tunnel, which is WANL1 in this example.
) Set Connection Name to the name of the IPSec tunnel, which is HQ in this example.
5) Set Pre-shared Key to 87654321.

6) Click OK.

N

S

(
(
(
(
(
(

Configure L2TP server.

. Choose VPN > VPN Server.

. Set required parameters.

1) Set VPN Server to Enable.

) Set Client Type to L2TP.

3) Set WAN to the WAN port bound to the IPSec tunnel, which is WAN1 in this example.
4) Set IPSec Encryption to HQ.

N

(
(
(
(

. Click Save.

Add L2TP users.

. Choose VPN > PPTP/L2TP Server, locate PPTP/L2TP User module.
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2. Click +Add. The Add configuration window appears.

3. Set required parameters. Configurations on the following figure are only used for examples.

Add X
User Name: Tom
Password: | sesssss
Metwork Users: Yes No
Remark: Tam Smith

4. Click Save.
---- End

Added successfully. See the following figure.

PPTR/LZTP User
Add il Delete
. " — Metwork ol -
User Mame MNetwork Users Segment Subnet Mask Remark Status Operatio
T T i
! Tom lo Tom Smith q E o H
R o o - - - —l
Verification

To access the HQ LAN resources, you have to configure your client. The document introduces how
to create VPN dialing on Windows 7 and iOS. Choose the scenario according to your actual
situations.

m  Create VPN connection on Windows 7.

Step 1 Create VPN connections.
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1. Click {2 in the lower right corner of the desktop, click Open Network and Sharing Center.

Currently connected to: s

Network 8
" Internet access

Open Network and Sharing Center

2. Click Set up a new connection or network.

=)
= ‘ :'.: <« All Control Panel terns » MNetwork and Sharing Center - Search Control Panel pel
Centrol Panel Home . . B - - @
View your basic network information and set up connections
Change adapter settings l&" & O See full map
Ch, of d sh
i ADMIN-PC Network 17 Internet
(This computer)
View your active networks Cennect or discennect
Network 17 Access type: Internet
Public network Connections: [ Local Area Connection 2
Change your networking settings
: {‘ﬁ- Set up a new connection or network E
H = Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access «
H point. H
NN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEsEsEsEsEssst
“'s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
HEREE @ Troubleshoot problems
HomeGroup Diagnose and repair network problems, or get troubleshooting information.
| Internet Options
I ‘Windows Firewall

3. Click Connect to a workplace, then click Next.

' ™y
{ =
-
Py -— — W W g -
) @ Set Up a Connection or Network
Choose a connection option
Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet. |
Eﬁ. Set up a new network
<am. Configure a new router or access point.
Connect to a workplace
Set up a dial-up or VPN connection to your workplace M
hus - -: ||
% Setup a dial-up connection
Connect to the Internet using a dial-up connection,
|
i MNext ] [ Cancel
b — S S— et seet— - —
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4. Click Use my internet connection (VPN). If any other window pop up, follow the on-screen

instructions.
I ™
= =)
= . -—u - W - - -
@ |ap; Connect to a Workplace
How do you want to connect?
: 9 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet. i
J [
= Dial directly
Connect directly to a phone number without going through the Internet.
. | &
o — i
What is a VPN connection?
L
- e ce— "

5. Set the IP address of the L2TP server, which is 192.168.20.62 in this example. Then click
Next.

pr

{ | =
- — - — W - - -
=
@ lup Connect to a Workplace
o — - e

Type the Internet address to connect to

Your network administrator can give you this address,

i
Internet address: 192.168.20,62|

Destination name: VPN Connection

[ Use a smart card

'@ [] Allow other people to use this connection

This option allews anyone with access te this computer to use this connectien,

[[] Don't connect nows; just set it up so I can connect later

[ MNext ]’ Cancel
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6. Set the User name to Tom, and password to Tom123. Then click Connect.

Type your user name and password

User name: Tem

Password: sssnee

Show characters
Remember this password

Domain (opticnal):

l Connect I[ Cancel

7. Wait for a moment to establish a connection.

Connecting to VPN Connection...

A

Verifying user name and password...

| —

[ Skip ][ Cancel
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Step 2 Set VPN connection parameters.

1. Click Ein the lower right corner of the desktop, choose Open Network and Sharing

Center, click Change adapter settings, right click on VPN connection, and choose
Properties.

Start this connection

Organize »
Local Area Connection

kg MNetwork 8

-4 Intel(R) 82583V Gigabit Network C...

‘: Local Area Connection 4
-
== _ Disabled
@7 Intel(R) 82583V Gigabit Network C...

Rename this connection

l: Local Area Connection 2
= Disabled

ﬁ!@r Intel(R) 82583V Gigabit Network C...

Local Area Connection 5

‘:_" Disabled

@2 Intel(R) 82583V Gigabit Network C...

Delete this connection 2

W

—

Local Area Connection 3
Disabled

ﬁ?"j Intel(R) 82583V Gigabit Metwork C...
L". Local Area Connection 6
— Disabled

S Intel(R) 82583V Gigabit Network C...

l VPN Connection |
= Connect

Status
Set as Default Connection
Create Copy

Create Shortcut

’@' Delete

E@ Properties
N

2. Click Security tab, in the Type of VPN section, choose Layer 2 Tunneling Protocol with
IPsec (L2TP/IPSec) and click Advanced settings.

i ’Layer 2 Tunneling Protocol with IPsec (LZTP/IPSec)

i Data encryption:

i ’Hequire encryption (disconnect if server declines)
1

[
Authentication
(71 Use BExtensible Authertication Protocol (EAP)

Properties

(@ Allow these protocols

[ Unencrypted password (FAF)
Challenge Handshake Authentication Protocol (CHAF)
Microsoft CHAP Version 2 (MS-CHAP +2)

[7] Automatically use my Windows logon name and
password (and domain, if any)

0K

|| Ccancel
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3. Click Use preshared key for authentication, and set the Key to 87654321.
4. Click OK.

| Advanced Properti

Ea

(@ Use preshared key for authentication

Key: | 87554321

(71 Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

5. It redirects to the properties page of VPN Connection, tick Unencrypted password (PAP).
Then click OK.

| General | Options | Security | MNetworking | Sharingl

Type of VPN:
| Layer 2 Tunneiing Protocal with IPsec (L2TP/IP Sec) v
[ Advanced settings ]
Diata encryption:
[F{equire encryption (disconnect if server declines) v]
Authentication

() Use Extensible Authertication Protocal (EAP)

Properties

@ Allow these protocals

Challenge Handshake Authertication Protocaol (CHAF)
Microsoft CHAP Version 2 (M5-CHAF v2)

[ Automatically use my Windows logon name and
password (and domain, if any)
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Step 3 Create VPN dialing.

1. Go to Network and Sharing Center page, right click VPN Connection, and click Connect.

(o= et ]|
- —
" . & « Metwork and Internet » Metwork Connections » - Search Network Connections pel
Organize = Start this connection Rename this connection Delete this connection > ==~ i @
= | Local Area Connection L‘ Local Area Connection 2 L" Local Area Connection 3
_ Network 8 r -‘.,E _ Disabled ‘.,E _ Disabled
@7 Intel(R) 82583V Gigabit Network C... &7 Intel(R) 82583V Gigabit Network C... &7 Intel(R) 82583V Gigabit Network C...
L-. Local Area Connection 4 L-. Local Area Connection 5 L-- Local Area Connection 6
o= Disabled == Disabled = Disabled
T Intel(R) 82583V Gigabit Netwark C... T Intel(R) 82583V Gigabit Netwark C... ST Intel(R) 82583V Gigahit Network C...
L‘ VPN Connection |
-
Sty Disconne@rdrr oo e .
'ﬁﬂ WAN Mirg Comi H
Status

Set as Default Connection
Create Copy

Create Shortcut

@ Delete
'@ Rename

'@ Properties

2. Enter User name to Tom, Password to Tom123, and click Connect.

[] Save this user name and password for the following users:

Me only
@ Anyone who uses this computer

_Comnect || Cancel || Propeties ||
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Wait for a moment to establish a connection.

=

Currently connected to: +
Network 8
Internet access
: VPN Connection
Internet access
Dial-up and VPN ~
VPN Connection Connected ;;

Open Metwork and Sharing Center

317 PM
6/26,/2018

EN & o [ U

Step 4 Create VPN connection on a mobile device (Example: iOS).
1. Tap ® on the Settings page.
2. Tap VPN.
£ Settings General

iPhone Storage

Background App Refresh
Restrictions Off

Date & Time
Keyboard
Language & Region

Dictionary

iTunes WLAN Sync

Regulatory
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3. Tap Add VPN Configuration.
£ General VPN

4. Set required parameters.

1) Set Type to L2TP.

) Set Description to the name of the VPN connection, which is HQ in this example.
3) Set Server to the IP address of L2TP server, which is 192.168.20.62 in this example.

4) Set Account to the user name used to connect the VPN client to the VPN server,
which is Tom in this example.

N

(
(
(
(

(5) Set Password to the password for the user name, which is Tom123 in this example.

(6) Set Secret to the Pre-shared Key set in IPsec connection, which is 87654321 in this
example.

(7) Tap Done.

Cancel Add Configuration Done
Type

Description
Server
Account
RSA SecurlD
Password
Secret

Send All Traffic [

PROXY

5. Tap

{ General VPN

VPN CONFIGURATIONS

1
Status " Not Connected

Add VPN Configuration...
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Wait for a moment. When the Status turns to Connected Q, the IPSec connection is
created successfully.

{ General VPN

VPN CONFIGURATIONS

1
Status : Connected 1

~ HQ @
Add VPN Configuration...

Step 5 Accessing HQ data for employees on business trip.

Here takes accessing web server of HQ as an example. The project data of the HQ is stored
on the FTP server. Assume that the server information is as follows:
m  FTPserver IP address: 192.168.0.223

m  Server port: 8080

1. Open a web browser, access the website ftp://192.168.0.223:8080.

= C | © ftpy//192.168.0.223 ey
Authentication required
p://192.168.0.223
Your connection to this site is not private:
Username || |
Password
-

2. Enter the Username and Password you set, which is Tom/Tom123 in this example.

Accessed successfully. See the following figure:

[ Indexof / x o=l
& C | @ ftp;//192.168.0.223:8088 o % O
Index of /
Name Size Date Modified
project 2018/ 6/27/18, 3:19:00 AM
; TIP

To access the FTP server on a mobile device (smartphone, tablet, etc.), the mobile device needs to
install an FTP client.
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12.16 Multi-WAN policy

12.16.1 Overview

The router has 1 WAN port by default but allows a maximum of 3 WAN ports. When multiple WAN
ports are operating at the same time, an appropriate multi-WAN policy can greatly improve the
bandwidth usage of the router. The router supports the following types of multi-WAN policy:

B Smart load balancing (default): If such a policy is applied, the router automatically
distributes traffic based on the bandwidth on the Bandwidth Control page through the

WAN ports to achieve load balancing.

B Custom: Such a policy is configured by an administrator to distribute data of specified IP

address groups to specified WAN ports.

12.16.2 Set multi-WAN policies

To access the configuration page, choose More > Multi-WAN Policy. By default, the WAN Detection
is disabled. The following page appears when the WAN Detection is enabled.

Back Multi-WAN Policy @)
Multi-WaM Paolicy: Smart Load Balancing Custom
WAN Link Detection: Erabla Diszhle
Detection Address: | wwn w.apple.com
Detection Interval: 5

Parameter description
Parameter Description

It specifies the policy through the WAN ports.

- Smart Load Balancing: The system automatically distributes traffic through the WAN

Mutil-WAN Policy ports with the smallest amount of traffic.

- Custom: It enables you to assign WAN ports to source IP addresses as required.

WAN Detection The router regularly detects the connection status between the WAN ports and

191



Parameter Description

detection address.

- Detection Address: The IP address or domain name to detect.

- Detection Interval: The interval of detection, it is 5 minutes by default.

12.16.3 Customize a multi-WAN policy

Before you start

Configure the following parameters first:

B IP group(s): Choose Filter Management > Time group/IP group for settings.

B Bandwidth upload/download rate: Choose Bandwidth Control, and locate the corresponding

WAN port for settings.

Configuration procedure
Step 1 Choose More > Multi-WAN Policy, and click +Add.

Step 2 Select the IP Group you set on Filter Management > Time group/IP group page.

Step 3 Select the WAN port to which the policy applies.
Step 4 Click Save.

Add

Status:
IPF Group: IP_Group_1

WAN Paort: WAN1 TWANZ

- End

The policy is added successfully. See the following figure:

Multi-WAN Policy: Zrmart Load Balancine Custom
Add W Delete
IP Group WAN Part Status
[ e
1
1 IP_Group_1 AML
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12.16.4 Example of customizing a multi-WAN policy

Networking requirement

An enterprise has used the router to set up a LAN. To meet its internet access requirement, the
enterprise has set up two broadband connections with two different ISPs and can now access the
internet properly. To achieve load balancing, the enterprise raises the following LAN requirements:

m  The computers with IP addresses ranging from 192.168.0.2 to 192.168.0.100 access the Internal
through the fixed-line broadband connection with ISP A.

m  The computers with IP addresses ranging from 192.168.0.101 to 192.168.0.250 access the

Internal through the mobile broadband connection with ISP B.

Solutions
You can use the multi-WAN policy function of the router to meet this requirement.

Configuration procedure
Step 1 Set IP address groups.

1. Choose Filter Management > IP Group/Time Group, and move to the IP Group
configuration area.

2. Set the IP address group shown in the following figure.

Ao Leleie

IP Address Group IP Range Operation

Step 2 Customize multi-WAN policies.
1. Choose More > Multi-WAN Policy.

2. Select Custom, and click Save.

193



3. Click +Add, and set the rules shown in the following figure.

Back WMulti-WAN Policy @

Multi-WaAN Policy: Smart Load Balancing Custom

| Add § Delete

IP Group WAM Port Status Operation

- End

Verification

The computers with IP addresses ranging from 192.168.0.2 to 192.168.0.100 can access the Internal
through the fixed-line broadband connection with ISP A.

The computers with IP addresses ranging from 192.168.0.101 to 192.168.0.250 can access the
Internal through the mobile broadband connection with ISP B.
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128 Maintenance

This chapter describes how to reboot, reset, and upgrade the router, how to modify the login
password, how to back up your current configuration and restore the router to previous
configuration, how to view the system logs and functions that are enabled or disabled, how to set
up system time, and how to use the Ping and Traceroute commands.

13.1 Reboot the router

13.1.1 Overview

If a parameter does not take effect or the router does not work properly, you can try rebooting the
router to resolve the problem.

13.1.2 Reboot the router manually

Choose Maintenance > Reboot, and follow the on-screen instruction to reboot the device.

Reboot Y

Rebooting the router disconnects all the connections. The
rebooting process lasts 1 minute.

13.1.3 Reboot the router on schedule

QTIP

To enable reboot schedule function to work properly, ensure that the Model of your router is correct.

Step 1 Choose Maintenance > Reboot Schedule to enter the configuration page, and enable this
function.

Step 2 Set the time and date when the router performs rebooting.
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Step 3 Click Save to apply your settings.

| < Back ‘ Reboot Schedule

Reboot Schedule: (:l

Reboot Time: | 0 |hrs | 0 |min

Reboot on: OBy Doy ' Bpecified Date and Time

Repeat: I nen, [ Toes [Flwed [ The [FlEd [+] gat.

-

- End

The router performs rebooting regularly on the time and date you set here.
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13.2 Upgrade

13.2.1 Overview

The router supports local and online upgrades.

Choose Maintenance > Upgrade to enter the configuration page. See the following figure:

Back Upgrade
Current Version: W15.11.04(917)
Upgrade Cption: Local Upgrade Online Upgrade
Select an upgrade file: Browse Upgrade

13.2.2 Upgrad the rotuer manually
QTIP

- To enable your router to work properly after an upgrade, ensure that the firmware used to
upgrade complies with your Model.

- When upgrading, do not power off the router.

Step 1 Download the upgrade file to your local computer.

1. Visit www.tendacn.com, searching the Model in the searching bar to enter the product
details page.

2. Locate the latest firmware, download it to your computer, and unzip it.

Step 2 Login to the web Ul of your router, click Maintenance > Upgrade to enter the
configuration page.

Step 3 Set Upgrade Option to Local Upgrade.

Step 4 Click Browse, select and upload the firmware that has been downloaded to your computer.

197


http://www.tendacn.com/

Step 5 Click Upgrade. Wait until the progress bar completes.

Back Upgrade
Current Version: V1511.04{917
Upgrade Cption: Local Upgrade Omline Uperada
Select an upgrade file: U5 WI1SEV1.0br v15.11.05] Browse Upgrade

W

DyNOTE

If upgrade does not apply, reset the router. Back up your configurations properly before reset.

13.2.3 Upgrad the rotuer automatically

When the router is connected to the internet, it checks whether there is a later firmware version,
and displays the detected information on the page. You can choose whether to upgrade the
firmware with the latest version. If you want to upgrade the firmware, click Upgrade. Then the
system will download the firmware and the router upgrades the firmware automatically.
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13.3 Reset

13.3.1 Overview

If the internet is inaccessible for unknown reasons, or you forget the login password, you can reset
the router to resolve the problems.

The router supports two resetting methods:

B Reset the router using web Ul.

B Reset the router using the reset button.

13.3.2 Reset the router using web Ul
OTlP

Resetting the router deletes all your current configurations and you need to reconfigure the router
to access the internet.

- Ifitis necessary to reset the router, Back up your current configuration first.

- When resetting, do not power off the router.

Choose Maintenance > Reset, and follow the on-screen instruction to reset the device.

Reset b

The device reboots after being reset. Continue?

13.3.3 Reset the router using the reset button

With the SYS LED indicator blinking, hold down the Reset button using a paper clip for about 8
seconds, and then release it. When all LED indicators light up, the router is reset to the factory

settings successfully.
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13.4 Password manager

13.4.1 Overview

The router supports two account types: Administrator and Authentication. The difference between
them is their access permission.

The Administrator account enjoys all access permission. Password for Administrator account is the
login password you set during initial setup. You can view and modify it here.

The Authentication account only has permission for accessing System Status and Authentication
modules. The default password for this account is rzadmin. You can view and modify it here.

To enter the configuration page, choose Maintenance > Password Manager.

Bl system Status Back Password Manager

Internet Settings

= Wireless RETLATET T Password Permission
P I T
1
@ Address Reservation : Administrator admin All permissions :
1
: i
1
) » 1
) Bandwidth Control 1 o - L o o
: Authentication rzadmin ‘;ciguzr}l-t‘séelT status and cenfigure authenticatio i
1
. 1 i
® AUtRENtICL QR o e o e ot e
Filter Management
@ Mare

®
£
I

San: EI

13.4.2 Modify login password

Step 1 Click Maintenance > Password Manager to enter the configuration page.
Step 2 Locate the account type and modify the password.
Step 3 Click Save on the bottom of the page to apply your settings.

----End

Then you will be redirected to the login page. Enter the password corresponding to the
administrator account you set just now, and click Login to log in to the router.
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13.5 Backup/Restore

13.5.1 Overview
The backup function is used to export the current configuration of the router to your computer. The
restore function is used to import a configuration file to the router.

You are recommended to back up the configuration after it is significantly changed. When the
performance of your router decreases because of an improper configuration, or after you restore
the router to factory settings, you can use this function to restore a configuration that has been

backed up.

To access the configuration page, choose Maintenance > Backup/Restore.

Back Backup/Restore

Backup: Backup

Restore: Browse Restore

13.5.2 Back up your current configuration

Step 1 Click Maintenance > Backup/Restore to enter the configuration page.

Step 2 Click Backup. The system exports the configuration file to your local computer.

OTIP

If the following warning message appears, click Keep.

This type of file can harm your computer, Do} !
A ! Keep i Discard
you want to keep RouterCfm.cfg anyway? | !

- End

13.5.3 Restore your previous configuraiton

Step 1 Click Maintenance > Backup/Restore to enter the configuration page.
Step 2 Click Browse, and upload the configuration file ending with .cfg.
Step 3 Click Restore and follow the on-screen instruction to restore the configuration.

- End
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13.6 System log

System logs record information about system running status and the operation you performed on it.
When system malfunctions occur, you can use system log for troubleshooting.

To enter the configuration page, click Maintenance > System Log.

Back System Log
Export Log Log Type: Al
D Time Log Type Log Content
1 2019-01-24 10:01:22 System Log [system] Sync time success!
2 2011-05-01 000136 System Log [system] Sync time failed
3 2011-05-01 00:00:40 System Log (system] 192.165.0.182 login
4 2011-05-01 00:00:33 System Log [system] wanZ up
5 2011-05-01 00:00:32 System Log [system] wanl phy link up
[ 2011-05-01 00:00:32 System Log [system] wan2 phy link up
7 2011-05-01 00:00:32 Systemn Log [system] wanl up
3 2011-05-01 00:00:30 System Log (wanl] Get Client IP Address (192.168.11.114]
9 2011-05-01 00:00:30 System Log (wan2] DHCP_ACK received from (192.168.11.1)
10 2011-05-01 00:00:30 System Log (wanl] Broadcasting DHCP_REQUEST for (192.163.11.114)

13.6.1 View system log
OTlP

- System logs will be cleared each time the router reboots or resets.
- A maximum of 300 logs will be recorded.

- The system only keeps 300 logs that are generated the most recently.
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The router records three log types: System Log, Attack Log, and Error Log. You can view all logs or
filter the logs to view as needed.

¢ Back System Log
____________________ '
H i

Export Log : Log Type: All :
1 1
1 All 1
' i
: System Log 1

D Time Log Type Log Content 1 :
: Attack Log 1
1 1
: Error Log :

1 2019-01-24 10:01:22 System Log [system] Sync time success! 1 :
1
Sy ——— ]

13.6.2 Export system log

Click Export Log, the log file will be downloaded to your local computer.

< Back System Log
[ ———— i
i Export Log ! Log Type: A
1
| ]
1D Time Log Type Log Content
1 2019-01-24 10:01:22 System Log [system] Sync time success!
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13.7 Diagnostic tool

13.7.1 Overview

You can execute Ping/Traceroute command on this page.
B Ping: Used to check whether the connection is correct and the connection quality.

B Traceroute: Used to detect the route from the bridge to the destination IP address or
domain name.

To access the configuration page, click Maintenance > Diagnosis Tool.

Bj system Status < Back Diagnostic Toal

i Internet Settings
Diagnostic Tool: Ping

’%‘“ Wireless
IP/Domain Mame:

@ Address Reservation
Mo. of Ping Packets: 4

@ Bandwidth Control
Ping Packet Size: 32

@ Authentication

[El Filter Management

@ More

13.7.2 Execute Ping command to detect connection quality

Assume that:

You need to detect the connectivity between the router and the Bing website.
Step 1 Click Maintenance > Diagnosis Tool to enter the configuration page.
Step 2 Select Ping from the drop-down list menu of the Tools.

Step 3 Enter the IP address or domain name of the ping target, which is cn.bing.com in this
example.

Step 4 Set Number of Ping Packets as required.
Step 5 Set Ping Packet Size as required.
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Step 6 Click Start.

¢ Back Diagnostic Tool
Diagnostic Tool: Ping
IP/Domain Name: cn.bing.com
Mo. of Ping Packets: 4
Ping Packet Size: 32
---- End

Wait a moment. The ping result will be displayed in the result box. See the following figure:

13.7.3 Execute Traceroute command to detect the route
selection

Assume that:

You need to detect the path from the router to Bing website.

Step 1 Click Maintenance > Diagnosis Tool to enter the configuration page.
Step 2 Select Traceroute from the drop-down list menu of the Tools menu.

Step 3 Enter the IP address or domain name of the traceroute target, which is cn.bing.com in this
example.
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Step 4 Click Start.

‘ { Back ‘ Diagnostic Tool

Diagnostic Tool: ‘ Traceroute ‘

IP/Domain Name: cn.bing.com ‘

Traceroute result shows here

- End

Wait a moment. The traceroute result will be displayed in the result box. See the following figure:

‘ { Back ‘ Diagnostic Tool

Diagnostic Tool: Traceroute

IP/Domain Name:

Click Stop to end the process as needed.
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13.8 System time

13.8.1 Overview

This function is used to set the system time of your router. To make the time-related functions
effective, ensure that the system time of the router is set correctly.

The router supports:

B Synchronize with internet time (default)

B Set system time manually

To access the configuration page, click Maintenance > System Time. See the following figure:

< Back System Time
System Time: © Sync with Internet Time Manual
Sync Interval: 0.5 hrs
Time Zone: (GMT + 08: 00) Beijing, Chongging, Hong Kong, Urumgi

13.8.2 Synchronize with internet time

With this method, the router automatically synchronizes its system time with the network time
server (NTS). As long as the router is connecting to the internet, the system time is correct.

< Back System Time
System Time: © sync with Intemnet Time Manual
Sync Interval: 0.5 hrs
Time Zone: (GMT + 08: 00) Beijing, Chongqging, Hong Kong, Urumai
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Parameter description

Parameter

Sync Interval

Time Zone

Description
It specifies an interval at which the router synchronizes its system time with the time
server on the internet. By default, the router performs synchronization every 0.5

hours.

It specifies the time zone where the router is deployed.

After configuration, navigate to the System status page to check whether it is synchronized.

13.8.3 Set system time manually

With this method, you can manually specify a system time for the router. When Manual option is
selected, the related parameters are shown as follows.

Qrie

With this method, you need to manually reconfigure the system time each time the router reboots.

< Back System Time

System Time:

Date:

Time:

Sync with Internet Time Manual
2019 Year |1 Month| 24 Day
11 hrs 17 min 45 sec

Sync with Local PC Time

Parameter description

Parameter

Date

Time

Sync with Local PC
Time

Description

Manually enter the date and time as needed.

It allows you to synchronize the system time of the router with the system time of the
management computer.

Click this button, the router auto-fills the system time of your management
computer.

After configuration, navigate to the System status page to check whether it is synchronized.
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13.9 Function center
The function center groups all functions of the router into Enabled Function and Disabled Function,
giving you a clearly insight into the functions that are enabled or disabled.

In addition, move the mouse pointer to a specific function and click it, you will be taken to the
corresponding configuration page.

{b Wireless Settings 5GHz Bandwidth Control DHCP Server
Fast NAT
Disabled Functio
MAC Filters Captive Portal WiFi via WeChat MAC Address Filter
URL Filter Port Filter Port Mirroring Remote WEB Management
DDNS DMZ Host UPnP Any IP
VPN Client Reboot Schedule VPN Server
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Appendix

Default parameters

Parameter Default
IP address of the management 192.168.0.1
page
. . Administrator /
Login information
L User name rzadmin
Authentication
management
& Password rzadmin
IP address 192.168.0.1
LAN setting
Subnet mask 255.255.255.0
DHCP server On
Start IP address 192.168.0.100
DHCP server End IP address 192.168.0.200
Lease time 30 minutes
Primary DNS 192.168.0.1
Support three SSIDs, which can be named as
SsID 2.4/5GHz Tenda_XXXXXX. XXXXXX indicates the last six

Wireless settings

characters of the MAC address which can be found
on the device.

WiFi password

No password

Guest network Off
Any IP Off
System time Sync with Internet time
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