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ltem Presentation Example

Cascading menus > System> Live Users

Parameter and value Bold SetUser Nameo Tom

Variable Italic Format: X XXXXXXXXXXX

Ul control Bold On thePolicypage, click th@®©Kbutton.

Message G € ¢tKS G{dz00S&aa¢ YSaal3asS | LILISH

¢KS aevoz2fa GKIFIO YIe& 0S F2dzyR Ay (KA& R20dzySy
Symbol Meaning
This format is used to highlight informationiafportance or special interest.

|:/,NOTE Ignoring this type of note may result in ineffective configurations, loss of data
damage to device.

O-HP This format is used to highlight a procedure that will save time or resources.
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Document 5SaO0ONRLIIAZY

It introduces how to set up the device quickly for internet access, the
Quick Installation Guide descriptions of LED indicators, ports, and buttons, FAQ, statement informati
and so on.

. It introduces how to set up more functions of the device for more requiremen
User Guide . : . )
including all functions on the web Ul of the device.

It introduces the basic information of the device, including product overview,

Data Sheet . . e
selling points, and specifications.
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Global:(86) 75527657180
(China Time Zone

United States: B00-570-5892 =7

) (Toll Free7 x 24 hourg _ support@tenda.com.cn
Hotline Email

Canada: 8888-998-8966
(Toll Free: Mon Fri 9 am- 6 pm PS)T

4

HongKong: 008581931998

(1)
www.tendacn.com
Website
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Version Date Description

V1.0 202208-23 Criginal publication
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1.1 Login to the web Ul

LF¥ @2dz dzaS (KA & NPdzi SN F2 Qi & KENEBINEBHHERIYS 2 NI |
Ayaidlttlriazy 3IdzARS (Rl KENHRESNS (2K 8§ KES F@iit @ B ly
1.1.1 Login with your computer

Stepl [ 2y yES20MRJIY LIdzit S NLIZbRI SNPFdziBiNK 'y 9 @K SNy Sid O of

step2 {SGKS 201 f e(2dyN SOR(WADAdyT 8B G(I2ZRRNBaa FydRi2 Yl G A
holdBbbhyY &aSNIBSNJ I RR®WB&aA Fdziz2YFGAOf @

Step3 {GF NI T ¢S OABRFIRE & T AIDOR Y
@ Login X =r v - =
&« C @ tendawificom o a

Step4a 9YGSNI GKS f23Ay LI a4a62NR2DXYGKS NRdziSNJ @2d

QTIP

- . @ RSESBAACAZ LIh a3 62NR A& & 3al 21va GIAKOR & 228ph BXMEESE &
234y LI GAGENRESOINBCA LI 43a62NROD

- LF¥ (KS N&AGS8 FIKEE AP dzi $ YIRG 41 KiBKEE2 @ BNiE W RGESMIYNEERE S
@2dz YySSR (g kySSOeANOA 3 dzNB

Tenda

T
(2] wenss Tyt
4

9 YR



[23 Ays8e

+SNI2Y mdn

QTIP
LFKS

Fo2¢@gS LI 3IS R2Sa
- 9y & dzNB

- 9adzaNB GKI

AYRAOK 3R NA

y2i

LILIS | NE
0 K GLIAIKSNBNR dAiyS NUIIMBALIS NI & ©

iNE GKS FT2ff2¢,

0KS O2MY Wdzd $SIINTIE 232 YWHRSA KBRIZOBNNES & LI2

A2t AR 2y 2N ofAylaod
- w5 & S ONP(IdKiISE NF I O G ZNB y&RS f 2y Ay

3 AY O

Tenda

KSadz0O0SaafdzZ teod {SS

0KS F2fft2gAy3a 7T

Logout

System Status
System Status

@

I[]

Q@ ®

© B o = &

(&

Internet Settings

Wireless

Address Reservation

Bandwidth Control

Authentication

AP Management

USB Sharing

Filter Management

More

Maintenance

WAN1
WAN2

Internet

CPU Status

100%
80%
60%
40%
20%

0% — e

CPU Usage:1%

Router

Memory Status
100%
80%

60%

=
.

Terminals:2

AP:0

Memory Usage:56%

40%

20%

0%
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1.1.2 Log in with your smartphone
Stepl [2YYySOG @2dzNJ aYI NLILK2yS G2 GKS {{L5 2F GKS
step2 {0 NAISoF 0 NRyp alSKNS A Yl HE GXKEARSEDLFYRO2Y
Step3 9YWKNE f23aAYy LI a4362NR YR 20AYONR dzi SN 82dz &S

@T\P
- . @ RSTFldAZ G GKS 2ACA LI &aag2NR Aa asSi Fa GKS f
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- LF¥ GKS NSAGE TIKEE &R Sz SyIRd & KBIYyO@ERSBNE 6 KS f 234y L
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Q @Login C
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Q  ©@ AX3000 Dual Band Glgabi-+ C

Tenda Logout

System Status Uptime: 9mins

@ Internet Settings
Wireless
Address Reservation Terminals:2
WANI
@ Banawidth Control 4 - o b
LY EE] AP0
Internet Router

@ Authentication
AP Management

CPU Status CPU Usage:0% Memory Status Memory Usage:57%
f usB sharing

100% 100%
El Filter Management 80% 80%

60% 60%
@ More

0% a0%

20% 20%
Maintenance

0% 0%
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1.2 Logout
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Logout

[

System Status
m Captive Portal ®

Internet Settings

&

Captive Portal:

@

Wireless

Address Reservation °

Bandwidth Control

Q@ ®

@

Authentication

Captive Portal

User Management H

AP Management

QTIP

Gl (adzNlBy R LI NY YSGSNE Ay INBRARARYRADI AN QIKY¥ iz il KES
O dZNNBRAI G 102y ©

No. Name Description
Levetl navigation bar Used to display the function menu of the routéfsers can select function:
in the ravigation bars and the configuration appears in tdmnfiguration

Level2 navigation bar area.

Configuration area Used to modify or view your configuration.
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2.2 Frequentlyusedbuttons

CKS F2{t26Ay3 (lof BABRIONANGEYAGKS ANBPaSy @t/ i

Button Description
I Add Used to add anew rule or policy.
Delete Used to delete the selected rule or policy.
“ Used to save the configuration on the current page and enable the configuration to tak
effect.

o ar Used to change the current configuration on thi@rent page back to the original

configuration.
Refresh Used to refresh the page information.
@ Used toview help information for the current page.
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3.1 Check physical connections and system status

,,,,,

[ tAORISY(IRUBWAEzB NI GKS LI IS
| SNBa@z 6y OKSO| AT & (NSNRIKISHIAG&2SNI NE@ 30 SIN@BBA 2y & 0 S

3.1.1 Check physical connections

¢KS F2tf26Ay3 TANRDABRS NO2RMAYSH QT SSERLINRRL JBREIEKISE R ( & KIS S
21 bm dJ2 NI

[ e Terminals:2

AP:0

Internet Router
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WAN1 Settings hd
Connection Type: Dynamic IP
Status: Connected

CKS F2ff20Ay3 HTKSAdINBIAPRADPEIRAZDEYYBRAGSSRSNNE
9G0KSNYySGi OFrofS Aa O2yySOGSR LINPLISNI &o

g- Terminals:2
a T4 —
()
—— |ZL’ AP:D
Internet Router
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3.1.2 View system status

[t AOW2d#M O /51 KAKSS OA OSA Y RFE L2 LJA  dzLJo

¢ KESOA OBA ¥ KIRA/ & ATA200INMIEIS NI (A 3 b{ (120985 1§ (I y RA
Lt @c df G Gdza

Operatingstatus

CKA & Y2 Rdzi ENGRdv(@ I MEMNE didvdy @2de@SE a 6 SY GAYSI dzLJiAYS:
YR a2 2y o

Device Info X
Operating Status

System Time: 2022-06-01 14:54:12

Uptime: 6:30:3

Firmware Version: V16.01.0.2(4182)

Device Name: AX3000 Dual Band Glgabit WiFi-6 Wireless Hotspot

Router
CPU Usage: 0%
Memory Usage: 57%

t I N YSGSNI RSAONRLIGIAZ2Y
Parameter Description

Fecifies thecurrent system time of the router.

System Time
You can set system time by navigatindvtaintenance> System time

Uptime Jecifies the time that has elapsed since the router was started last time.
Firmware Version Specifieghe firmware version number of the router.

Device Name Specifieshe name of your router.

CPU Usage Specifieghe current CPU usage of the router.

Memory Usage Specifieghe current memory usage of the router.

10



LAN port status

¢ KXARBRIAS LGKISEE ' b Lt FR

QTIP
.2dz Oy Y2RATE®

LAN Port Status

IP Address: 192.168.0.1
MAC Address: C8:3A'35:10:DC:D2
WAN Iinfo

¢ K2 Rdzf S IRIANILYIS ey | 6t S

I RRNB/ARa a2 2y @
WANT Info
Connection Type: Dynamic IP
Status: Connected
IP Address: 192.168.96.124

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.96.1

Primary DNS: 192.168.108.110

Secondary DNS: 192.168.108.108

Upload Rate: 0.08KB/s

Download Rate: 0.16KB/s

t I NF YSGSNI RSAONRLIGAZ2Y
Parameter Description

Connection Type

11
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+ SN2y mon

Parameter Description

Status Specifigsrvhetheror not the WAN portis plugged If Disconnectedappears check
its physical connection.

IP Address Specifieghe IP address of theorresponding VAN port.

Subnet Mask Specifieghe subnet mask of the corresponding WAN port.

Default Gateway Specifieghe gateway IP address of tkerresponding VAN port.

Primary DNS

Speciy the primary/secondary DNS senaddresgsof the corresponding WAN

Secondary DNS port.

Upload Rate
Specify he upload and download rasof the corresponding WAN port.
Download Rate

IPv6 status

CKA A Y2RdzZ S/I2RNVBIGE BEBF HdR 2 0 KS NP BIKUST &S (SINGC RLI2 NI
0 KISt @c [ ! Wt KARIR NBHaMEIK Sy LIRS IdNISty B dryf G X1 K50 @

Connection Type: DHCPv6
Status: Connecting
IPv6 WAN Address: fe80:864b:b7ff:fe10:dcdb/64

IPv6 Default Gateway:
Primary IPv6 DNS:
Secondary IPv6 DNS:

IPve LAN Address: fe80::864b:b7ff:fe10:dcd2/64

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Connection Type Specifieghe internet conredion type of the correspondinPv6WAN port.

12



Parameter

Status

IPv6 WANAddress
IPv6Default Gateway
PrimarylPv6DNS

SecondaryPv6DNS

IPv6 LAN Address

+ SN2 Y
Description

Specifiesvhether ornot the IPv6WAN portis plugged. lUnpluggedappears,
check its physical connection.

Specifieghe IP address of the correspondiiRy6WAN port.

Specifieghe gateway IP address of the correspondiRg6WAN port.
Specify he primary/secondary DNS server addesssf the correspondingPv6

WAN port.

Speciies the IP address of the corresponding IPv6 LAN port.

13
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3.2 View CPU and memory status

+ SN2y mon

[ £t AORGSYBRAth! G{ddal ( dza k aliS2Yy 29\WBG NI Iiikd& LI 3 S @

ISNBZ &2dz Oty @ASg (GKS /[ tNRdzyRNIYSY2NE

CPU Status CPU Usage: Memory Status Memory Usage:

100% 100%

3.3 Monitor traffic

3.3.1 Enable traffic monitoring

[ t AORISYBREAUW GmzaCl & i YES&RAOKS LI IS

~

aloft SRo

Top 5 Fastest Devices | More Statistics

Host Name Upload Limit Download Limit Blacklist
z

@ MNo Limit Mo Limit Blacklist
z

@ No Limit No Limit Blacklist

14
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3.3.2 View traffic statistics

/I £t AOR3GSYDHd AN dfa{ir20 ASyWASOEd G KS LI IS

Top 5 Fastest Devices | Maore Statistics: . o
: : Traffic Monitoring

Host Name Upload Limit Download Limit Blacklist
Z
Mo Limit No Limit Blacklist
(]
Z - - :
No Limit No Limit Blacklist
(@)
| SNB>X @&2dz OFly TORGS diLK G I REYIYRAR26Yy T 2FR GNIFFAO
FY®RIYE a2 GKSF R aA 0 Ay TONKBAREZ BLA2 RGOS NE NBIY 2 8z8K |
YRGS RAKE 2+ R b Iy RRIG DR G K
Traffic Monitoring X
020
018
014

Upload (Mb/s) Download (Mb/s) WANT All
S B Concurrent Upload Download Tl | Unti
ost Name (2) otal Download ime
: Sessions Bandwidth Bandwidth “ P
@] 41 3.0KB/s 2.0KB/s 5.7MB 1:28
@] 1 OKB/s OKB/s 8.0KB 1:28

t N YSGSNI RSAONRLIGAZ2Y
Parameter Description

Secifies the nameof clientsconnected to the router, connectionay, their IP

Host Name addresses, and MAC addresses.

Concurrent Sessions Specifieshe number of TCP connections between the client and the router.

15



Parameter

Upload Bandwidth
Download Bandwidth
Total Download

Uptime

Description

Specifithe realtime upload/download bandwidth of each client.

Foecifythe total download traffic utilized by each client.

Specifieghe connection time of each client. Thermat isHour:Minute.

16
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3.4 Manage online devices

a7 oA

[t AORISY(IRUGBWAEzB NI GKS LI IS

ISNBz &2dz Oy ¢@i34a pl (66 BMBEERESSNMDA (08 S6 YR Y
FEt 2yi ARRSOMGNIK A Y €

2 KSy YIyl3ry3d IRSOrB@uSHS SNS NORSY IKi2 3G v YSE Lt
Ay AKX TXKGHBND| f & @

System Status

WANT T .
AP:0
Internet Router
CPU Status CPU Usage: Memory Status Memory Usage:
100% 100%
ol % ol %
60% 60%
40° 40°
L L
( (

Top 5 Fastest Devices | More Statistics . o
Traffic Monitoring

Upload Download P —_— :

: Host Name Bandwidth Bandwidth Upload Limit Download Limit Blacklist

: 2

@ - 1.0KB/s 6.0KB/s No Limit No Limit Blacklist

17



3.5 Control bandwidth of online devices

It AORIGSYIBYiSoed G KS

LJ 3S o
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| SNB3Z @ 2 dzi Koblyy RORARIINKPpE 2 & 6 B 5 | b (CENNANE | GRRAO N & O
0FYRGARIK 2F 0 t RSIBNCGEINGES (d JERANFEDL @5&% X Yy SEIGBINIVE

| 2YGNRE 0l YROARKAKW RAVRREIXYS RSOAOSa
Stepl /[t A@1¢ SN Ayl (S& i S NIRGK R (G K

Step2 [2 Ol G S

/ 2y LRI S & v R

L 2 1 R Y[RABY2ABRDY f 2 SR 2 NWaydAiiids20 & LISOA F& |

Bandwidth Control and Blacklist

Blacklist

Host Name (2) =

9 Y R

2dz Oly OASs

Traffic Monitoring

Upload Download
Bandwidth Bandwidth
Z
OKB/s 1.0KB/s
Z
OKB/s OKB/s
uKS

Bandwidth Control and Blacklist

evices  Blacklist

Host Name (2) A

AN

(AN

Upload

Limit Al

Upload Limit
No Limit
32KB/s

I

1

1

1

1

1

1

1 64KB/s
1

| 128KE/s
1

1

1

O2y TAI®&NBR

Traffic Monitoring

Bandwidth

OKB/s

OKB/s

Download
Bandwidth

Limit Al

Upload Limit

Download Limit

No Limit

No Limit

Blacklist

RN IRY
0 KS RS @GSO SORISH ANEIRIZONE RS2 FWRYA d1K SY R

X

Q

Blacklist

Blacklis

t

gl £t dzS

dREIHBR OB ¥ YRS R2 Y 2 |

Download Limit

1
OKB/s i
1

OKB/s
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No Limit

X
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I 2YyiNRt oF yROARGKK FHRIDKI AyS RSGAOSa
Stepl /£ A@1¢SNY N Sy I ENRGREIK / 2y GBREISH yR . € Ot 7
Step2 / f AOYAG ALISIOA FTe (GKS Ol fdzSa | OO2NRIBF3I G2 &2

Bandwidth Control and Blacklist ¢

1
| - ~T 1
Online Devices  Blacklist Traffic Monitoring @ ) Limit All ! Q,

g . . . . ——— .

Limit Bandwidth of All Online

g
o
I

[
1
[
M Devices to: :
Host Name (2) 4 plod i 1 Ivnload Limit Blacklist
Bandwidth Ban% :
i Upload Rate: i
1 1
Va 1 I
o 0KB/s ok} b Limit Blacklist
E] | Download Rate: 1
1 1
L I
1 1
4 ! [
Z .. .
OKB/s OKE} “ p Limit Blacklist
1 [
(@] v ,

A

. 2dz Oy @ASs (GKS O2yTAIANBR byt &S B NROBaSYt t 2241

m<
‘§a

Bandwidth Control and Blacklist X

Online Devices  Blacklist Traffic Monitoring @) | Limit Al Q

Upload Download . . .
Host Name (2) * Upload Limit Download Limit Blacklist
& Bandwidth Bandwidth .
2 i :
0KB/s OKB/s : 128KB/s 512KB/s(... : Blacklist
) : :
I I
: :
4 1 1 .
0KB/s OKB/s : 128KB/s 512KB/s(... : Blacklist
1 ]

D/NOTE

LI 2F RKR2gYyf 21 R KIFKBA D2 ¢& M IRSIB RS 60 MRY2)0 0SS Y2RAT
KSNB o
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3.6 Blacklist

a7 oA

[t AORISY(IRUGBWAEzB NI GKS LI IS

+ SN2 Y

ISNBEZ 282dz Ol y NBRR SSRGS 0SK8 aN) Ol ft Aal o

3.6.1 Add devices to blacklist
tKS 0ft201SRYR
IRRRL) p FlLadasSa
Stepl [20l GS GK

Step2 /1t A.CE{F G € A&

[«tN @)

Top 5 Fastest Devices | More Statistics

Upload Download

Host Name Bandwidth Bandwidth Upload Limit Download Limit
£

EI - OKB/s 0KB/s 128KB/s 512KB/s(...
Z

El - OKB/s 0KB/s 128KB/s 512KB/s(...

IRR 20KSNJ 2yftAyS RS@OAOSa (2
Stepl /[t A@1¢ SN Xyl S& i S NRGK R K
Step2 [201 4GS (K$2RBOAPVPS>58PR

Bandwidth Control and Blacklist

Devices  Blacklist Traffic Monitoring Limit Al
Upload Download .. .

Host N 2) A Upload Limit Download Limit
L Bandwidth Bandwidth F

d
@ OKB/s OKB/s 128KB/s 512KB/s(...

Vd
@ 0KB/s 0KB/s 128KB/s 512KB/s(...

20
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Traffic Monitoring

Blacklist

Blacklist

of I O1tAadGyY
/ 2 y LRI S & vy R

DR ON ad

Blacklist

Blacklist
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A Az — A

,2dz Ol yoPRESISIARMKESS & f e YPIUE KB G & aK2¢6y o0St260

Bandwidth Control and Blacklist >

Online Devices

Host Name (1) MAC Address Remove

00:2B:67:2C:20:10 Remove

3.6.2 Remo\e devicesfrom blacklist

~. oA e s o

¢KS dzyoft 201 ORYyRSOKEO82 ©ORYzZNI NRPdzi SNJ | I+ AYy D
Stepl /£ A@1C SN AR S I EMRGREIK / 2y iBRISH yR . £ O f 7

o

step2 [20F GS (K82 RI AAKS] I AyaiS RIS |

Bandwidth Control and Blacklist X

Host Name (1) MAC Address Remove

1
00:2B:67:2C:20:10 || Remove |I
1

9y R
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3.7 Manage AP

[t AORISY(IRUGBWAEzB NI GKS LI IS

ISNBZ &2dz Oty @ASE IAHWR YKSBDYASH di2KNG| 2y E AyS 't a
F &2dz ¢t ;[G 02 LISNF2NY T dzKBXYSYNS @SR NIBtEzR3 I 12 §/1a3 ¢
Yy 3SwSy i

¢t2 | 00Saa (KS @APVTidGAKOtaR Yy BB BASYR2 6 | LILIS| NA ®

System Status

Terminals:1
WAN1

Internet Router .

AP Management X

Online Device(s): 1

AP Model Remark 5SID e IP/MAC Address  Operation
2.4G:Tenda_10DCD2 0/48% 192.168.0177 1727
£ - 1[&
wizvzo Wizvz0 - 5G:Tenda_10DCD2 0/48& C8:3A:35:21:73:88 L_:

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
AP Model Specifieghe model of the corresponding AP
Remark Specifieghe remarknamethat you leave for theorrespondingAP.

Specifieghe WiFi SSID of the corresponding AP, including 2.4G and 5G WiFi
SSID
You can change the remark for the AP by click £

Online Devices Specifieghe number of onlinalevices of each wireless network.

IP/MAC Address  Specifieghe IP addresand MAC address dhe correspondingAP.
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Parameter Description
Operation By clicking i , you are directed to theveb Ul of the AP.
Direct to AP

By clicking this buttonyou aredirected tothe configurationpageof AP Management

Management

23



4.1 Internet Settings

4.1.1 Overview

Ve

It AQUSNYSiui2{ SydasyWa & KS

| SNBZ

t

Internet Settings

WAN Ports

WAN Ports:

Port Type:

WANT1

Connection Type:

PPPoE Username:

PPPoE Password:

Server Name:

Service Name:

Status:

WANT

PPPoE

tjx

WAN2

LAN3

LANS

LJI
g2dz Ol y Oa§g i ek dZ RND ¥ gzfi ENI0S &

3So

N} YSGS

Parameter

WAN Ports

NJ

RSAONARLIGAZY

Description

Specifieshhow many WAN ports yocanset on the router.

+ SN2y mon

ALy iiSRY G646y 3a

Pl

(s}

By default, the router has only onW¥AN port(the WAN1 port)and you can se@

WAN portsat most

24
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Parameter

Port Type

Connection Type

PPPoE Username

PPPoE Password
Sener Name

Service Name

PPTP Server Address

L2TP Server Address

User Name

Password

Obtain an IP address

IP Address
Subnet Mask
Default Gateway
Primary DNS

Secondary DNS

+ SN2 Y
Description

Indicates thathe port functions as a WAN port or a LAN pat well ashe port is
connected or not

. The port is connected properly.

. The port is disconnected @mproperly connected.

Specifiesn which way the routeis connected to the internet.

The router support®PPoEStatic IR and Dynamic IPRefer tothe tableChoose
your connection typdor details.

QTIP

The routersupportsPPPoE RussiBPTP/PPTP RussandL2TP/L2TP Russis well.
These three connection types are only applicable to Rassldtsvicinity.

Thesetwo parameters are@equiredonly when your internet connection type is
PPPoBr PPPOE Russia

You can obtain them from your ISP.

Thesetwo parameters are required only when your internet connection type is
PPPoBr PPPOE Russignter these two parameter@®ptional) provided by your ISP

This parameter is required only when your internet connection tyPigP/PPTP
Russia You can obtain it from your ISP.

This parameter is required only when your internet connection typ®&P/L2TP
Russia You can obtain it from your ISP.

Thesetwo parameters are required only when your internet connection type is
PPTP/PPTP RussiaL2TP/L2TP Russigou can btain them from your ISP.

This parameter appears when your internet connection tydeR&oE Russia
PPTP/PPTP Russta L2TP/L2TRussialf there is no DHCP server in the network,
selectManualand enter the IP address and related parameters. If there is a DH(
server in the network, sele&uto, and thedevicewill obtain these parameters from
the DHCP server.

These parameters are required only when your internet connection tySeatic |P
or if you setObtain an IP addrest® Manualwhen your internet connection type is
PPPoOE RussiBPTP/PPTP Russ@ L2TP/L2TP RussiBheSecondary DNS
parameter is optioal.

You can obtain them from your ISP.

25
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Parameter Description

Specifieghe connection status of the corresponding WAN port.

. Authenticatedsuccessfullynetworked: The WANport is connected to the
internet or server.

Status .1 2 yy S Otihk go@EeX is connecting to the internet or server.

. Disconnected The port igphysicallydisconnected, or fails to connect to the
internet or server. Please check if the physical connections angepy or the
parameters you entered are correct.

4.1.2 Configue multiple WAN ports
¢ KS NE dzi NI & dzLIRIBNE KM5dzt? ¥ ba (L @INTdANSE @2 3 INS I+ 0 S
o0 YRSREAKE vV i SONBARSERYRIEENDODE Y SOHUABRIHF JIRA 2 Y
YFEILYt NRdziSKABSUGBBUESWEdzAAT AT I GA2Y 2F @2dzNJ oy
ldadzYy GKIFQ
21 MAYUSNYSIH OABYSRPIR2Y tGRIAS AYF2NNIGA2Y Aa | a

- PPPOE us@ame: tdxy123

- PPPOE password: ipxz456
21 mA Yy G SOBYYUS OlARYY HIGBLES Lt
[ 2y FAIdzNF GA2Y LINR OSRdzNB

QTIP
t b NI YSGSNE ODBNIAA ¥ INBNILINPWE TRENZ 20628 S & 2 @zNINL Pedy SO
1 oFf2NI RSO A fdBRE &S a O okaBIRI RN NSEH WIBE S &
a2RATEAY I ydzYaAYINAGKS 2NPHzIISNIINB 62 2 (i ®
¢ r§§ F2ft26Ay3 LINE OSRdzMB ! RS 830 NK é@é, Razo Ot ¥ NBYSD
AUSIAY ANBS I AaS 2N RSONBIeaS 2!'b LER2NIa& Fa YySSRSR
stepl { SE SO0 GKS ydzYoSNER2PH 1 RBIREBINIYSHSHANRPKH AOIKK S &
GKA& SEI YL So
¢CKS LIRNBRYE KKK vISA bHy KR! @2y FAIAMNS G A 2 Y
I LILIS T NB &
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Internet Settings

WAN Ports
WAN Ports: 1 N

L e | ]
WANT
Connection Type:

PPPoE Username:

PPPOE Password:

Server Name:

Service Name:

Status:

(Optional)

Optional)

Authenticated successfully

Internet Settings

WAN Ports

WAN Ports:

Port Type:

WAN1

Connection Type:

PPPOE Username:

PPPoE Password:

Server Name:

Service Name:

Status:

WAN2

Connection Type:

Status:

+ SN2y mMdn

PPPoE

1diy123

Dynamic IP

tworked

Step2 hyli KRS mMO2Yy FTAIAINEVASNI GKBIFEtt 29 AYTF2NXNIGAZY

WAN1

[ "

1 1

1 1

1 1

: :

| Connection Type: PPPoE N4 H

i i

1 1

: :

! PPPoE Username: tdxy123 i

1

i i

1 1

1 1

i PPPOE Password: sessean i

S e S |
Server Name: (Optional)
Service Name: (Optional)

Status:

Authenticated successfully

Step3 hyii K28 BO2 y T A 3 dzNk § 22/ SIONGIB B v ertu®d L ¢

WAN2

Connection

Status:

Type:

networked
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02002 Y022 ¥l LDIKSe L&EABRNI aSidAyIa

eLaLdbNy 328K SV yERS Al dza

W

a

1 dzG KSYy G A Ol (i 2RISHRIZOPSR 2 dz8X OBy TAIJIBBI AN XKE F2f & &ZOD

WANT

Connection Type:

PPPoE Username:

PPPaE Password:

Server Name:

Service Name:

Status:

WANZ

Connection Type:

Status: 1

PPPoE
tdxy123
Dynamic IP
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4.1.3 Set upfor internet access
CKAAd aSOlK2¢y RB8aOBKO0B8z4) (2 | O0Saa (GKS aydaSNySi
/IK22aS GKS ALJN:EJ_\,]AS NJ p? yysSoOuazy é:L@S | @r()sfz NdRIA ¢3S q@
KSt L] @ 2 dANS IAYGE Ny S A TOXy2yi8 O (iN&S2 yilzyIOSINGI | Ay | 0 2 dzi
| K22&aS @2dzNJ 2y ySOGA2y (@&LJS
Connection Type Available Parameters
PPPoE PPPoE username, PPPoE passveam/er nameandservice name
Static IP IP address, subnet mask, default gateway, primary DNS, and secondary DNS (optiol

Dvnamic [P None or the device is connected to an upstream device which can access the interne
=ynharmic - has its DHCP server enabled.

PPPoE username, PPPOE passveamername, andservicename.

PPPOE Russia If the DHCP server of the upstream device is disabled (means you have tdvizaheet
for Obtain an IP addregsthen the IP address, subnet mask, default gateway, and prir
DNS are required.

PPTP server address, user name, and password.

PPTP/PPTP Russi: If the DHCP server of the upstream device is disabled (means you have tdsateet
for Obtain an IP addregsthen the IP address, subnet mask, default gateway, and prir
DNS are required.

L2TP erver address, user name, and password.

L2TP/L2TP Russia |f the DHCP server of the upstream device is disabled (means you have tdzateet
for Obtain an IP addregsthen the IP address, subnet mask, default gateway, and prir
DNS are required.
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PPPoE
Stepl bl GAILYISSHNEZESHLY SENKFgda{ SidAyIa
step2 { SRR2YyYySOGA2ZY t@DLIS
Step3 9YUSNI GRS | aYMNYE¥YS tLMABAPARBR o0& &2dzNJ L{t®
Stepd [ £ AOPE (KS 02002 RILIGK S 2izSaSiGAyIa

Connection Type:
PPPoE Username:
PPPoE Password: I | seseses
Server Name:
Service Name:

Status:

9y R
2 AG RIS YHiKE KRS dri KSY A OF (1 SRS &4 ND@BAE wR@T $K S
Ay G SINBOBOIS &8 &4 Fdzf £ @
FGKS dza SNYFYS | yR LI 4462 NRNR SIS yai SINS RO 2 yNBS &z |
AYVOSNY SO GNB G2 Y2/RIASING, S22 b ISLIHININMYESEE S NENBA Y
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StaticlP
Stepl bl GAILYSSNEZESHLYSANKFEA{ SGGAYTa
step2 { JR2YYSOUGNRYI I €iRIQS Lt @
Seps Oy G SNI RR&Pdeay SEEEFEIZX G DI GSsle FyR t NXYI NE
LINE GARSR o6& &2dNJ L{to®
steps [t AOPE GKS 020022 RILAK SB 28#zMSASGGAYy Ta

Connection Type: Static IP
IP Address: 192.168.96.124

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.96.1

Primary DNS:

Secondary DNS:

Status:

—9 Y R

FAG L Y2 Yisgai b RASYG 6 2N0ES INR 64 S RmRE (KS Ay i SNYS
dzOOS®& & Fdz f &

K

FO KNSR dz SNJ FlLAfa (2 O2yySOiG G2 (K3 yNSNYNSES S adim
21 b t |} NYS{iSNE

Q¢ N
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DynamiclP
Stepl bl GAILYISSHNEZESHLY SENKFgda{ SidAyIa
Sstep2 { IR YYSOUANBEYEXFND Lt o
Step3 / fAOPE GKS 020022 RILIOKXSE 282MSASGGAY A

Connection Type: Dynamic IP
Status:
—9VR
2 AL I YRS YHiHE KA &0 g 23%SS AR @4 ¥ W8I0 AIyKEBS Ny S i
4dz00SaafdA t e
FG KNSR dzG SNJ FrFrAfa G2 O2yySO0 G2 GKI yNSNYNGS {Saam
21 b tI N®YS{iSNE
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PPPoOE Russia
Stepl bl GAILYISSHEZESHLY SENXFgda{ SiiAryTa
Step2 {& 2y ySOUGAN2Y t @OLIBvdzA & A |

Step3 9YUSNI 6RS | ASINGRANAS A NRIDARSR o0& { SAWSINL pt & SL-
{ SNODAOE tRRNIBYR 20KSNJI NBfI ISR LI N YSGSNA | N
K& NNBangyRAya2E a 6Stfto

Seps /£ AOPE UKS 02002 RILIOK SR 2AdzMSaSUGAY T a

-I'\’\'all ’l_l. P\ .l

Connection Type: PPPoE Russia
PPPoE Username:

PPPoE Password:

Server Name:

Service Name:

Obtain an IP address: Auto

-9y R
2 AG | Yfesr;symm:mllﬂlzdzuf(syuxmuMSaNm%ﬁﬁmm&ms
AYOGSNYSG adz00SaafdzZ t @
F GKS dzASNYIYS |yR LI adagoPER daisSde) SYRSNB R 21 DR y§
AYGSNYy Sz GNEB (2 M/RASTNS @2 0 SLOMINIVYESIE S NENEA Y
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PPTP/PPTP Russia

P - S G 4

Step3 9YUSNEGKESRBRSESEANI bVRSZE aNRBWARSR o0& L&2dzNJ L

IRRNBEY¥R NBfFGSR LI NI} YSGHSNAE | NGB2 NNER AT INEIW R
02E & 6Stfo

Seps /£ AOPE UKS 020027 RIPLIOK SR AdzMSaSUGGAY Ta

I\Jm Qx N

I
d

l.j
!

WAN1

Connection Type: PPTP/PPTP Russia

PPTP Server Address:

User Name:
Password:
Obtain an IP address: Auto
~9YyR
Al Y2 YOSKYSH thd RASFH (1 6 22N8S AR @2 W8RG GKS Ay GaSNYyS

zZ00S&a aFdzA t &
KN dz SN FFAta G2 O2yySOU G2 (KIS yNSNYNBES { S Gdm
b t I N®YS3GSNA
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L2TPL2TPRussia
Stepl bl GAIALYSSNEZESHLY SENNFEa{ SGiAyTa
Step2 {& 2y YySOUGANRW ¢ &IJIS et wdza a A |
Step3 9YOUSNHOKS{ EBRESHBENI byVRISTa e ANRIDARSR o0& Le&2dzNJ L
IRRNBEY¥R NBfFGSR LI NI} YSGHSNAE | NGB2 NNER AT INEIW R
02E & 6Stfo

Seps /£ AIOASH GKS 020022 RIPLIOK S 2dzMSaSUGGAY T a

WANT1

Connection Type: L2TP/L2TP Russia

L2TP Server Address:

User Name:
Password:
Obtain an [P address: Auto
9y R
FAG Y2 YIS ha RASH U ¢ 2oNES RIR @ $ eI 6 KS Ay iSNYS

Q¢ N

dzOOS® & Fdzf t &
FO KNSR dz SNJ FlLAfa (2 O2yySOiG G2 (K3 yNSNYNSES S adim
21 b t |} NYS{iSNE
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4.2 WANparameters
[T ALOAG SNY SHh2 { 15 (i IA yIieS ISSYNIESNJ 6 KS LI IS
LT @202 KT XHOINSNRY ShdaiS@2dz0H i ! b RSOAOSaE Olyyz2a |
Y2RATE@AY3I 21 b LINI LI N YSGSNE KSNB

4.2.1 WAN speed

¢ KS LISSR 2F +y RiKBSKSKNYAWOCHRANBK MR REKIs v8& A da
ysalzuuéxR aLISSR OFy 0SS lye aLISSR 6AGKAY (GKS Ayi(S
f

LEYWIKSNYSG OFrotS Aa O2yySOGSR G2 | 21 b LER2NI 0
%68

tAIKGA dzl) BSOSMKE oe2KASOSS ogp2 dz Ol Yy {iNMSIR 20 @Kt YIS
SdzLl2®iln aolJa |62 F¥hEz2IE SEa AaadzsSo
Ly 20KSNJ OFaSaz AdG2ARE NBAIKRSYRIRKZE ARY GKS
WAN Parameters @
WAN Speed: 10 Mbps Full Duplex

Auto Negotiation

MTU:
! 1000 Mbps Full Duplex
100 Mbps Full Duplex
MAC Address:
100 Mbps Half Duplex
10 Mbps Half Duplex
WAN Speed: 10 Mbps Full Duplex
MTU: 1500
MAC Address: Default MAC

5dzLJf SE Y2RSa &dzlJLi2 NI S0 Soydr N(WeS NR dzi SNJ | yR G KSA
Speed and Duplex Applicable senario

Theduplex mode of the port is determined through auto negotiation between the
router and its peer device.

You are reommenced to keep the default settings since auto negotiation is the defa

Auto Negotiation option for most of Ethernet network devices.

If the router uses ato negotiation, while its peer uses nauto negotiation, the
negotiated duplex mode is half duplex.
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Speed and Duplex Applicable senario

The interface can receive and send paclsatsultaneouslyleading to low latency and
high efficiency 10/100/1000 Mbps indicates the maximum link speed that both ends

cannegotiate
10/100/1000 Mbps

Full Duplex D/NOTE

You are recommended to use the same speed link and duplex modes for both end
Otherwise, network connection issues magcur.

The interface can either receive omgkpackets at a timel0/100 Mbps indicates the
maximum link speed that both ends caagotiate

10/100 Mbps Half

Duplex @NOTE

You are recommended to use the same speed link and duplex modes for both end
Otherwise, network connection issues magcur.

4.2.2 MTU

at¢! A& FO0ONBDAIFIGSR F2NJ alEAYdzZY ¢NIyaYAdaarzy |
OF yiRISYaYAGGSR o0& | ySiéog2N] RSOAOSD® 9AGKSNI f |1
LISNF2NXI yOSo

52 y20 Y2RATe (KS RSTFldA G aSidAy3aa dzyt Saa GKS
1 {2YS 6S0aAriSa FINB Ayl O00SaaArofSy 2RHADEOUNE 24 %
ol yl1Ay3d 6So0aArisSaz 2N tlFé&tlf o

T 9YIFAf &ASNWAOS &dzaLISYyRas 2NJ aSNIUSNER> adzOK | a
L{dz@RKGdZE (A RFaG2 NBRdIzOS GKS aqn;1pnm|atm3f15ma\@|am$
6wS 02 YYSyRSRcMNanynDXYBzyMidN®D 6i SY Aa az2ft SR

WAN Parameters

WAN Speed: Auto Negotiation
P MTU: 500
MAC Address: Default MAC
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| 2YY2dzd 8R a¢! @I ftdzS AW RAFFSNBYy:d a0SylNRZ2aA

MTU (Bytes) Scenario

1500 It is the most common value for ndPPPoE connections and RUPN connections.

1492 It is used for PPPOE connections.

1480 It is the maximum valugor the ping function. (If a greater value is used, packets are
spit.)

1450 It is used for DHCP, which assigns dynamic IP addresses to connected devices.

1400 It is used for VPNs or PPTP.

4.2.3 Clore MAC address

{2YS L{ta +tft2g 2yi@SN AR yAZ BLIENS NB OBNIdzA Y YKE
4dz0 aONAO SR YR NBIAAGSNI GKS a!/ | RRNBRaa 27F @&:
F2NI AYGSNYSG I 00Saad ¢KSNBEF2NB>S €2dz YFe FAYR ¢
NE dzii S NJY

i hyte 2yS O02YLJziSNI OFy & O0Saa GKS AyiaGSNySa yzi
i b2 AYGSNYySid O02yySOdAizy 4 |

¢KS NBIlI a2y ¢gKeé &dzOK | LINRPOfSY KILILISya Aa GKIG
0KS NBIAAUSNBR 2ySao ¢2 NBaz2f dS (INEFIzAA BRSNB R SGRY
G2 GKS NRdAzGSNJ G2 LINBGIGSYR GKFG GKS NRdAziSNI KIF a i
¢tKS Of2yAy3a a!/ | RRNBaa TFTdzyOlA2y Aa RSaA3IYSR

MAC Address: Default MAC C8:3A:35:10:DC:D8

Current MAC

Clone Local Host MAC

Fast NAT: Manual

hLliAzy 'ty [/ t2yS [20Ff 1 2ai a!/

Stepl [/ 2y Yy SO0 I fOBSAEDI SAPIYSNYBIA A e (2 (GKS NP dzi é

sep2 [ 28y u2~ur<s éASc') P L zyﬂémtﬁém!{mﬁéﬁmumﬁy@%éNﬁé
a&l / ! RRNBag|S [ 20wt 1 2adG a!/

Step3 [t AOPE GKS 020022 RIBLAK B 2dzMSaSTIGAYTa
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WAN Speed: Auto Negotiation
MTU: 1500
MAC Address: Clone Local Host MAC

Current MAC

A Default MAC

Fast NAT: Manual

9 YR

hLliAz2y .Y alydzdft atl/
stepl WSO2NR (KS O2NNBOG a!/ | RRNBaao

Step 2

[23 Ay (2 (KBJWG\BERI Y ILAR/FSING SIf2 { 5 Gt A NBES G S NE

step3 { Sall / ! RRABY@ KSY 1SN 0 KS O2 NKMEK®BI ad!// | IRARANERAS

GKS O02YLJzi SN 6 KAOK RANBOJf & yR2 RIZHOyRENIENIABK
2BMIKS a!/ | RRNBaa 2F (G4KS 21 b LERNI 2F (G4KS NJ
O2yySEO®A2Y

Stepa [/ T AOPE (KS o020022 RIPLINKX S 2dzMSaSGdAYyIa

WAN Speed: 10 Mbps Full Duplex
MTU: 1500
MAC Address: C8:3A:35:10:DC:D8 C8:3A:35:10:DC:D8

Current MAC
A Default MAC

Clone Local Host MAC

Fast NAT: { Manual
-9 YR
Crie

L¥ &2dz ¢lyld G2 NBaG2NB (GKS a!/ I RRNS&HK /2T RRKEaza
08 STFF dAZG | a/!R/T+ @SA O
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4.3 LAN settings

I tAQGUSNYSH {BG{NPLARSYIES N GKS LI ISP

| SNBdaz &ly @GASs IyR Y2RATFE GKS [ ! B KSIt/ t RRNEIA NI
4.3.1 Modify LAN IP address of the router

¢tKS [!'b Lt FRRNBaa Aa F+tftaz2 GKS t23AY Lt | RRNEB.
MGPH DOPMOY O DM

{  Back LAN Settings @
LANIP
LAN IP Address: 192.168.0.1
Subnet Mashk: 255.255.| 255 .0
QT\P
y OlFasS 2F Lt | RRNBAAPOFDTADGSt FI2NR NES & LI SR [d!¢K
a1 YS ySig2NIZL iKY 3N &4 S A3 (2 T dzd 2y GNBOY Sy (BS P S0
FYR OKFy3ISR (2 MpHPMCYy DMDMD
DSYSNItftex d2dzYRRAW20 0KSSR ! b 2Lk Sy RRINKERIS Sy (i K
RSOAOSa Ay YKSR &0 wHE s Ziie vz yOP /@ YIRIRdz® & NG K
I RRNBaa G2 | yéﬂéle aSHYSYlI RAFFSNBY(I FTNRBY mq
IFGSNI GKS [! Db 8 dZORREE & 82 822 s OKE YASRNBERANBOGSR
Tip

Changing the LAN IP address... The system will log out. 1.75%

QT\P
LFKS ySig2N] asSavySyid 2F (GKS yS¢é [!'b Lt | RRNBaa
Y2RATASAa GKS ySieg2N)] aS3aySyid 2F (GKS 51/t &ASNBSN



4.3.2 Modify DHCP server

51/t alSyNJASded Y G A OF f f & I aairdy Lt |RRNBaasSaz ao
LI N YSUSNR 02 RSOUAOSa EYYSOUSR u2 uKS NE dzu S NJ
Lt I RRNBaa asSuuAy3da F2N ée2dzNJ O2S)/Z)f§e uds R NS NABADR:
uz 1SSLJ UKS 511/t A SNIIS NJ Sy'IOfSRdJ
QT\P
2 AGK 0KASY [ TagySRI Ae RSB adadzy OlA2yas &adzOK Fa LR2NI ¥F:
YIed 0SS FFFSOUSROD
LAN IP
LAN IP Address: 192.168.3.1
Subnet Mask: 255.| 255 255 0
DHCP Server
DHCP Server:
Start IP: 192.| 168 . 3 .| 30
End IP: 192.| 168 3 .| 200
Lease Time: 0.5 hrs
Primary DNS: 192.168.3.1
Secondary DNS:
t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
DHCP Server Enableor disablethe DHCP server function.
Start IP o .
Fecifies the range of IP addresses tttee DHCP server can assign. The start IP
End P address is 192.168.30and the end IP address is 192.16200by default.
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Parameter

Lease Time

Primary DNS

Secondary DNS

+ SN2 Y
Description

Yecifies thevalidity period of the IP address assigned by the DHCP server to L/
devicesBy default, the time is 30 minutes

When the IP address expires:

. If the device is still connected to the network, the device will automatically ren:
and continue to occupy théladdress.

. If the device is not connected to the network, thauter will release the IP
address. If other devices later request IP address information,dier can
assign tlis IPaddresgo other devices.

You arerecommended to keep the default settisginless in special circumstances

Joecifies the primary DNS server IP addi@essignedy the DHCP server to LAN
devicesBy default, the primary DNS server address is the LAN IP address of the
device.

QTIP

If you enabled the DHCP server, to ensure LAN devices can access the internet
properly, make sure that the primary DNS you set is the correct DNS server adc
or DNS proxy IP address.

Yecifies the secondary DNS serveadlress assigned by the DHCP server to LA
devices. If this parameter is left blank, the DHCP server does not assign the
secondary DNS server IP address.
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Wireless

5.1 Wirelesssettings

[t 72O\ 6682 ANBf Sad2{ SYliSWaIds KS LI 3So
| SNNB&NB | ff2¢6SR (2 -NBSULNABLR VS\(GOMBIKS ¢ 3P WR SRA G ¢

A Al A

ySig2N]l yIYSa 6{ORYFI IUNBA HIdINA Db 2 Nk 3 B LPK NIRES 2

- A

82dz2NJ 2 ACA YWCEWBRNASBRBEEEKD GO yy2i RSGISOG AGEZ | yF
Of ASyida OryANRyYSDIYy S2s2N] @

Wireless Settings

WiFi Network1

Enable WiFi Network: (@

Unify 2.4&5 GHz SSID: @

SSID: Tenda 10DCD2
WiFi Password: sssnanes At
Encryption Type: WPAZ-PSK

Expand >

WiFi Network2

Enable WiFi Network: (@

Unify 2.4&5 GHz SSID: @
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Parameter

Enable WiFi Network

Unify 2.4&5 GHz SSID

SSID

WiFi Password

Encryption Type

Hide SSID

Hide 2.4 GHz SSID

Description
Enableor disable the wireless network of the router.

After this function is enabled, the 2.4 GHz guest network and the 5 GHz guest
network share the same WiFi network name and password. A wireless client wil
automatically connected to the WiFi network with the best network quality when
connecting to theguest network.

Specifies the weless network name of theorresponding WiFi network

Specifies the gssword used for wireless internet connection. You are recommen
to use the combination of digits, letters and special charadtardigher security

Fecifies the encryption types supported by the router.

. None Open wireless network. No password is required when a client connects
the wireless network. To secure the network, this option isnesbmmended.

. WPAPSKThe wireless network adopts the WIRPSK authentication method (AE
encryption rule)lt is featured with better compatibility than WPA2SK.

. WPA2PSKThe wireless network adopts the WRRSK authentication method
(AES encryption rulelk is featured with higher security level than WHPSK.

. WPAPSK/WPAZPSKThe wirelesmietwork adoptshoth WPAPSK and WPAR2SK.

. WPA2PSK/WPAZSAEThe wireless network adopts both WRR3K and
WPAS3SAEWiIth Simultaneous Authentication of Equals (SAE) and Protected
Management Frames (PMR)YPA3SAEprovides protection against dictionary
attacks and information disclosure, saving you the troubleetoascomplicated
password.Through suctmixed encryption modgthe router allowsclients that do
not support WPA30 access the wireless network, ensurimgth compatibility and
security.

QTIP

WPA3SAEHS an upgraded version of WPRSKIf your wireless cliendoesnot
support WPASAEr the actual WiFi experience is bad, it is recommended to se
the encryption type to WPAPSK.

With this function enabled, nearby wireless clients cannot detect the SSID, and
need tomanuallyenter the SSID on the wireless client to access the wireless
network.

QTIP

The functiomappearswhen you enabléJnify 2.4&5 GHz SSID

With this function enabled, nearby wireless clients cannot detec2tdeGHASID,
and you need to manually enter the SSID on the wireless client to access the wi
network.

@TIP

The function appears when you disakleify 2.4&5 GHz SSID
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Parameter

Hide 5 GHz SSID

Max. Clients

+ SN2 Y
Description
With this function enabled, nearby wireless clients cannot detecttEHzSSID,

and you need to manually enter the SSID on the wireless client tesatioe wireless
network.

QTIP

The function appears when you disakleify 2.4&5 GHz SSID

Maximum number of wireless clients that can be connected to the wireless netw
with the SSI@t the same time

After thevalue is reached, this wireless network denies new connection request:
Qients connected to all the enabled wireless netwofikeluding guest networRof
the router cannot exceed 128n 2.4 GHz and 5 GHz bamespectively If you
enable multiple SSIDglan your maximum number of clients to each SSID first.
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5.2 Maxrate &isolation

[t R2ONNBBaSaEa wl S B62LEF66EMEKS LI 3So
ISNB> &AdAQl VigGASNBERSRBE2 AF & 2 NJ L& {8 yyasSh s yNize

A

Of ASyila ODFYyPQiwrIyRzyhDI XN ¢AGK Of ASyida 02yySOds

Max Rate & |solation

WiFi Network1

SSID: Tenda 10DCD2

Isolate this network:

Shared Download Rate: Mo Limit
Shared Upload Rate: No Limit

WiFi Network?2

SS1D: Tenda 10DCD3

Isolate this network:

Mo access to LAN:

Shared Download Rate: Mo Limit

Shared Upload Rate: No Limit
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Parameter Description
SSID Specifies the weless network name of theorresponding WiFi network

With this function enabled, clients connected to different wireless networks of th
Isolate thisnetwork device cannot communicateith each other leading to higher wireless network
security.By default, this function is disabled.

Shared Download Rate . . .
Yecifies the maximum download and upload rates shared by all clients conneci

to the wireless network.
Shared Upload Rate

This function is only applicable WiFi Network2/3

With this function enabled, clients connected to thiseless network cannot acces:
the web Ul and private network (LAN) of this router, protecting your LAN networ
security.By default, this function is disabled.

No access to LAN
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5.3 MAC filters

5.3.1 Overview

[t R2QANBHaS&a CARGISHNAESNI GKS LI IS
| SNB>X @2¢yA OH § NP RRINGBIINS t Saa | OCBaaROZY dNBE §HHA
RAalof SR®

MAC Filters @
MAC Filters:
SSID MAC Address Filter
Tenda_10DCD2 Disable
Tenda_10DCD3 Disable
Tenda 10DCD4 Disable
Add W Delete
MAC Address Remark Effective Network Status Operation
No data

A

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Listsall the mainwireless networkshat the router supports

MAC Address Qﬂp
. SSID
Filter

If youunify the SSIDs for 2.4 GHz and 5 GHz bands, the corresponding
wireless network only displays one SSID here.

48



+ SN2y mon
Parameter Description

Specifieghe three kinds ofrulesyou can perform on the corresponding
wireless network.

- Disable This function is disabled, andl wireless clientgan connect to
MAC Address this wireless network.

Filter - Only Allow: Only wireless clients with the specified MAC addiess
connect to this wireless network

- Only Forbid Only wreless clients with the specified MAC addreasnot
connect to this wireless network.

MAC Address Specifieshe MAC address of the client to which the rule applies.

Remark (Optiona) Specifieshe brief description you sefor the corresponding MAC

MAC Filters address.

List . . . . . . . .
Effective Specifieghe wireless network(s) to which the wireless client with this M#£
Network address applies.
Status Specifiesvhetheror notthe rule is enabled.

5.3.2 Configue a MAC filter rule

Stepl 9yl afh CAf{HBREAGEA OKS268R8GRINVISO
Step2 [ 2Y FAKABNBS RRNBE & SN Y2 RSP eT 2081 SO0 & y{A{ IFRIR NS & X
CAfRINRBIgy fAald YSydzo

MAC Filters @
MAC Filters:
SSID MAC Address Filter
! i
Test-W15E 1 Only Allow H
H i
H 1
I 1
! i
1
OA-W15E 1 Disable :
H i
1 1
1 1
1 1
1 1
Finance-W15E : Only Forbid |
1 1
1

Step3 ! RR &zt S
1. ClickAdd.
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Add X

MAC Address Remark Effective Network Operation

Al + || —

Enter theMAC Addressf a client to which a rule applies tthen enter the Remarkof the
client, and selecthe wireless networkrom the dropdown listmenuof the Effective
Network.

ClickSave The rule appears on thelAC Filter List

MAC Filters List

+ Add I Delete
MAC Address Remark Effective Network Status Operation
r """"""""""""""""""""""""""""""""""""" I
_ 1
1 534:B1:21:56:62:45 iPh All E
ko SR, SR =
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5.3.3 Example of configuring MAC filters rule

Networking requirement
Ly Sy GSNIRBANS f BRFA N2 dzi SNJ 12 aSad dz2lJ I ySig2N] @
WSl dZANBYSY (Y hywi & | @55 NN2OEKNBYKEE dSR (227 gORyey2NJG |
6t NB OdzNB YSB diih S MITA VilKSNII EGE NI & OB aa o0 yy2i 02yySOi
Solution
¢& a!/ TFAECGSNR TFdzyOldAz2zy OlFy YSSG GKAA NBI dzA NB
O2YLJzi SN 2F (/KRS I EEPNOdZNBY MY TMYM. YC OO
Configuration procedure
Stepl 9yl 6tfS GKS a!/ FAEGSNER TFdzyOlAzyo

1. Navigate toWireless>MAC Filters

2. Toggle orMAC Hters.
3. ClickSave

MAC Filters

MAC Filters:

stepz {SG GKS a!/ | ®MRNB&aa FA{GSNI Y2RS

1. Select a MA@ddressfilter mode for the WiFi networlrocurement which isOnly Allow
in this example.

2. ClickSaveat the bottom of the page

MAC Filters

MAC Filters:

SSID MAC Address Filter
Procurement Only Allow
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step3 ' RR F al!/ FAEGSNI NYzA So
1. Click+Add

MAC Filters List

i+ Add i | @ Delete

MAC Address Remark Effective Network Status

2. On theAdd configuration window, set the following parameters:

(1) SetMAC Addresso CC:3A:61:71:1B:6E
(2) (Optional)SetRemarkto Procurement manager

Operation

(3) SelectProcurementfrom the dropdown list ofEffective Network

(4) ClickSave

Add
MAC Address Remark Effective Network
CC3A:61:71:1B: Procurement m Procureme...
9y R

~

|l RRSR &dz00S &F27T dA2(¢68 @ I S IWNES ¢

MAC Filters List

+ Add T Delete
MAC Address Remark Effective Network Status
CC:3A:61:71:1B:6E Procurement manager Procurement [ @)
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Verification

Only the beforementioned wireless client can connect to the WiFi netwBriacurementwhile
other clients are blocked.
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5.4 Advanced settings

/| £ X ONBH SR YiGSEBY iSNI 6KS LI 3So
| SNB I @2yA DESNEENSSfataR@R y OS Ra d Cém’jmmwél\é)\ G LI26SNE
Y2RSZ OKIFyySt y® OKIyySt ' YRS ARGK
Advanced
2.4 GHz WiFi Network 5 GHz WiFi Network
2.4 GHz WiFi Network: Enable Disable
Transmit Power: 28
Country/Region: United States
Network Mode: 11b/g/n/ax
Channel Bandwidth: 20MHz
Channel: Auto
RSSI Threshold: -95%
Deployment Mode: Coverage-oriented
Air Interface Scheduling: Enable Disable
Short Gl Enable Disable
Client Timeout Interval: 10
Mandatory Rate: All 1 2 5.5 6 9 11 12 18 24 36 48 54
Optional Rate: All 1 2 5.5 6 9 11 12 18 24 36 48 54
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Parameter
2.4 GHz WiFi Network

5 GHz WiFNetwork

Transmit Power

Country/Region

Network Mode

Channel

ChanneBandwidth

RSSI Threshold

+ SN2 Y
RSAONRLIIAZ2Y
Description
Enable or disable the 2.4 GHz wireless network of the router.

Enable or disable the 5 GHz wireless network of the router.

Specifies theransmit pwer of this device.

A higher value leads to wider WiFi coverage. However, decreasing the value pri
increases performance and security of theless network.

Specifieghe country/region that you sefor the router in order to conform tehe
regulations of different countries or regions concernahgnnels.

Specifieghe wireless network modéalso called 802.11 modeadio mode, or
wireless modepf the router.A proper network mode enablesthe client to getthe
maximum transfer rate andompatibility.

Availableoptions for2.4 GHazand 11b, 11g 11b/g, 11b/g/n and 11b/g/n/ax
(default).

Availableoptions for5 GHzband:11a 11ac¢ 11a/n mixed, 11a/n/ac, 11a/n/ac/ax
(default).

Youare recommended to keep the default settings

Foecifies the channel in which the wireless dataasmsmitted and received. The
available channels are determined by the current country/region and wireless bz

Auto: Therouter automatically detects the occupation rate of channels and selec
the appropriate working channel accordingly.

If connection dop, freeze or slow internet occurs frequently when you are using
WiFi network, you can try changing the working channel. You can check the chz
with low occupation rate and little interference using software tools (such as Wit
analyzer).

Secifies the bandwidth of the working channel. A high channel bandwidth mear
higher transmission rate, but the penetration capability is reduced and the
transmission distance is shortened.

. 20MHz Therouter uses the 20MHz channel bandwidth.
. 40MHz Therouter uses the 40MHz channel bandwidth.

. 20MHz/40MHz This channel bandwidth is available only for the 2.4 GHz. The
router automatically adjusts the channel bandwidth to 20MHz or 40MHz basec
the surrounding environment.

. 80MHz This channel bandwidth is available only for the 5 GHzrdtter uses the
80MHz channel bandwidth.

. 160MHz This channel bandwidth is availableyfdr the 5 GHz. Th®uter uses
the 160MHz channel bandwidth.

Specifieghe minimum wireless client signal strength acceptable to the router. A
mobile client with signal strength lower than this threshold cannot connect to the
router. Youcan set this parameter to ensure that mobile clients connecbtder
with strong signal strength.
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Parameter

Deployment Mode

Prioritize 5 GHz

Prioritize5 GHz
Threshold

Air Interface Scheduling

Short Gl

APSD

Client Timeout Interval

Mandatory Rate

Optional Rate

+ SN2 Y
Description

Specifieghe deployment mode of the router. This parameter is valid only for 2.4
GHz networks. Set this parameter based ondpplication scenario. The options
include:

. Coverageoriented: Applesto scenarios with large area, multiple walls,
decentralized users and less than 10 SSIBeiambient environment.

. Capacityoriented: Applesto scenarios with intensive users, openddarge areas,
and more than 25 SSIDs in ambient environment.

Specifieghat a wireless client uses the 5 GHz SSID first to connect to the device
the wireless client supports both 5 GHz and 2.4 GHz networks and the networks
the same SSID and password.

WhenPrioritize 5 GHzs enabledjf the client signal strength received by the route
in 5 GHz is larger than thieresholdvalue, the router allows the client to connect tc
the 5 GHz for priority; if it is smaller than the value, the router only allows the cli
to connectto the 2.4 GHz.

The default value i80dBm.Youare recommended to keep the default settings.

Specifiesvhether to enable the air interface scheduling function.

This function allows all clients to transmit data for the same dona If a client
transmits data at a low speed and does not finish data transmission within the
duration, it can continue transmitting data only in its next data transmission
duration. This prevents some slow clients from occupying excessive airtime
resouces, so as to improve the overall AP efficiency and effectively ensure AP
connections for a larger number of clients and greater throughputs.

Short guard interval for preventing data block interference.

Propagation delays may occur on the reeeiside due to factors such as multipath
wireless signal transmission. If a data block is transmitted at an overly high spe¢
may interfere with the previous data block. The short Gl helps prevent such
interference. Enabling the short Gl can yield &linprovement in wireless data
throughput.

Specifiesvhether to enable the Automatic Power Save Delivery (APSD) mode.

APSD is a WMM power saving protocol created byMalliance. Enabling APSD
helps reduce power consumption. By default, tlede is disabled.

Specifieshe maximum period before a WiFi client is disconnected from the route
the client exchanges no data with the router. When data is exchanged within the
period, countdown stops.

Byadjusting the mandatory rate and optional rate, you can limit access from
low-speed clients, thus improving the internet experience of other clients.

. Mandatory Rate It is a group of mandatory rates of theuter. Clients must
support these mandatory rates; otherwise, the clients will fail to access the Wi
network.

. Optional Rate It is a collection of other rates supported by ttwaiter except for
mandatory rates. These optional rates help clients realize cammrewith the
router at a higher rate.
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Parameter

MU-MIMO

OFDMA

WMM

+ SN2 Y
Description

After the function is enabledthe router can communicate with multiple terminals i
the same time, improving network experience.

After the function is enabledmultiple clients cameuse the channel resource,
improving the transmission rate and reducing network latency.

After the function is enabledthe router automatically optimizes the resource
allocation among devices, awakens devices by negotiation, reduces disordered
compdition, increases the sleep time of devices and prolongs the battery life. Fc
some terminals with old drive, incompatibility may occur.

After the function is enabledthe router can process data packets with priority
information. It isrecommended to enable this function.
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5.5 Guest network

[T AR2ONNBHDSdASAE (0 bR ¢RYNRIS NI 6 KS LI IS

7 A

| SNz OFy O2y FA3IdzNBE G K oFaA0 LI NYYSGSNA 27F 3
YSG62N]Z Y2RATE GKS {{L52X YR aSdi GKS 2ACA LJ ;
/| tASyGa O2yySOGSR #¢l @@SaAddBRE NVBuwsRING G O yR 2
O2yYySOGSROGFSIEESNRBAZEA ¢Sttt > | yR NBIIEWNG KISODS & a
GKSNBE GKS LINAYIFNE ySig2N] A& RSLI28SR® ¢KS 3Idz
3dzSad04a YR SyadsaNBa GKS aSOdzNARGe 2F (GKS LINR Y N

Guest Network

Enable Guest Network:

Unify 2.4&5 GHz SSID:

lsolate Client:

SSID: Tenda Guest

WiFi Password:

Encryption Type: None
IP Address: 02.168.168
Subnet Mask:
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Parameter

Guest
Network

Guest
Network IP
Address

Guest
Network
Bandwidth
Limit

Enable Guest

Network

Unify 2.4&5 GH:

SSID

Isolate Client

SSID

WiFi Password

Encryption Type

IP Address

Subnet Mask

Uplink
Bandwidth

Downlink
Bandwidth

Client Limit

Description

Enable or disabléhe guest network

After this function is enabled, the 2.4 GHz guest network and the 5 GH
guest network share the same WiFi network name and password. A
wireless client will be automatically connected to the WiFi network with
the best network quality when connecting to tigeiest network.

With this function enabled, clientsonnectedto the guest network canno
communicate with each otheleading to higher wireless network security

Specifies the weless network name of thguestnetwork.

QTIP

Todifferentiate the main network and the guest networkou are
recommended to set the SSIDs differently.

Specifies the @ssword used for wireless internet connection. You are
recommended to use the combination of digits, letters and special
characterdor higher security

Fecifies theencryption typeof the guest network.

Jecifies the IP addregdefault: 192.168.168.1of the guest network. The
router assigns 192.1688.Xto wireless clients connected to it.

You arerecommendedo keep the default settings.

Specifies thesubnet mask of the guestetwork, which is used to define the
address space of the guest network.

Secify the uplink and downlink rate limgton guest network.

Foecifies the maximum number @fireless devices allowed to connect to
the guest network.
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n Address reservation

6.1 Address reservation

[t ACRRNB &aa whba SHhNWit SIN2ZYKS LI 3So
| SRBe2dz Ol y-ABLISOAX T& RIRNBENME T2 N (KGOt &5&;@@7\ FAERAY
I RRNBadaa ff GKS GAYS® Ly GKAA gl & &adzOK Fdzy O .
oFYRGARGK O2YyiNRBfIZ IYyR LE2NI F2NBIFINRAYy3I gAft Y3
CKAE F dzy(')ij R2ANVe BSlY15 snaK §S TM&MJMB dA B NSKB AN IR B NI K ¢
adzLIL2NLia GKS F2fft2¢6Ay3a (62 | RRNBaa NBASNBDI GA 2,
i vdzZA O]l ! RRNB¥a K #6822 ONPI OKS Pl GIKISSWMiyaF 2 Naridk i m:
I RRSEN2Y (GKS 51 /NP BNWRNING & SNBENILO{ & RRINE
2dzd (i WEAONBYI GKAE ¢glex GKS 51/t &SNBISNI &
GKS FTAESR OftASyd +tt GKS GAYSO
i alydzZ £ ! RRNBEAdzwSIAE NDI yaazletyt & NBaSNXS | RR
51/t &SNWSNI I &aar3dy FAESR Lt | RRNBaa F2NJ
Address Reservation @
Quick Address Reservation
Reserve Q,
Host Name IP Address MAC Address Reservation Status
LAPTOP-LNSBROQH 192.168.3.143 00:2B:67:2C:20:10 Reserve
Manual Address Reservation
+  Add [ Delete Q
Host Name IP Address MAC Address Status Operation
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6.2 Configure address reservation

LT 22dz 4 yIHiRRING & & aTAIN0 Qft 5 &y2i & KISt NESHIRE NQ Zy yASi0 A
0KIFG @2 dA OS2 103 dzNFR R NB &2 Rwif HB530NID Hi KASIEKEBIS ¥ dzIOR v F A
| RRNBaa wlaBNhDSd A2y

6.2.1 Quick address reservation

Reserve IP address for omméient

Stepl bl GAIrBRBNB2a WEVAOANI (ARRNS ®3 wSaSNDI A2y
step2 { StPKOHI A8ydd 6 yi (G2 NBASNPYE WEADRWI O Lt | RR
Address Reservation @

Reserve Q,

Host Name IP Address MAC Address & Reservation Status
o= 1
LAPTOP-LNSBROQH 192.168.3.143 00:2B:67:2C:20:10 I Reserve :
Lo
9y R

Afterthe IP address is reserved successfully, you can check the added theeAddress
Reservation>Manual Address Reservatiomodule The rule will take effect the next time when
the client requests foan P address.

Add Tl Delete Q
Host Name IP Address MAC Address Status Operation

[ e EEEEEEmEmEm=— (]

1 1

i LAPTOP-LNSBRO... 192.168.3.143 00:2B:67:2C:20:10 Z 17|

1 1
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Reserve |IP addresses for multiple clients

Stepl bl @A IrRBNB 22
step2 { SRS A LI Se DHazA Sy i &

wSa NS

Address Reservation

Quick Address Reservation

Reserve

Host Name

LAPTOP:LNSBROQH
vivo-X6ft-Pro

vivo-X68t-Pro

9y R

IP Address

192.168.3.143

192.168.3.158

192.168.3.72

whVES\NI |

MAC Address

00:2B:67:2C:20:10

8C:67:94:C1:93:7E

86:53:DB:B6:9C:6B

& wWSaSNDI A2y
NI R OABLDASONIL t

Reservation Status

Reserve

Reserve

Reserve

O]

After the IP addresssarereserved successfully, you can check the added rules iAddeess

Reservatior> Manual Address Reservatiomodule. The rules will take effect the next time when

the client requests for an IP address.

Manual Address Reservation

+  Add T Delete

Host Name IP Address

LAPTOP-LNSBRO... 192.168.3.143

192.168.3.158

vivo-X60t-Pro

vivo-X60t-Pro 192.168.3.72

MAC Address

00:2B:67:2C:20:10

8C:67:94:C1:93:7E

86:53:DB:B6:9C:6B
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6.2.2 Manual address reservation

Stepl bl GAIrBRBNB2a whadSNBRRNBFa WSASNDI GA2Y
Step2 [ f HOR®

Manual Address Reservation

1+ Add i @ Delete Q

Host Name IP Address MAC Address Status Operation

Step3 9Y G SNI (I KBERINEG 43 RIRYWEBIYAONJLIG X2 ¥V VBRI @SA O
QTIP

Click + toadd arule and click- to delete an unsaved rule.

Add X

IP Address MAC Address Remark Operation

_|__

-9 VYR
' FOSNI 0 KSBMB&8 SNRBREaAdz200SaaFdzZ f ex eR2RRNEB&a OKSO
wSaSNJgavuy(ezyt | RRNB X2 RdBS SONBIKSA Ny S gAf € GF 1S
G0KS Of ASyild NBljdzSadga F2NIFy Lt FRRNBaao
Manual Address Reservation
+  Add W Delete Q.

Host Name IP Address MAC Address Status Operation

LAPTOP-LNSBRO... 192.168.3.143 00:2B:67:2C:20:10 @ Z W
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Bandwidth control

7.1 Overview

| t AOYROARGK2/ BYuURBRI §KS LI IS
| S N#&enetworkadministrator can control the rate of users, so the limited bandwidth can be
properly distributed.

Bandwidth Control

WAN Broadband

@

For better internet experience, please enter the bandwidth provided by your ISP.

WANT:

Control Mode

Control Mode:

A

Upload Rate:

No Limit

1000 Download Rate: 1000

t F N} YSGSNI RSAONRLIGAZ2Y

t laiMéter

21 b
N2 & Ry R

I 2y (NPt

LI 2F R w
Download Rate

b2 [AYAi

al ydz t

| dzii 2

[ AYRG DN

5SaO0ONRLIIA2Y
Enter the bandwidth providegby your ISP for better internet experience

No limitations are set on the upload/download rate of LAN users.

¢KS ySig2N] FRYAYA& IO YURANEARH/SESS
YFEAYdzY dzLJ 2F RkR2gyft2FR NIGS T2
dzLX 2 Rk R2gyf 2R N}X S F2NJ I ff (K

¢CKS YlydzZf O2yGNRf Y2RS Aa Y2NB
INRdzL) O2yiNRE Y2RSO®

The system, based on the WAN upload/download rate set on the
Bandwidth Controlpage, evenly distributes bandwidth to LAN users.

¢CKS ySiag2N]

FRYAYAGQGM i 2QZy BA &S
NHzf S& F2NJ RATT

SNBy (i 3INRdzLIA ®
CKS ySGg2N] FTRYAYAAGNr 02N O2y i N
dzLX 2 Rk R2gyf 2F R N}YdS F2NJ dza SN&
GAYS 3INRdAzL)E YR faz23x aS0Oariégso
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7.2 Manual

l dadzYS GKFG @2dz ¢6lyid G2 aSLI NI GSF2NEGHY V&SI SR
[2YFATdzNI GA2Y LINEP OSRdAzNB

Stepl /[ AGIYRGARGE® / 2y GNRT

step2 {SH2yiNRGAaLYRE

step3 { StHYOIA Yy S 2NFAFA O\S/AS &5 SNBNjQISENS R @

stepa { SULIX 2+ Rk52 ¢ fFR2ANRB BEOBKHR | @SA O

ontrol Mode

Control Mode: Manual

Online Devices  Offline Devices LA O RETEE) Q
Total Upload D load
Host Name ota proa ) own (_)a Upload Limit Download Limit
Download Bandwidth Bandwidth
v . . .
@ 36.5MB OKB/s 0KB/s No Limit No Limit
No Limit
2 2
= 0KB OKB/< OKB/s JeKE/s lo Limit
64KB/s
s 128KB/s
o OKB OKB/s 0KB/s imi
/ g Manual (Unit: KB/s) fo Limit

t I N YSGSNI RSAONRLIGIAZ2Y

Parameter Description
Host Name Specifieghe name of client connected to the router
Total Download Specifieghe total download traffic utilized by each client.

_ _ Onlyavailablefor offline devices.
Offline Time _ . S
Indicatesthe time when the client is disconnected.
Upload Bandwidth  |ngjcates the reatime upload/download bandwidth of each client.
Upload Limit

Specifiestte maximumupload/download rate youet for each client.
Download Limit
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Of ASYK& PR yb

[2YFATdzNF GA2Yy LINR OSRdzNB

stepl /f AQGIYROARIE® [/ 2y (NPT

step2 {SH2yiNRfiahag@tft

Step3 { SEBYOIIA Yy S 2NIFAFAM ONS/aS 55 NBMQUISENERRY i A Y S3 S dy0S a
SEIFYLX So

Step 4 ClickLimit All.

Control Mode

Control Mode: Manual

Online Devices  Offline Devices LmitAl < Refresh Q
Total Upload Download L .
Host N Upload Limit D load Limit
ost ame Download Bandwidth Bandwidth R ownioad Lim!
Zz
@ 36.5MB OKB/s 0KB/s No Limit No Limit
No Limit
Z 3
= OKB OKB/s OKB/s KB/ lo Limit
64KB/s
P 128KB/s
- OKB OKB/s 0KB/s imi
2.4G / / Manual (Unit: KB/s) fo Limit

Step 5 Set the maximunploadRateand Downloadrate for all the onlineand offline clients in
the LAN, and clicRave

Limit All X

Limit Bandwidth of All Online Devices To:

Upload Rate:

Download Rate:

9 YR
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/.3 Auto

¢ KA & dtabRt& bandwidth evenly to the online clients connedtto the router.
[2YFATdzNT GA2Yy LINE OSRdzNB
stepl /f AGIYROARIE® [/ 2y (NPT

step2 { S04} 11115?[- RyBRRGF WIS GKS GFNBSG 2! b LER2NI of
LINE OARSR 0¢é e2dzNJ L{to®
step3 { S22 Y GNP G 2 dBDRS
Step 4 ClickSaveat the bottom of the page
Bandwidth Control @

WAN Broadband

For better internet experience, please enter the bandwidth provided by your ISP.

WANT: Upload Rate: 1000 Download Rate: 1000
ontrol Mode
Control Mode: Auto
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7.4 Limit by group

¢ KNRdzZZK GKS fAYAG o0& 3ANRdAzL) FTdalOfi ARRNER 224 DI i |
fASytda Ay Fy Lt 3INRdzZ) G2 dzaS Ay | LISNA2R 2F

¢t2 OAKSONFROARIK oF &SR 2y 3 NB& HbUa X3 Ne22ddiz) yIF S/SRD @iA2Y O 23
VI @A AIAAYIIS NI 2a By + A8 MBS ¢ziik @A YS D NE dzLJ

stepl /| T AODYROARGE® / 2y GNRT
step2z { SR2YyiNRGRAYRE @& DNER dzLJ
step3 [ £ bOW®R

Control Mode

Control Mode: Limit By Group

fr=====s i

||+ Add |l | @ Delete

| ]

IP Group Time Group geosnscigrr]rsent Mode gg\%ﬂdth anr“'\éﬂ?jﬁ Status Operation
Step4d | 2y FAIdzNBE LI INRRASYIRS2NGS IR KX A O
Add X

IP Group: Test
Time Group: Every Day

Concurrent Sessions:

Upload Rate:

Download Rate:

9y R
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.2dz Oy OKSO]l GKS FRRSR NdMzZ S 2y GKS LI} 3So
1itro ode
Control Mode: Limit By Group
+ Add [T Delete
IP Group Time Group gg‘;\scigrr]rsent Mode gfrlmcc)liﬂdth gaor?crlr:nlfi)c?a Status Operation
Test Every Day 600 Dedicated  128.0KB/s 128.0KB/s Z W
t F NF YSGSNI RSAONRLIGAZ2Y
Parameter Description
{LISOAFTASE GKS Lt 3ANRdzZI 2 0SS dzASRI GKA
Lt DNRdzL.F RRNBaaSaod Lt 3INRdAzL) &K 2 dzZCR fdi$ NO 2 yHi/A HREN
DNE dzLJ ¢ A Y5 IS M2 dzLJ
{LISOAFASE GKS GAYS 3INP2dzLR Sia2A JoyS (d2a SIRCS ¢
¢CAYS DNR NMHzE S® ¢AYS INRdzL) 4K2dzZ RCA S (18AY B IBF UzNER S
DNER dzLJXK ¢ A YIB IB M2 dzLJ
< ~ {LSOATASE GKS YIFEAYdzY ydzvoSNI 2F¥ O2yy SO
g égggzg“‘}"g N}y3S OFy dadeo !ytsSaa 22dz KF@S Fys ALIS

LI NJ Y Scin ®NJ § 2

{LISOAFASE GKS Y2RS 2F oO0FYyRgGARUGK O2y{iNR

. Dedcated: Specifies that every client within the specified IP address range uses the

I 2y NE upload/download rate. Under this mode, every client obtains the same bandwidth.

. Shared Specifies that all clients within the specified IP address range use the set
upload/download rate together. Under this mode, every client may obtain different
bandwidths.

L 2F R w A

{LISOAFASAE (GKS YIFEAYdzY dzLJf 21 Rk R2gyf 2R
526yt 2R
{ G 4dza {LISOAFASE GKS aidliddza 2F GKS NRijIm NBRdp (

{LISOAFASE G(GKS 2LISN)IGA2ya &2dz OFy LISNF2!

hIJSN} Gag £Y 1EA01 AlG G2 SRAG G(KS NYzZ So

Y /fEAO01 AG G2 RStESGS GKS NYzZ So
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7.5 Example ofconfiguringlimit by group rules

Networking requirement
'y SYGSNIINRARAEAS dzaS&a diiK$ FONBREY H NKEI SNIGIENLANS &
NBIljdzZA NBYSyiday
5dzZNAYy 3 o6dzaAySaa K2dz2NE CINRYOUNBYS vy A BHEERSNGEEE 6Qd(
I RRSENE ¥ IAYy3IT FNRY MPpHPMcy PndH (G2 MPpHPMCcy ®PndPHp A
O YRGFRMKa®dlLJAd C2NJ 20KSNJ Of ASyda Ay GKS [!bX

Group name IP range Effective time ::J;;%Ie\:\(/ji dth l?;r\:\g\]/:/?;?w
Procurement 192.168.02~250 08:00~18:000n weekdag 1 Mbps 1 Mbps
Solution

o 2dz O y[ Adx»AS(H (.885 yIRNPARLI K O 2 y (I RIEG SWNAzy( @G AYSyS (12 T K i
Assume that the concurrent sessions of each client is 600.

Configurationprocedure
Step Task Description
L Set a time group {8 GKS A YGSAINRMILA IBWI TSNS gfziidk ¢ A Y

LI 3So

{Si GKS Lt I REGNBAESNBAIABYAIDB NE ¢S

2 { Syt INRdzLJ D NP dILE S ¢

OLYROARUK LS AvA G mut § N2IHLE KISRY KNESLS o

{ S
NXzt S
stepl {SG F GAYS 3INEPdzLI®

1. Navigate tarilter Management> IP Group Time Group

2. Set the time groughown in the following figure.

IP Group/Time Group @

e Group Settings

{ Add [ Delete

Group Name Date Time Operation

Every Day Mon., Tues.,Wed., Thur,Fri.Sat. Sun. 00:00~00:00
5 |
1 1
i BusinessHour Mon., Tues.Wed., Thur,,Fri 08:00~18:00 Z W |
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Step2 { SOyt

3 N2 dzLJo

1. Navigate tarilter Management> IP Group Time Group

2. Set the IP group shown in tliellowing figure.

IP Group Settings

+ Add

IP Group

W Delete

Whole IP Segment

step3 { S@FYROARGK O2yiNPRC(
1. On theBandwidth Controlpage, séControl Modeto Limit By Group

IP Range

0.0.0.0~255.255.255.255

NXzf S o

2. ClickSaveat the bottom of the page

Control Mode

Control Mode: Limit By Group
(== T T T
+ Add I Delete
IP Group Time Group
3. dick+Add
Control Mode
Control Mode: Limit By Group
| e — 1
1
: + Add 1| | @ Delete
[Teppp— 1
IP Group Time Group

Concurrent Upload Download

Sessions Mode Bandwidth  Bancwidth
No data

Concurrent Upload Download

Sessions e Bandwidth  Bandwidth
No data
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4. Configure parameters in thedd window, and cliclSave
(1) SelectProcurementfor IP Group
(2) SelectBusinessHoufor Time Group
(3) SetConcurrent Sessionsf each cliento 600in this example.
(4) SetControl Modeto Dedicated
(5) Set the maximum upload/download rate of cliemtsboth 128 KB/sin this example.

Add X
IP Group: Procurement
Time Group: BusinessHour
Concurrent Sessions: 600
Control Mode: Dedicated Shared
Upload Rate: 128
Download Rate: ‘ 128|

-9 y R
Verification

5dzNR Yy 3 0 dzF N §avia 2 K@ayNBnSE | BH OK O2YLJzi SNI 6A G K |y
TNREY MpH@maypdpindy ¢A® 200B R DA R | YR R2y{® R 0
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8.1 Captive portal

8.1.1 Overview

. & RSTI dANPHAISNOEGNY EOE SR (2 GKS AYyiSNySiz GKS
I FGSNI GKS / FLIAGS t2NI tSHAy OKS 2y dzZzARS Py Ak O SR
LI ad GKS dziKSYdAOF 1085 aaSTF2NE JFLAYAy3I AyiSNYy:
/]t AONKSY (B OLIADE 2t SMNHSNI G KS LI IS
Here, you can configuthe authentication page and authentication policy.

Captive Portal @

Captive Portal: &
Authentication Type: Local User Authentic...
Valid Duration: 24 hrs After expiration, user needs to re-authenticate for internet access.

Apply to: Choose

Authentication Page Settings

Logo: Delete
L . Welcome to Tenda

Logo size cannot exceed 30 KB.

Title: Welcome to Tenda User Name
‘ - Password
Background Image: Delete _— —— ———
Aspect ratio: 16:9. Image size cannot exceed Disclaimer
200 KB.
Disclaimer:
Redirect to: © Previous Page

) Specified Page
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Parameter description

Parameter

Captive Portal

Authentication Type

Valid Duration

Apply to

Pemle Shared with

Logo

Title

Background Image

Disclaimer

Redirect To

Description
Enableor disablethe captive portal function othe router.

Specifieghe types of the captive portal.

. WiFi via SMSIt allows a user to access the internet with a verification code sent
SMS when receivinghauthentication web page. To enable this authentication
type, you need to configur8MS Provider Settindirst.

. Local UseAuthentication: It allows a user to access the internet with a usernama
and password on the authentication web page. The username and password st
be added orAuthentication>User Managemenpage

. Email Authettication: It allows a user to access the internet with a verification co
sentthrough emaiwhen receiving aauthentication web pagelo enable this
authentication type, you need to configukemail Server Settindfirst.

. Onekey Authentication: It allows a user to access the internet by clickdognect
when receivingan authentication welpage.

Specifieghe authentication validity period. A user must beaathenticated for
accessing the internet after the period expires.

Wired Network: Specifieghat the authenticationrule will be applied to the devices
connected to the router through theelected ports

WiFiNetwork: Specifieghat the authenticationrule will be applied to the wireless
devices connected to the router through the selected WiFi networks

QTIP

If the user does not select a kind of network, the captive portal authentication is
effective to all networks in the list.

Only available foEmail Authentication
Specifies the number of users allowed to access the internet usaga email
address.

Specifies the logo image of the web authentication p&gjekChangeo change the
logo picture, and clickeleteto delete the uploaded picture.

Specifies the title information of the web authentication paties Welcome to Tenda
by default.

Pecifies the background image of the web authentication p&jiekChangao
change the picture, and cliékeleteto delete the uploaded picture.

Specifies the disclaiménformation on the web authentication page.
Specifieghe website that the client automatically redirects to after passing

authentication

. PreviousPage When the captive portal is passed, the page would redirect to the
previous page the usefisited.For example fiauser is visiting Google search page
before authenticationthe userwill stay onGoogle search pagster passing the
authentication.

. Specified PageSpecifiegthe website redirected to after passing the captive porta
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SMSprovider settings

{a{ LINRPOARSNI Aad (GKS LINPOARSNI gK2 AaadzSa | dziK2]
ydzZYo SN ' i LINB&ASY (I &dzWRIENE gRY Hal | YRR B2 82S 0K y A §
OK22&8AG2Y |1 ¢¢t Lyl SO y/(SKORINI2{ya{ LINE JA RSN&E ®

QT\F’

Youneed to purchase an SMS package in the corresponding SMS provider first, and then configure the
applied interconnection information to thiouter.

SMS Provider Settings X

SMS Provider: Jixintong
User name from your SMS provider:
Password from your SMS provider:

Content;

Parameter description
Parameter Description

User name from

your SMS provider Enter the user namand passworgyou®e applied on the Jixintong

Password from platform.

. your SMS provider
Jixintong

Customize the short message sent to users.
Content Qﬂp

Theverificationcode formatis $3CODE$Svhich cannot be modified.
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Parameter
api_key
api_secret
NEXMO
Content
Encoding
Content

Customize HTTP
Interconnection

SMS Gateway URI

Interface

SMS Error Code

@82dz YIRS |

stepl / f XD ARMDIE ¢

Captive Portal

Captive Portal:

Authentication Type:

Description
Enter theapi_keyyouQe applied on the NEXMO platform.
Enter theapi_secretyouQe applied on the NEXMO platform.

Customize the short message sent to users.

QTIP

Theverificationcode formatis $$CODE$%vhich cannot benodified.

Joecifies thecharacterencoding format. Select thencodingformat
that your SMS provider supports.

Customize the short message sent to users.

QTIP

Theverificationcode formatis $$CODE$$%vhich cannot be modified.

Enter the URL interface address of SMS gateway provided by SM
service provider. In general, SMS service providers provide the fo
of SMS Gateway URL Interface and users need to complete the L
interface address of SMS gateway according to the information
applied for in SMS service providers.

Enter the SMS error code of SMS service provider. After the SMS
platform fails to send an SMS message, it will send the message |
thisrouter. Users can consult the corresponding SMS service pro\
based on relevant information.

For the specific content of the SMS error code, consult the
corresponding SMS service provider.

o~

IFTGSNJafKS N2 OARSRR OIS O vy B8 ¥y Riid®é& OGKBEDI sKSGK
NE O2NNBOGd ¢KS adsSLia INB a T2
Sai
©)
WiFi via SMS

SMS Provider:

Valid Duration:

Apply to:

1
SMS Provider Settings 1 Validity Test :
1

24 hrs

After expiration, user needs to re-authenticate for internet access.

Choose

1



Step2 9y G S N Ki2kySS bl dyYro SKEPOEIH &/ EBGESSAG o&{ G IKE Gl Fy2RNY
Ot ADOPS

Validity Test X

Phone Mumber:

Content:

9y R

2 AL I YRYXFHBRDO2NVY SHOHIXQA@FaaFdAd = GKS yady S ydzYo !
YSAaa0ASBUIHIBDENKFAOF A2y O2RSO

Emailserversettings
¢ KNBE dzl &INDLE Yk &G K Sy (WASQ@ FHHGHIASERY YIS NS NE ad F2f f 2 6 &

Email Server Settings

Email Address:

Email Password:

SMTP Server: SSL
SMTP Server Port: 25

Account for Test:

Parameter description

Parameter Description
Email Address Specifiegshe email accounthat sends email.
Email Password Specifieghe password or authorization codsf the email account.
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Parameter Description

Specifieshe SMTP server addreds.could be an IP address or domain name addres:

QTIP
SMTP Server

The SMTP (Simple Mail Transfer Protocol) server is a mail delivery server. The ad
and port of the SMTP server of each mail service provider are diffdPégrsecheck on

your own

SecureSckets Layer, a security protocol.

SSL It usesdata encryption, identity authentication and message integrity verification
mechanisnto ensure the security of network data transmission.

Specifieshe SMTP service porBy default, itis 25

SMTP Server Port QTIP

If you select SSL, the server port will change. Please contact your email service pri
for the information.

Account for Test )
valid.

Specifieghe emailaccount,which isused totest whether theemailserver settings are

8.1.2 Configure SM&authentication

Stepl bl A It SKAZIHK OLIA DS t 2 NI | §
Step2 9Y I HEBIGADGE t 2NI I €

Step3 /2 Y T A I dzNB

L LA

G0KS F2ff 2 Ay LA KNS YESAIBINREY: AIK SiyK O

1. SetAuthentication Typeto WiFi via SMS

2. ClickSMS Provider Settingghen the configurationwindow appeatrs.

Captive Portal

Captive Portal:
Authentication Type:
r
1
SMS Provider: H
1
Valid Duration:

Apply to:

WiFi via SMS
—— oo
SMS Provider Settings : Validity Test
1
_______________ ]
24 hrs After expiration, user needs to re-authenticate for internet access.

Choose

3. Configure the following parameters related to the SMS provider, and$tick
(1) Select theSMS providefrom which you have purchased an SMS packsigeh as

Jixintong

(2) Enter theUsernameandPasswordfrom your SMS providersuch asfom123and

Tommy456
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(3) Customizehe SMSContentsent to the useby the SMS platforrfor verification

SMS Provider Settings

SMS Provider:

User name from your SMS provider:

Password from your SMS provider:

Content:

X

Jixintong
Tom123
Tommy456

Your verification code is $3CODESS.

4. Setthe Valid Duration such as$ hrs.
5. ClickChoosechoose thenetwork(s) to be appliedand clickSave

Captive Portal

Captive Portal: &
Authentication Type: WiFi via SMS
SMS Provider: SMS Provider Settings
Valid Duration: 8hrs
Apply to: Chipse
&

Validity Test

After expiration, user needs to re-authenticate for internet access.
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Apply to X

Wired Network: & i
LAN2 LAN3 LAN4
WiFi Network: & an

i Tenda 10DCD2 [ Tenda 10DCD3

6. Configurethe authentication page settings
(1) dickChangeand upload the company logo image.
(2) Set the title ofthe captive portapage, such ag/elcome to XX

(3) dickChangeanduploadthe backgroundmageof the captive portapage, such athe
enterprisepromotion photo.

(4) St the disclaimer information of the enterprise, such@pyright © 2022 XX.All
rightsreserved

(5) Select thePrevious Pager enter aSoecified Pageas the page to which the users are
redirected after passing the authentication.

Authentication Page Settings

Logo: ‘ Delete
S Welcome to Tenda

Logo size cannot exceed 30 KB.

Title: Welcome to XX User Name
e Password
Background Image: ‘ Delete . e RS
Aspect ratio: 16:9. Image size cannot exceed Disclaimer
200 KB.
Disclaimer: Copyright © 2022 XX. All rights reserved.
Redirect to: © Previous Page

Specified Page

9 YR
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8.1.3 Qonfigure local user authentication

Stepl bl GA AL S KEZ DK OILIA DS t 2 NI |- €

Step2 9Y I HEBIIADGE t 2NII f

Step3 /2YFATAZNBE GKS F2ff 2 gAyEEE LAKNG YOSAIGINAEYE 21K SiK O
1. SetAuthentication Typeto Local User Authentication
2. Setthe Valid Duration such as8 hrs.
3. ClickChoosgchoose thenetwork(s) to be appliedand clickSave

Captive Portal ®

Captive Portal:

Authentication Type: Local User Authentic...
Valid Duration: 8hrs After expiration, user needs to re-authenticate for internet access.
Apply to: Choose
Apply to X
Wired Network: Al
LANZ LAN3 LAN4
WiFi Network: Al

Tenda_10DCD2 Tenda_10DCD3

4. Configurethe authentication page settings
(1) QickChangeand upload the company logo image.
(2) Set the title ofthe captive portapage, such ag/elcome to XX

(3) QickChangeanduploadthe backgroundmageof the captive portapage, such athe
enterprise promotion photo.
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(4) Set the disclaimer information of the enterprise, such@pyright © 2022 XX.All
rightsreserved

(5) Select thePrevious Pager enter aSoecified Pageas the page to which the users are
redirected after passing the authenticatio

Authentication Page Settings

Logo: ‘ Delete ‘
1 Welcome to Tenda

Logo size cannot exceed 30 KB.

Title: Welcome to XX ‘ User Name

Background Image: ‘ Delete

Password

Aspect ratio: 16:9. Image size cannot exceed Connect Disclaimer
200 KB.

Disclaimer: Copyright © 2022 XX. All rights reserved.

Redirect to: © Previous Page

) Specified Page

Stepda { SO AB8I byYytRISA 2 d2NRBTERNA YA SN | O02dzyida F2NJ

| dzil KSYy ®AOF GA2Y
9y R
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8.1.4 Configure email authentication

Stepl bl OA I dZSKEFIRA OLIADS t 2 NI | €

Step2 9Y I HEBIIAQDE t 2N f

Step3 /2YFATdZNBE GKS F2ff 2 gAyER LAKG YOSAGBINAEYE AK SK O
1. SetAuthentication Typeto Email Authentication.
2. Setthe Valid Duration such as hrs.

3. Setthe People Shard with (the number of users allowed to connect to the internsing
the email at the same timg such as.

4. ClickChoosechoose thenetwork(s) to be appliedand clickSave

Email Authentication @

Captive Portal:

Authentication Type: Email Authentication
Valid Duration: 8hrs After expiration, user needs to re-authenticate for internet access.
Apply to: Choose

People Shared with:

Apply to X
Wired Network: All
LANZ LAN3 LAN4
WiFi Metwork: All
Tenda_10DCD2 Tenda_10DCD3

5. Configurethe email server settings
(1) Enterthe Email Address
(2) Enter thecorresponding=email Password
(3) Enterthe SMTP Serveaddress.
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(4)
(5)

Enter theSMTP Server Partt is recommended to keep the default settings.

Enter theAccount for Tes(a valid email addres$) check whether the email server
is effective.

Email Server Settings

Email Address:

Email Password:

SMTP Server: SsL

SMTP Server Port: 25

Account for Test: est

6. Configurethe authentication page settings

1)

)
(3)
(4)

()

(6)

Set theEmail Contenta Sy (i (i B$COBEEIHhe forinat ofthe email
verification code and cannot be modifigd

dick Changeand upload the company logo image.
St the title ofthe captive portapage, such ag/elcome to XX

dick Changeanduploadthe backgroundmageof the captive portapage, such athe
enterprise promotion photo.

et the disclaimer information of the enterprise, suchGxpyright © 2022 XX.All
rightsreserved

Select thePrevious Pager enter aSecified Pageas the page to which the users are
redirected after passing the authentication.

Authentication Page Settings

Email Content:

Welcome to Tenda

User Name

Logo: Cha Delete

Logo size cannot exceed 30 KB.

Disclaimer
Title: Welcome to XX

Background Image: Delete

Aspect ratio: 16:9. Image size cannot exceed
200 KB.

Disclaimer: Copyright © 2022 XX. All rights reserved

Redirect to: © Previous Page

Specified Page

9 YR
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8.1.5 Configue one-key authentication

Stepl bl GA AL S KEZ DK OILIA DS t 2 NI |- €

Step2 9Y I HEBIIADGE t 2NII f

Step3 /2YFATdZNBE GKS F2ff 29y LAY YBHEGHNES LKIEO
1. SetAuthentication Typeto Onekey Authentication
2. Setthe Valid Duration such as8 hrs.
3. ClickChoosgchoose thenetwork(s) to be appliedand clickSave

Captive Portal @

Captive Portal:

Authentication Type: One-key Authenticati...
Valid Duration: 8hrs After expiration, user needs to re-authenticate for internet access.
Apply to: Choose
Apply to X
Wired Network: Al
LANZ LAN3Z LAN4
WiFi Network: Al

Tenda 10DCD2 Tenda 10DCD3

4. Configurethe authentication page settings
(1) QickChangeand upload the company logo image.
(2) Set the title ofthe captive portapage, such ag/elcome to XX

(3) QickChangeanduploadthe backgroundmageof the captive portapage, such athe
enterprise promotion photo.
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(4) Set the disclaimer information of the enterprise, such@pyright © 2022 XX.All
rightsreserved

(5) Select thePrevious Pager enter aSoecified Pageas the page to which the users are
redirected after passing the authentication.

Authentication Page Settings

Logo: Delete ‘
_ Welcome to Tenda

Logo size cannot exceed 30 KB.

Title: ‘ Welcome to XX ‘ User Name

\ Mt
. Password

Background Image: Delete T
Aspect ratio: 16:9. Image size cannot exceed Connect Disclaimer
200 KB.

"
Disclaimer: Copyright © 2022 XX. All rights reserved
Redirect to: © Previous Page

) Specified Page

—9 YR
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8.2 Usermanagement

8.2.1 Overview

[f MOAI KSY (1B @ISaNAYRIYISYSYy 8y 1SN G§KS LI 3So
| SNB=Z &2dz OKdg SO yyHAYdzNBY/ 1RO Q.2 drya (B 2 INdR( RSEWIRANTI (RAND yA

“ A A

I dzG KSy G A OF G NXY (IAQFZT dzy § RA FARES SadniiizkaSiy G A OF G A2y

®@

User Management

Add
Host Type Host Name/IP/MAC Remark Operation
No data
Add Q
User Name Password Remark Client Status Valid Duration Status Operation

Parameterdescription
Parameter Description

Specifiedy which method you specify an authenticatiblee host.The

Host Type router supports host name, IP address and MAC address.

Specifieghe information of the authenticationfree host

. If you selecHost Name, enter the host name of thauthenticationfree
device. Please fill in theost name o the System Satus page. If the host
Authentication  post Name/ip "2 is modified, modjfthe host name here as well.

free Host IMAC . If you selectP Address enter the IP address of tteuthenticationfree
device You arececommended to bid the IP address for the devioa the
Address Reservatiopage

. If you selecMACAddress enter the MAC address of the
authenticationfree device

Remark Specifieghe description of theauthenticationfree device
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Specifieghe operations you caperform on the rule.

Operaion  “2: Click it to edit the rule.

“* 1 Click it to delete theule.

User Name  Specifieghe user name and passwondf the authenticatioraccount.

After the account authentication functiois enabled uses need to use this
user nameand passwordfor authenticaion on the browser page before
gaining internet access

Password

Remark Specifieghe account description information.

Client Status  Specifieghe status of the accounfbeing used or not).

Valid Specifieghe valid durationof the account. After th&uration expiresusers
Duration camot use this accourfor internet access authentication

Account

Management  Status Specifieghe status of the rule Youcanenable it or disable s needed.

Specifiegshe operations you caperform on the rule.

Operation Z : Click it to edit the rule.

“* 1 Click it to delete the rule.

Used toexport the dataof the configured authenticabn user account to

Export the local computer.

Used toimport the previously exporteduthenticaion user account data to

Import the router.

8.2.2 Adduseraccounts forlocal user authentication

Stepl b I @A FrdaiSK Siyz2i B! G SINU 2ay1 Y B!1AGOYSdaii aloy I 3SY Sy
step2 [ £ bOW®R

- e
5 B
User Name Password Remark Client Status Valid Duration Status Operation
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Step3 /2YFAAdINBE (GKS F2fit2¢K¥3 LI N YSGSNEX FyR Of .

Add X
User Name:
Password:
Remark:
Valid Duration: Always Valid
People Shared with: 1
Concurrent Sessions: 600
Upload Rate: Mo Limit
Download Rate: No Limit

9y R
Parameter description
Parameter Description

People Shared with  Specifieghe number of users allowed tccess the internatisng the sameaccount

Specifieghe maximum number of connections that can be set up on each compult

Concurrent Sessions .
covered by the corresponding rule.

Upload Rate
Specifieghe maximum uploaddownload rateof this account.
Download Rate
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8.3 Examples of configuring authentication
8.3.1 Example ofconfiguring SMS authentation

Networking requirement
ly SYGSNILINS &SI ot wWEEs ABRBJIA VRSHIKKESY 87 8 KRG ©S NP dzi
wSljdZANBYSyGay
i {a{dzitKSy G4 A Ol A 25Y LAfa2 NFSj ZzA NGRS &y y Wi @ NY/ S i
GKS [!'b LENI 2F (GKS NeSIyRING NI /GKHS 6 A NSt S
P YL 28 BIBA RANBOPER VIRE PYO®NR FSAY I | dzKSYy A Ol
T CKS ySGg2N] ARYRNGS IMNRIYR NI dAISESyANWAAD ISIKASS YT 6

Solution

¢KS NBIdANBYSyia Oly 06S | OKAS@OSR (KNRBdJzAK (KS
Assume that:
i ¢6KS al!/ IR
i ¢ Kdga S NJ IyLULYE
i CKS LI Z2GKS

RNBaa 2F 0K SOF S iwmPBuNd Yk Be®yAmyHAYaoUnNg
SASR o0& MWKBABEFARMUDA &3S Ay
NROO2dzy i | LLINGK MERAMGB2WEKSP Sy i SNJ

~

Gonfiguration procedure

Stepl /2y FTABKBSAE | dzKSYGAOlFIGA2y aStGiAay3ao
1. Navigate toAuthentication > Captive Portal
2. EnableCaptive Portal

3. (Qonfigure the following parameters, and cliSlaveat the bottom of the page.
(1) SetAuthentication Typeto WiFi via SMS
(2) ClickSMS Provider Settingghen the configurationwindow appears.

Captive Portal @

Captive Portal:

Authentication Type: WiFi via SMS
o e
1 1
SMS Provider: : SMS Provider Settings : Validity Test
et i
Valid Duration: 24 hrs After expiration, user needs to re-authenticate for internet access.
Apply to: Choose
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(3) Configure the following parameters related to the SMS provider, andS#ck
{STSQR{IKBDPHRARSNKAOK &2dz KI @S LIZNOKLI &S|
WAEAg G2y 13

9y i SNHEGNBYYRFS & #FNBN &2 dzNJ Fsak{A OLENZMMERS NJ
FYR2YYehYycliKAA SEI YLIX So

| dZAG2YAl B2y &SSMila {2 GKS dzaSNJoeé GKS { af
SMS Provider Settings X
SMS Provider: Jixintong
User name from your SMS provider: | Tom123

Password from your SMS provider: Tommy456

Content: You verification code is $$CODE$S

(4) Set the Valid Duration such a8 hrs
(5) ClickChoosechoose thenetwork(s) to be appliedand clickSave

Captive Portal @
Captive Portal: &

Authentication Type: WiFi via SMS

SMS Provider: SMS Provider Settings Validity Test

Valid Duration: 8hrs After expiration, user needs to re-authenticate for internet access.

Apply to: Chgﬁse
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Apply to X

Wired Network: All

LAN2 LAN3 LAN4
WiFi Network: All

Tenda_10DCD2 Tenda 10DCD3

(6) Configurethe authentication pagesettings
[t MOKQE Yy ¥R dzLI 2 R GKS O2YLI ye 232 AYIl3AS
(Sl WKBHEKS O LILA @SS SLIBSFAKe ISP (0 2
1t AMCKI ¥ yaL)X 8 KR O1 3 NE UAHARK S o} LI ASS TLI2ANIKOKE
UKSYy U0 SNLINAAS LINBPY2UAZ2Y LIK2U02

{SG GKS RAAOTIFAYSNI AYyT2NKFLENR@AMETFIOFTKS S
NA INKRIZESINID S R
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The overallconfiguration of SMS authentication is shown as below.

Captive Portal @
Captive Portal: (@

Authentication Type: WiFi via SMS ‘

SMS Provider: SMS Provider Settings ‘ | Validity Test

Valid Duration: 8hrs ‘ After expiration, user needs to re-authenticate for internet access.

Apply to: Choose ‘

Authentication Page Settings

Logo: Delete ‘
S Welcome to XX

Logo size cannot exceed 30 KB.

Title: Welcome to XX ‘ Phone Number
Verification Code Obtain
Background Image: Delete ‘ —_—————————
Aspect ratio: 16:9. Image size cannot exceed Connect Disclaimer
200 KB.
Disclaimer: Copyright © 2022 XX. All rights reserved
Redirect to: _) Previous Page

© Specified Page

http:// www.tendacn.com
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Step2 'RR ¥ dzii K Sy FNBISTH K24 (0 @
1. Navigate toAuthentication>UserManagement

2. Click+Addin the Authentication-free Hostmodule.

User Management

Authentication-free Host

+ Add

Host Type Host Name/IP/MAC Remark

No data

3. Configure the following parameters, then cliSave

(1) SelectMAC Addresgor Host Type

(2) Enter the MAC Addresswhich is44:37:E612:34:56 in this example.

Operation

(3) (Optional)Seta Remarkfor the host,which isNetwork Administrator in this

example.
Add
Host Type: MAC Address
MAC Address: 44:37:E6:12:34:56
Remark: Network Administrator
—9 YR
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IRRSRZOOSH a{FSB t BKS F2ft26Ay3 FAIAdNBO®

User Management @

Authentication-free Host

‘ + Add ‘

Host Type Host Name/IP/MAC Remark Operation

MAC Address 44:37:E6:12:34:56 Network Administrator Z T
Verification

¢CKS ySG62N] FRYAYAAOGANF G2NJ OFy | 6D
G2 LISINF{2 NIWdz KSYGAOLIGA2Y | & F2tt2¢

Step1l {G 1 NI OINP@RERNI JA a A (dKISy & dedXKoSYAIMDF G A2y LI IS |
R

QX 5)3

SN SRSt 2y 3SaA
Y

Step2 Y GSNI I OF f AR LIKDV® AWdzYo SNI |y N
Step3 Y (0 SNISINRSF A OIAYA 21y K S ARy NBOSA PSR

Step4 @ U2 Y ydS O

[ Q @ wifi.vivo.com.cn/generate:- C }

Welcome to XX

Phone Number

Verification Code Obtain

Connect Disclaimer

= R e S

IFGSN) 4dz00Saa T dzb NP deaARE Sy UM d2d AIWA 2y bUtKi S8 v RS R NEB DY

96


http://www.tendacn.com/

8.3.2 Example of configuring local user authentication

Networking requirement
ly SYGiSNIINBaSI@tWwaEsZR] | YR NRSdzf G 8 KNK K SdzNE dZ
wSljdzA NS YSyia
1 [ 205 { dz#& SWIAOT K Adzg/SNI YV I W& INBRj dzANGSERs ZFNRRNI S
gyt G2 100Saa UKS AYUGSNYySd GKNBdAK GKS
¢SYRI ymMPn5/ 5H
i b2 dzLX RE2 RYNNEBYAG Aa aLISOAFASR F2NJ SYLJX 2
T YL 28SSa HNE sRANEQI P SRR ySAY I | dzi KSy i A Ol
i CKS YySG62N] FTRYAYAAOANI G2NI Aa FTNEBIOPNESO I c

Solution
¢KS NBIdZANBYSYyiGa O 2 BS dADKSING @SR @i KREEY0zI2KF  (0KKSS
Assume thathe MAC address of the network administra@®computer ig14:37:E6:12:34:56

Configuration procedure

Stepl /2y FABEKMBI® L t dzizKSHMIG A OF GA2y aStiAy3ao
1. Navigate toAuthentication > Captive Portal
2. EnableCaptive Portal

3. (Qonfigure the following parameters, then clilaveat the bottom of the page.
(1) SetAuthentication Typeto Local User Authentication
(2) Setthe Valid Duration such as hrs.
(3) ClickChoosechoose thenetwork(s) to be appliedand clickSave

Captive Portal @

Captive Portal:

Authentication Type: Local User Authentic..
Valid Duration: 8hrs After expiration, user needs to re-authenticate for internet access
Apply to: Choose
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Apply to X

Wired Network: All

LANZ LAN3 LAN4
WiFi Network: All

Tenda 10DCD2 Tenda 10DCD3

(4) Configurethe authentication page settings

[ MOKQE Yy FR dzL 2 R GKS O2YLI ye 232 AYI3AS
{SG WKBHELKS OF LILA ASS sLIASFOK2 S {2

£ VO Yy ¥821LI A KR O] AINFUHARBKS O LILA @S >1LIZANIFO-KE
OKSYy G SNILINRAS LINPY20GA2Y LK2:G2

{SG GKS RAAOfIAYSNI AYyT2NELRENRAMEB FIOFTKS S
NA INRIZESINID S R

9y (i SNUSHKER =t 6 KFI DEPAEY RAPGYy &2 ¥ SEI YLIX So

98



(KSOSRORYFATAINI ded NI R&RGIKEGYEXOF GA2Y Aa aKz2gy
Captive Portal @
Captive Portal: (@

Authentication Type: ‘ Local User Authentic...
Valid Duration: ‘ 8hrs After expiration, user needs to re-authenticate for internet access.

Apply to:

‘ Choose ‘

Authentication Page Settings

Logo:

Title:

Background Image:

Disclaimer:

Redirect to:

=3

Logo size cannot exceed 30 KB.

‘ Welcome to XX

=y

Aspect ratio: 16:9. Image size cannot exceed
200 KB.

Copyright © 2022 XX. All rights reserved

_) Previous Page

© Specified Page

‘ http:// www.tendacn.com
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step2 'RR £ 20Ff dzaSNJ I@AKSYGAOFGAZ2Y | O02dzyi
1. Navigate toAuthentication > User Management Account Management

2. dick+Add
Acco lanagement
+ Add Q
User Name Password Remark Client Status Valid Duration Status Operation

3. (Qonfigure the following parameters, and cliSkve
(1) { SIIK!ISA S NI IyYitRF S & FANIRG K Sy B A D H20MHKOE | YR @2 YYE@r
(2) 6 h LIG X Dy SYOIFNINI G KS RarSHI®esSse0K | a
3){S&l f AR Zi@&NIslhrE Ol f AR
(4){ S0S2LX S { KI&NBR 6AGK
(5) {, Si/ @ ;K@dzl,\l\]\l@ yﬁjéAﬂ{l-éééféA{\&WtR’,
U2 1SSLI UKS RSTldzE G asSdad

Add X
User Name: Tom123
Password: Tommy456
Remark: Employee
Valid Duration: Always Valid
People Shared with: 10
Concurrent Sessions: 600
Upload Rate: Mo Limit
Download Rate: No Limit

Step3 I'RR ¥ dzll KSy FNBISH K28 G @
1. Navigate toAuthentication>User Management

100



2. Click+Addin the Authentication-free Hostmodule.

User Management @

Authentication-free Host

+ Add

Host Type Host Name/IP/MAC Remark Operation

No data

3. Qonfigure the following parameters, then cli€lave
(1) SelectMAC Addressor Host Type
(2) Enter the MAC Addresswhich is44:37:E612:34:56 in this example.
(3) (Optional)Set a Remarkfor the host,which isNetwork Administrator in this

example.
Add X
Host Type: MAC Address
MAC Address: 44:37:E6:12:34:56
Remark: Metwork Administrator
9y R
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Authentication-free Host

‘ + Add ‘
Host Type Host Name/IP/MAC Remark Operation
MAC Address 44:37:E6:12:34:56 Network Administrator Z 1

Account Management

“f’ Add ‘ User Name/Remark Q|
User Name Password Remark Client Status Valid Duration Status Operation
Tom123 Tommy456 Employee Offline Always Valid a 2 W

Verification

¢(KS ySG62N] FRYAYAAGINI G2N OFy | ODKEN SKISE Ay SSAN
02 LISINF@INDYdzaizK SMIG A OF GA2Yy | a F2ff26aY

Step1l {G 1 NI OINP@RYERNI FA a A (0 ¢KISy & dedKoSyAIMSSD G A2y LI IS |
Step2 9y G SNJ 0 KISa SONINONENDSE & @ 2 NR
Step3 ¢ LWI2Yy WS O

[ Q @ wifi.vivo.com.cn/generate:+ C }

Welcome to XX

User Name

Password H

Connect Disclaimer

5 % AT mad

B w- v

A

IFGSN) adz0O0S aa ¥ dzb NR drarki 8B 2 O I O 102 W56 SRS R RRBG @b O
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8.3.3 Example of configuring email authentication

Networking requirement

ly SYGSNIINBaSIH Gt WwEEsZNR] YR NBSdz/ Bd 8 KUK &K SdzNg dA

wWSlj dzA NBYSy i a
i 9Yl azﬂKsyu)\ 2y )\é,N\BIsz)\NAAFV\j ¥2I\IIJASYLJt2é,S
0 KNRdzZAK (K b LE2NI 2F ¢RFRNB o SKNBANI (K
i b2 dzLX 2R 2NJ R2gyf2FR NIYX&® ftAYALD Aa aLISoO,;
T YL 28SSa | N sRANE QP SNEL ySAY I | dzi KSy G A Ol
i CKS YySG62N] FRYAYAAOANI G2NI Aa FTNEBIOPNESO I

A

Ol
S

— N

1A
!

Solution
¢KS NBIdANBYSYyGa O BYd St OrAKEBYEMKOK WABHK (G € &S NJ
3 & dzvéﬁm !,[E’AKIQ- E“aﬁar)lBaa 2F i rgf:ﬁ yéﬁaj@mduihémﬂmgkmm&m«nm@ﬁm
LI N} YBESHES SYlraf FTRIN2INIY NB

i OYHARRNBAVWXIYF AL 0O2Y

T OYIAfaAM2NRp popT

i {ac¢{tSNESKEIYI A f dB3Y o0d {S{R[0

i { a ¢{tS NIJ SWNJ nt c2pNIi

i 1 O02dzg 8 ZFANXK IYL AT ©02Y

Configuration procedure
Stepl [ 2Y FARKENGF £ dza SNIAISHRAEK S Yy G A OF GA2Y
1. Navigate toAuthentication > Captive Portal
2. EnableCaptive Portal
3. Qonfigure the following parameters
(1) SetAuthentication Typeto Email Authentication.
(2) Setthe Valid Duration such as hrs.

(3) Setthe People Shard with (the number of users allowed to connect to the internet
using the email at the same timeayhich is10in this example

(4) ClickChoosechoose thenetwork(s) to be appliedand clickSave
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Email Authentication

Captive Portal:

Authentication Type: Email Authentication
Valid Duration: Bhrs After expiration, user needs to re-authenticate for internet access.
Apply to: Choose
O
People Shared with: 10

4. Configurethe emailserver settings.

(1)
(2)
®3)
(4)
(5)
(6)

SetEmail Addres$o Tom@gmail.com
SetEmail Passwordo Tom159357
SetSMTP Serveio smtp.gmail.com
TickSSL

SetSMTP Server Poto 465.

Enter another email address Account for Testwhich islisi@gmail.comn this
example

mail Server Settinoe

Email Address: Tom@gmail.com

Email Password:

SMTP Server: smtp.gmail.com S5L
SMTP Server Port: 465
Account for Test: lisi@gmail.com

5. (Qonfigurethe authentication pagesettings

(1)

(@)
3)
(4)
(5)

(6)

Set theEmail Contenti Sy & (i $$SCQEESEIsEhe fortnat ofthe email
verification code and cannot be modifigd

Qick Changeo upload a logo image.
St the Title of the captive portapage, such ag/elcome to XX
Qick Changeo upload a background image.

St the disclaimer information of the enterprissiych aslopyright © 2022 XX.All
rightsreserved

Enter theSpecified Page which isvww.tendacn.comin this example.
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6.

7.

ClickSaveat the bottom of the page.

Authentication Page Settings

Email Content:

Logo:

Title:

Background Image:

Disclaimer:

Redirect to:

Your verification code is $$CODE$$
Welcome to XX

Email Address

Change Delete

Verification Code Obtain

Logo size cannot exceed 30 KB.

Connect Disclaimer
Welcome to XX

Aspect ratio: 16:9. Image size cannot exceed
200 KB.

Copyright © 2022 XX. All rights reserved

_) Previous Page

© Specified Page

http:// www.tendacn.com

ClickTestin the Email Server Settingmodule, you can check whether the configuration of
email server is correct.

Email Server Settings

Email Address:

Email Password:

SMTP Server:

SMTP Server Port:

Account for Test:

Tom@gmail.com

smtp.gmail.com SSL
465
lisi@gmail.com Test

QTIF-‘

LFKS GSa
_ K “]_
- IKS 0]

FILAfAY GNB GKS F2ff2¢6Ay3a azftdziazyay
AT GKS {ac¢t DDINIBAODRRINBSYE 6f SR F2NJ 0KS
IACFO 2(d&ySi A & 24 T SR G

IKFYy3aQ YR o2y aSyi
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Step2 'RR ¥ dzli KSy FNBISG K24 (0 @
1. Navigate toAuthentication>User Management
2. Click+Addin the Authentication-free Hostmodule.

User Management @

Authentication-free Host

+ Add

Host Type Host Name/IP/MAC Remark Operation

No data

3. Configure the following parameters, then cliSave
(1) SelectMAC Addresgor Host Type
(2) Enter the MAC Addresswhich is44:37:E612:34:56 in this example.

(3) (Optional) 8t aRemarkfor the host,which isNetwork Administrator in this

example.
Add X
Host Type: MAC Address
MAC Address: 44:37:E6:12:34:56
Remark: Metwork Administrator
9y R
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User Management @

Authentication-free Host

‘ + Add ‘

Host Type Host Name/IP/MAC Remark Operation

MAC Address 44:37:E6:12:34:56 Network Administrator Z T
Verification

¢GKS ySGg2N] RYAYAAUNI G2N Oy | ODKENM 3KISE Ad/%Sa
(2 LISNFIZWAM KSYGdAOlI GA2Yy & F2ff26ayY

Stepl {G 1 NI OINP@RERNI FA a A ( ¢KISy & daiKoSyAIIASSD G A2y LI IS |
step2 Y GSNI I @FftAR SWoh®AYRRNB&aAA yR GIF LI

Step3 9y (1 S N SINRSF A OIAlYA 20yK S/ SRS At NBOSA

Stepa O LWI2 Yy V@S O

16:40 OND T T ED

[ Q @ wifivivo.com.cn/generate:- C ]

Welcome to XX

Email Address
Verification Code
Connect Disclaimer

7 »." T

B w- v

Vil w2

.’,,. W

. 4{,&“.’_

IFTGSNI adz0O0S aa ¥ dzb NB deaARE S0/ (A d20- A0 YA 12 (Y btk S8 v IS R NB DY
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9.1 Basic settings

9.1.1 Overview

[ AlGa L Yy I ASH.SyalA O §BSG8ySm GKS LJ 3S

ISNBE> @2dz OFy SylofS 2NJRAAIFIOES! FRSNI @ (rRozl SFY
OLQSy daN$ d f dzld 2 ANBA YUSSIRG 20N T A 3 deNIA YA 2 2 &IzND  fA0DKE | 1A
OASGAY3I WBYRBEEBRGAYIG62N] yIYSa o0{{L503 2ACA LI
2 ACA YSUMRRIAE 2 KER ySUse2N)] a2 GKFIG ySFENDBeE 6AN
ALISOWPH YRAWEiHaa Ot ASyida OFry IORywgSRDML G2 | 6AN
¢CKS gANBfSaa O2yFAIdzNY GA2Yy @&2dz O2y FAIdzZNBR K SNJ
GAUKAY GKS [@® b 2F (GKS NRdziSNJI

Wireless @

AP Management:

WiFi Signal Status SSID Frequency Encryption Type WiFi Password More
1 Tenda_10DC 24G&5G WPA2-PSK 12345678 Q)
2 2.4G&56 None @
3 2.4G&56 None @
4 2.4G&56 None @
5 246G None @)
6 246G None @
7 2.4G None S
8 246G None @
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Parameter

WiFi Signal

Status

SSID

Frequency

Encryption Type

WiFi Password

RSAONRLIIAZ2Y
Description

Serial number of thevirelesspolicies
. 1to 4 policies: Used to apply to 1 to 4 wireless networks of APs
. 5 to 8 policies: Used to apply to 5 to 8 wireless networks of APs.

Enable or disablewirelessnetwork policy oft ts€brresponding SSIBy default,
WiFi network policy 1 is enabled and the other policies are disabled.

Used to change the wireless network name.

Select a band used by the wireless policy which will be delivered to APs

. 2.4G:Thewireless policy will be applied to the 2.4 GHz wireless networks of Al
. 5G:The wireless policy will be applied to th&Hz wireless networks of APs

. 2.4G&5G The wireless policy will be appliediioth 2.4 GHz anfl GHz wireless
networks of APs.

QTIP

If a sngle band such as 2.4G (or 5@,selected in policies 1 to 4, the wireless
networks at the other band will be disabled after the policy is delivered to APs.

Specifies the rcryption types of the wireless network.

. None Openwireless network. No password is required when a client connects
the wireless network. To secure the network, this option is not recommended.

. WPAPSKThe wireless network adopts the WIRSK authentication method (AE
encryption rule)lt is featured wih better compatibility than WPAPSK.

. WPA2PSKThe wireless network adopts the WRR3K authentication method
(AES encryption rulelk is featured with higher security level than WPSK.

. WPAPSK/WPAZPSKThe wireless network adoptsoth WPAPSK and WA2-PSK.

. WPA2PSK/WPASAE The wireless network adopts both WRR3K and
WPAS3SAEWiIth Simultaneous Authentication of Equals (SAE) and Protected
Management Frames (PMR)YPA3SABprovides protection against dictionary
attacks and information disclosureg\sng you the trouble to set a complicated
password.Through such mixed encryption mode, the router allows clients that
not support WPAS3 to access the wireless network, ensuring both compatibility
security.

QTIP

WPA3SAHSs an upgraded version of WPRSKIf your wireless client desnot
support WPASSAEpr the actual WiFi experience is bad, it is recommended to se
the encryption type to WPAPSK.

Foecifies the preshared password for WPRSKWPA2PSKor WPA3SAE as well as
the passwordequiredfor connecting to the wireless network.
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Parameter Description

For more settings;lickthe ) icon andnavigat to the configurationpage:

. Isolate Client With this function enabled, clients connected to thireless
network cannot communicate with each othémproving the security of the
wireless network.

. Hide SSIDbwith this function enabled, nearby wireless clients cannot detect the
SSID, and you need manually enter the SSID on the wireless client to access
wireless network.

. Max. UsersMaximum number of wireless clients that can be connected to the
wireless network with the SSID. After the value is reached, this wireless netwc
denies new conndion requestsBy default, it is set td8.

More

9.1.2 Distribute wireless policies to APs

@NOTE

2 KSHFANBE Saa LJzt)\()A FNE RABIINAEOEz# SRKG2 THz/ DGAERYE
dzy & dzLJLURNIASORA S& g A f f éﬁi\tf 0S NBOSAGSR odzi gAfft vy
@ N SEbKERSSA OASEa O2yOSNYyAy3a pD ySié2N] +FNB RAAD
GKSaS LRftAOASa gAftf 0S NBOSAOSR o0dzi gAftt y2a4 Gl
Stepl /K2214t8 F y I ASKH.SyaiA O ¢ SGGAyTa
Step2 /K y{HKSA NBA25/aTaA 3 HzNI ViR P @&A QKS o602d0G2Y 2F (KS
Wireless @
AP Management:
WiFi Signal Status SSID Frequency Encryption Type WiFi Password More
1 Tenda_10DC 2AGRSG WPA2-PSK 12345678 @
2 Tenda AP _1 2AG&SG WPA2-PSK 87654321 @
—9YR
2 AL I YREYSHFAMBE Saa O2y FAITdzNI A2y BAND{ ISEHED LIP € (
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9.2 AP settings

9.2.1 Overview

(@

[ ftA@ Y ASHSY W SGaAFHAaSNI 6KS LI 3So

| SNz OFyYy YIFylF3S ¢SyRI 't a O02MWESAGRIAIRE B2 dzNI
L tRy GEIOKSIAYIAYT S WDRSBEWYA2 VT AT ®NISH RBY | { &
OASGAYIKSEOIFNHAAMB (AR Y

AP Settings @
@ Upgrade C Reset (O Reboot T Delete > Refresh [ Export Data
Online Device(s):1 Q,
AP Model TETarn IP/MAC/Firmware E[encg Transmit  Cha it /L SEiE More
el (s & Version < Power  nnel 3 el .
192.168.0.102 - ,
- e o 24G 18dBm 9 0/48
N12V2 0 W12V 8:3A:35:21:72:88 i .
Wi2va.0 W12v2.0 CB:3A:35:21:73:88 5G 17dBm 157 0/48 @

V2.0.0.2(8326)

t I NF YSGSNI RSAONRLIGAZ2Y

Parameter Description
AP Model Foecifies the model of AP.
Remark Specifies the remark of AP.

Specifies the IP address, MAC address and firmware version of AP.

IP/MAC/Firmware @)
. ¢ TIP
Version
Qick the IP address to visit the web Ul of the AP.
Specifies thévand used by the wireless policy which will be delivered ta APs
. 2.4G:The wireless policy will be applied to the 2.4 GHz wireless networks of A
. 5G:The wireless policy will be applied to tB&Hz wireless networks of APs.
. 2.4G&5G The wireless policy will be appliedioth 2.4 GHz anfl GHz wireless
Frequency networks of APs.

QTIP

If a single bandsuch as 2.4G (or 5@,selected in policies 1 to 4, the wireless
networks at the other band will bdisabled after the policy is delivered to APs.

Specifies theransmit power othe AR

If the specified transmit power exceeds the limit power of an AP, the actual pow

Transmit Power equal to the limit power. For example, if the specified power &atgr than the
maximum power of an AP, the actual power of the AP is the maximum power af
the wireless policy is delivered, and vice versa.

Channel Foecifies the operating channel 8P
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Parameter Description

Fecify the online devices connected to the AP and the maximum devices allow

Online/Limit connect tothe AP.
Satus Foecifies the status of AP.
More Clickthe ¢ iconfor more Advanced Settings
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9.2.2 Upgradethe APs
ElyNOTE

¢2 I[RI2ZAIR f 2a& | Yy R2bR\SIGANBSY 2RASY GKSSE LI2 6 SNJ 20FKS t & |+ y
dzLJAN} RS o

Stepl *AEKEGPGSY RO REWYI22VE R GBS T A NMRI N2 d2NF { @03 ! tC

Step2 [ 23 GRS 2S00 | LI 2RFY R KBl BRA@HEBNIEYSy i p 't { S

step3 { St 8@BvEe2dz 4 yi 1@ A CAFTNKBSRAIL 2y YR T2t 2
AYaiNHzOGA2yad

AP Settings @

& Upgrade Z Reset (O Reboot O Delete < Refresh [= Export Data

& Q

Online Device(s):1

- . Freq .
IP/MAC/Firmware Transmit  Cha . P
AP Model Remark Ve ueyn( gt T Online/Limit Status More
192.168.0.102
24G 18dBm 9 0/48
W12v2.0 W12v2.0 C8:3A:35:21:73:88 e e ey o ©
V2.0.0.3(8326)
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9.2.3 Reset theAPs

Stepl bl AT+ SakKigl3SYSyad p 't {SGaAy3A

~ o~ s

step2 { StBKNSBOE 2 dz 6+ v & ADA wBeEEIT 2lyy R T2t 2 6

AP Settings
@ Upgrade Z Reset (O Reboot W Delete <5 Refresh [= Export Data
Online Device(s):1
AP Model Remark IP/MAC/Firmware Egencl Transmit  Cha Online/Limit Stat
Version y Power nnel Ak

192.168.0.102

e e — 2.4G 18dBm 9 0/48
W12va.0 W12v2.0 C8:3A:35:21:73:88

- 56 17dBm 157 0/48

V2.0.0.3(8326)

9 Y R
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9.2.4 Reéhoot the APs

Stepl bl GAIriSakligr 3ISYSy
step2 { StRKOSEVE 2dz ¢ AR

© B
O NS

't {SGdAy3a

o BRI 2y R F2ff 20

uKS
AP Settings @
@ Upgrade Z Reset O Reboot T Delete 7 Refresh [= Export Data
Online Device(s):1 O\
. ) F ) :
AP Model Remark IP,“I\«1.L{}§;;;|Q:Wa|e ucre}?cé T'F,aorli_'e‘}‘t EI?:‘ Online/Limit Status More
192.168.0.102 .
W12v2.0 W12v2.0 C8:3A:35:21:73:88 2;236 _:?jsm 1; g’[j: @
V2.0.0.2(8326) m /
9y R
ITGSNI NBo220AYy3 24d200Sa D2 A ARSGAYSSRANR VI 826 2
2VtAYS flatia tozdai m G2 w
aul 0dza o
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9.2.5 Deletethe APs
| SNBd&z 6y RSt &GS 2FFtAYyS !t A
Stepl bl g53I¥@ al yIF3ISYSyiad p 't {SGaAy3A

Step2 { ST SRBTFI AyS2dz ¢ RIUSWBO|5 SHESIAI 2V YR T2t 2
AYAaiaNHzOGA2Yya®

AP Settings @
@ Upgrade  Reset (O Reboot T Delete > Refresh [= Export Data
@ Online Device(s):0 Q,
. 3 Freg .
AP Model Remark lpr‘%%{;-'gwwa'e uenc TE&;Q“ Eﬁgl Online/Limit Status More
y
192.168.0.102 o ,
S o haEas oo 24G 18dBm 9 0/48 .
N12V2.0 W2\ T E] ~
W12v2.0 W12v2.0 C8:3A:35:21:73:88 5G 17dBm 157 0/48 Offline @

V2.0.0.3(8326)

9 YR
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9.2.6 Refreshthe page

| SNBZ & 2d2WOFWeSEIK P Se2 1KS 1 GSad

AP Settings
@ Upgrade Z Reset (O Reboot T Delete < Refresh [ Export Data
Online Device(s):0
. § Freq .
IP/MAC/Firmware Transmit Cha - S
AP Model Remark VT ue;}nc TorEr el Online/Limit
192.168.0.102 o ,
2.4G 18dBm 9 0/48
A V20 W12V T ETEIE e
W12va.o W12V2.0 C8:3A:35:21:73:88 5G 17dBm 157 0/48

V2.0.0.3(8326)

9.2.7 Export dat

Status

Offline

! é@ELJg[\JJ& dAkaly AT 22dz ¢l yRYF2NRAAKR YR
LI ISy B0 St RROAEYSdND f 2 OF £  O2 Y LJdzi S N3

Stepl bl @AArHSakigl ASYSyide p 't {SddAy3Ia
step2 / £ A O E LIKND dA K 2lyy R FA2Vf & 2NazGIKAS2 v &

AP Settings
& Upgrade  Reset () Reboot W Delete < Refresh [ Export Data
Online Device(s):0
IP/MAC/Firmware €9 Transmit  Cha S
AP Model Remark R uenc Balien el Online/Limit
y
192.168.0.102 o ,
s oo 24G 18dBm 9 0/48
N12V2.0 W12V, 8:3A:35:21:73: - g
w12v2.0 W12V2.0 C8:3A:35:21:73:88 G 17dBm 157 0/48

V2.0.0.3(8326)

9 Y R
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9.2.8 More settings

ISNBE> €2dz OFy Y2RATe SIOK 't Qa O2yFAIAdzNF GA2Yy >
YR a2 2y o

Stepl bl @AIAr 1 Sakigl ASYSyide p !'t {SddGAy3Ia

Step2 [20F GS FHBKS IStIRYROAOE A O

AP Settings @
@ Upgrade T Reset () Reboot T Delete < Refresh [= Export Data
Online Device(s):0 Q,
i . Freq .
AP Model Remark IP,/M%E{SFIJBr;]'lwam uenc T,gac’)l;g‘r't E::I Online/Limit Status More
y

192.168.0.102
Wwiz2va.o W12v2.0 C8:3A:35:21:73:88
V2.0.0.3(8326)

24G 18dBm 9 0/48
5G 17dBm 157 0/48

Offline @)
&

Step3 a2 RAFE G(GKS 202 KL I tz2NH WEF R KOS AdCRlii2Y 2F GKS
—9 YR
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9.3 Advancedsettings

[t AIQ] al yIF BSRBYYVOSRG2 SEYASNIAGKS LI ISP
| SNz OF i KISFE@F WS R ASTANYHXKSTEINIb®BKS 't a

Advanced Settings @

2.4 GHz Advanced Settings 5 GHz Advanced Settings  Global Settings

Country/Region: China

Network Mode: 11b/g/n/ax

Channel Bandwidth: Auto 20MHz 40MHz
Channel: Auto
Transmit Power: 30
RSSI Threshold: -90
Client Timeout Interval: 5 minutes
Air Interface Scheduling: Enable Disable
Enable Disable

Isolate this network:

2.4 GHadvancedsettings / 5 GHadvancedsettings
t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Country or region where this device is located. You can select the country or re

Country/Region to ensure that this device complies with thecalregulations.
Specifieghe wireless network mode (also called 802.11 mode, radio mode, or
wireless mode) of th&P. A proper network mode enables the clients to get the
maximum transfer rate andompatibility.

Network Mode Availableoptions for2.4 GHdand:11b, 11g 11b/g, 11b/g/n and11b/g/n/ax

(default).

Availableoptions for5 GHzband:11a 1lag 11a/n and1la/n/ac/ax (default).
Specifieghe channebandwidthfor the AP.
. Availableoptions for2.4 GHband: Auto (default),20MHz and40MHz
Channel Bandwidth

Availableoptions for5 GHzband:20MHz 40MHz 80MHz 160MHz and Auto
(default).
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Parameter

Channel

Transmit Power

RSSI Threshold

Client Timeout Interval

Prioritize 5 GHz

Air Interface
Scheduling:

Isolate this network

WMM

APSD

Deployment Mode

Description

Specifesthe channel in which the AP operates.

The available channels are determined by the current country/region and wirele
band.

Specifies theransmitpower of the AR

If the specifiedtransmit power exceeds the limit power of an AP, the actual powt
is equal to the limit power. For example, if the specified power is greater than tl
maximum power of an AP, the actual power of the AP is the maxipmower after
the wireless policy is delivered, and vice versa.

Used to set the minimumeceivedsignal strength threshold of wireless clients
connected to the AP.

After thisfunctionis enabled, wireless clients whosereivedsignal strength is
lower than this threshold cannot connect to the AP.

Anappropriatethreshold ensureghe connection quality of clients

If a wireless client does not exchanggta with the AP in the specified period, the
AP disconnects the client.

Specifieghat a wireless client compliant with dubhnd wireless firstly connects tc
the 5 GHz band of the device if the corresponding wireless network usesihe se
SSID and password for both 2.4 GHz and 5 GHz.

Thisfunctiontakes effect when:

. Theencryptionmode is set to WPRSK, WPARSK, or WRRSK&WPAPSK.
. The SSlDdoesnot contain Chinese characters.
Air interface scheduling allates equal download data transmission time for eacl

client. In this way, higlspeed clients can transmit more data packets and the AP
has a higher throughput and client capacity.

Specifies Wwether to disable communications among the clients connected to
different wirelessnetworksof this device. This function increases wireless netwo
security.

After WMM is enabled, voice and video packets are transmitted with top priority
You are reemmended to enable this function for better transmission of multime:
packets.

Specifiesvhether to enable the Automatic Power Save Delivery (APSD) mode. .
is a WMM power saving protocol created by-WiAlliance.

Enabling APSD helps reduce powsensumption. By default, this mode is disablec
Specifiegshe deployment mode of the router. This parameter is valid only for 2.4
GHmetworks Select a mode thatonforms toyour application scenario
Availableoptions

. Default This option is a balance between Coveragented and
Capacityoriented.

. Coverageoriented: This mode applies to scenarios that the network environm
is complex, users are scattered, and the interference is weak.

. Capacityoriented: This mode applies to scenarios that the area is open and
crowded with users and the interference is strong.
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Glohal settings

t

SNB: &2dz
t Aay3 fl 26 Hd

Advanced Settings

2.4 GHz Advanced Settings
Ethernet Mode:
LED Indicator:

Reboot Schedule:

' N} YS{GSNJ

Parameter

Ethernet Mode

LED Indicator

Reboot Schedule

Oty @AS% FyR 02y TAIdNB

[etN
e
w»
©
[«tN
A
w
=
(@p])
[e=tN

5 GHz Advanced Settings

Standard 10 Mbps Full Duplex
Enable Disable
Disable Reboot Schedule Reboot at Interval

RSAONARLIGAZ2Y
Description

Select the Ethernet mode for th@orts of AP. Available options

. Standard (default): This mode features a high data rate but short transmission
distance.

.10 Mbps Full DuplexThis mode features long transmission distance but low de
rate. If the distance between thé&thernet portof the APand the peer device is
longer than 100 meters, this mode is recommended. In this case, ensure that
peer device adopts auto negotiation mode.

Used to turnon/off the LED indicators GiP. By default, it is enabled.
You can judge the working status of AP through the LED indiator

Select thereboot schedulemodefor the AP. Available options

. Disable(default).
. Reboot ScheduleTheAP reboots at the specified date and time
. Reboot Interval TheAP reboots every interval
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10.1 Overview

¢CKS NRdziSNJ LINPGARSE | ! {. LENI F2NI FAES AKIFNRY
¢KS NRdAzGSNJ Oy Fdzi2Yl u)\OI f fe ARSYILRN&EF iRSRA & LI
0KS AYTF2NXIGA2Yy &adzOK I & éé &i; N 8z &NIDF NI K S

0 KYSF y I 3 S2yS yTA f LIS NNYOESEHAT2RY dzal QBS BRKITNB By (KS
a2N} 3& RSPAOS

10.2 USB sharing

It A1, { KI2ZNIXSYWH SN G KS LI IS0
 TGESNRSOAOS A& LI dZAISR AysS GKS NRBAziSNI gAff | dz

¢  Back USB Sharing @

Basic Settings

Local Access: "W192.168.0.1

Account & Permission

User Name Password Permission
admin | | eeess Read-write
guest || seeas Read-only

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
sdal Specifieghe status and occupation percentage of the USB device.
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Parameter

Eect Safely

Local Access

User Name

Password

Permission

Description
Qick it to safely eject the USB device.

Specifiegshe access address LAN users use to access the USB disk device.

\\192.1680.1: You can type this address into tB&art>Runmenu on your
computer to get local access.

192.1680.1 is the default LAN IP address of the router. If the address is change:
need to type in the new address to get local access.

Specifieghe user namépasswordof the readwrite or the readonly user.

Specifieghe permission of the target user.

. Readwrite: The user can read, add, delete files on the USB devidgy default,
the user name and password are batmin.

. Readonly: The user can only read files on the USB defdgelefault, the user
name and password are bogjuest
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10.3 BExample of configuring USB sharing

10.3.1 Networking requirement

ly Sy G SNLING X SENREIHIFE N KAt R || ySig2N] @
WSl dZANBYS8YAYS aiG2N)r 3S RSOAOS:T QO drif SSKEINIAS &l 21 &1 KIS
ASNIISNIH 9YLI 28S5SSa Oly &SFENDK YR R2gy IR FAL
AYOSNYySGo
13 adivrsl 4y
i WOI-RNRA GS dzaSNJ yI YSKkLI @a62NR FNB 0620GK EELF
i WOI-Ryt & dzZASNI yI YSKkLI adg2NR FNB 020K EE3dzS

10.3.2 Network topology

[ ' b LtY mdpH

DD

w 2 dzi { 6A0

ax
w»
-z

[ ' b |
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10.3.3 Gonfiguration procedure

Stepl tfdz3 GKS Y20AfS ABAMSHS RSOAOS Ayid2 GKS

step2 [ £ AD] { BRI NRARY3

step3 {SG 0 KSENINBS Rdza SNJ vy IEES RNIAIGE B 2INRE & MBzA B NJ
VIYSKkLI aBB2@&RA § R | @SA O

¢ Back USB Sharing @

Basic Settings

sdal: - 30% used

Local Access: \W192.168.0.1

Account & Permission

User Name Password Permission
xxadmin sesssae Read-write
xxguest seessae Read-only
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10.3.4 Verification

¢l 1S AYyR264& mn E@h PRFIPTKIES ¥ S0 NID&NFIINIZ2IFH & Kz
O2YLIzi SNJ aONBSy® ¢KSys (KS F2ft24Aay3a LI BERI LI
Of h @]
Windows Security >
Enter network credentials
Enter your credentials to connect to: 192.168.0.1
User name
Password
D Remember my credentials
The user name or password is incorrect.
oK Cancel
 00Saa (KS FTAEtSa adz00SaatdzZ feéeod
| = | 192.168.0.1
- Home Share View
Cut New item Open HH Select all
. . ) —I W.| Copy path ; x -TJ Easy access ™ i Edit Select none
P|natccleC:LSJ|ck Copy Paste [#] Paste shortcut I\;l;:n-.-‘e Ltzp;.-' Delvete Rename f?lil-.;r Properties History DDInver‘t celection
Clipboard Organize New Open Select
« v 4 =5 Network > 192.168.0.1
5+ Quick access sdaf
o

I Desktop
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11.1 IP group/time group

11.1.1 Overview

[ t E®T GSN) alpyt IBNB¢ziik ¢ 2Y S yD SRIzZIVK S
2 KSy O2yFAIdNAY3I FdzyOilArzya

RRNBaa FTAfOGOSNE Lt

d2dz YSSAAYEAIdNB G KS

: RSTldzt GEYR 0§ YKo SHERBEz0H R RBIR dZd FFNIRK S K S
YR LtOFIN®Rd1LJ6S RSt SGSR 2NJ SRAGSR®

(¢4

IP Group/Time Group

Time Group Settings

+ Add Delete

Group Name Date

Every Day Mon., Tues., Wed., Thur.,Fri.,Sat.,Sun.

IP Group Settings

o

+ Add Delete

IP Group IP Range

Whole IP Segment 0.0.0.0~255.255.255.255

g KA OK

MECA T GSNJI YU vy I

LJ 3So
G618 STFTSOI
-RRN$RaARﬁKuSNIA&£W& mm&mm@

G6NESGINE dzZBINR dzL) |+ YR
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Time

00:00~00:00

@

Operation

Operation

S'-FI dzt



A

t F N} YSGSNI RSAONRLIGAZ2Y

Parameter

Time
Group
Settings

IP  Group
Settings

Group Name

Date

Time

Operation

IP Group

IP Range

Operation

Description
Specifieghe name of the time grouplThe name must banique.
Specifieghe dates included in the time group.

Specifieghe start and end time of the time group0:00~00:00ndicates a whole
day.

Specifieghe operations you caperform on the rule.
Z: Click it to edit the rule.

1 : Click it to delete the rule.
Specifiegshe name of the IP groud@.he name must banique.
Specifieghe start and end IP address of the IP group.

Specifieghe operations you caperform on the rule.
#: Click it to edit the rule.

0l : Click it to delete the rule.
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11.1.2 Add a time group

Stepl bl GAIACHBIE8RI alpyt IBNB ¢ziik GANBSS DNREAAI { SGGA Y3
step2 /f AHQ{R®R

IP Group/Time Group @

Time Group Settings

+ Add [ Delete
Group Name Date Time Operation
Every Day Mon., Tues., Wed.,Thur. Fri.,Sat. Sun. 00:00~00:00

Step3 [/ 2y T A KENGE BRI Ny IBY SRS Yy R2 6 YR | @SA O

Add X

Group Name:

Time: 00 00 ~ | 00 1 00
Date: All 0 custom
Mon. Tues. Wed. Thur.
Fri Sat. Suf.

9y R
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11.1.3 Add an IP group

Stepl bl GAIACHNBCI8RI alpyt IBNB ¢zilk GR FRE MNP bl G Ay 3 a
step2 /f AHQ{R®R

IP Group Settings

+ Add I Delete
IP Group IP Range Operation
Whole IP Segment 0.0.0.0~255.255.255.255

Step3 /[ 2Y T X FEENBE P NY F5Y SO Y R2 6 Y R I @ISA O

Add X

Group Name:

IP Range: ~

9 Y R
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11.2 MAC address filter
11.2.1 Overview
NRdzAK a!/ I BRNS®EYTAE 63K 2N 6f NBUWABNEG SN OA T

GSN) abytr ASYBENBREINY 1SN GKS LI IS
@ RSTFldzZ G GKA&A TFdzyOliA2y A& RA

MAC Address Filter @

MAC Address Filter:

Add Delete
Filter Mode MAC Address Time Group Remark Status Operation
No data
Allow clients with disabled status or clients not on the list to access the internet through this device.

A

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

MAC Address Filter Enableor disablethe MAC address filter function.

Specifieshe MAC address filtenodes

. Whitelist: Specifies that internet access is allowed. In this mode, clients

the specified MAC address can access ittiernet only within the specified
FilterMode time period.

. Blacklist Specifies that internet access is blocked. In this mode, clients witt
specified MAC address cannot access timternet only within the specified
time period.

MAC Address Specifiegthe MAC address of the client to which the rule applies.

The time group used to specify the time period during which the rule tal

Time G effect.
ime Group
Thetime group rule should be configured in advance onRileer

Management>IP Group/Time Groupage.
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Parameter Description

Remark Specifies the remark of the MAC address filter rule.

Status Specifies thg status of the MAC address filter rule. Yolwenableor disable the
rule as required.
Specifies the operations you caarform on the rule.

Operation ij:: Click it to edit the rule.

“' 1 Click it to delete the rule.

Allow clients withdisabled . If this option is selected, clients to which the disabled rules in the list apply

status or clients not on the clients not in the list can both access the internet.

list to access the internet  |f this option is not select clients to which the disabled rules in the list app

through this device. and clients not in the list can neither access the internet.

11.2.2 Configue a MAC address filterule

QT\P

. STF2NBE O2y FAIAdzNAY I | O Y TRK KEBENEBHNES HANRRIKI NYzZA S >

Stepl Y FotS a!/ |RRNB&aa FTAf GSN®
1. Navigate toFilter Management> MAC Address Filter
2. EnableMAC Address Filterand clickSaveat the bottom of the page

MAC Address Filter

MAC Address Filter:

-  Add T Delete
Filter Mode MAC Address Time Group Remark Status
step2 ' RR F al!/ FRRNBF&aa FAfG§SNI NHzZ So
1. Click+Add
MAC Address Filter
MAC Address Filter:
- Add T Delete
Filter Mode MAC Address Time Group Remark Status
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Operation

Operation
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2. Configure the following parameters in th&dd window, and cliciSave

Add X

Filter Mode: o Allow access to the internet

Forbid access to the internet

Time Group: Every Day
MAC Address:

Remark:

-9 YR
11.2.3 Example ofconfiguringa MAC address filterule

Networking requirement

'y Sy (i SNiFBANPINBOGRIBBRNAt R | ySGg2N] @

WS lj dzA NB Y Sy i

5dzNAy3 0dzAAySaa K2 diNID DRISGHENGD Kt 2 SNy Wan |t £ 26 SR
AYGSNYySiho

Solution

¢tKS al!/ | RERNBIASKG TFiAmME B SIYE lipdzA

l 34dzyS a@KAF GFrBRRBB&aa 2F (GKS LIzZNOKIF aSNQa O2YLlzi S

Configuration procedure

S$fl- of SIRRNBAD ! RIRa! /  TNmi

stepl { S0 GAYS 3INEPdzLI®

bl PAICHASHER alpyt IMB B OBR daiR Y S KPNRYdzIA Y (1 K S
F2tft26Ay3 FAIAdNB O
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IP Group/Time Group @

Time Group Settings

+ Add W Delete
Group Name Date Time Operation
Every Day Mon., Tues.,Wed., Thur. Fri..Sat. Sun. 00:00~00:00
e e e e e e e e e e =
1 BusinessHour Mon,, Tues., Wed., Thur. Fri. 8:00~18:00 Z W

Step2 9yl o6tS al!/ | RRNBaa TFTAf GSN®
1. Navigate toFilter Management> MAC Address Filter
2. EnableMAC Address Filterand clickSaveat the bottom of the page.

MAC Address Filter @

MAC Address Filter:

Y

+ Add T Delete

Filter Mode MAC Address Time Group Remark Status Operation
step3 ' RR a!/ | RRNBaa FAfGSNI NHzZ So
1. Qick+Add
MAC Address Filter @

MAC Address Filter:

+ Add T Delete

Filter Mode MAC Address Time Group Remark Status Operation

2. Configure the following parameters, astickSave
(1) SetFilter Modeto Allow access to the internefwhitelist).
(2) Select the targeTime Group which isBusinessHoum this example.

(3) EntertheMAC Addres@ ¥ (1 KS LIIzNOKI & S NOT3A:RQZIVIBEN S NX
this example.

134

(SN



(4) (Optional) Enter &emarkfor the rule, for exampleRurchasell.

Edit X

Filter Mode: Allow access to the internet

Forbid access to the internet

Time Group: BusinessHour
MAC Address: CC:3A:61:71:1B:6E
Remark: Purchaser 1

3. DeselectAllow clients with disabled status or clients not on the list to access the internet
through this device

MAC Address Filter @
MAC Address Filter: (@
+  Add O Delete
Filter Mode MAC Address Time Group Remark Status Operation
Whitelist CC:3A61:71:1B:6E BusinessHour Purchaser 1 & Z 1

4. ClickSaveat the bottom of the page.
9YR

Verification

5dz2NAyYy 3 ny #hng 2] Rygvanzn 2y f & G&B0 KIWAADKL &R RIKE 4
O ®3a

/' /1 YOo! YCMORYWYMOFS GKS AYGSNySiao
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11.3 IPaddressfilter
11.3.1 Overview

¢ KNRPdzZAK LtI | RRMBAGAY FRAEOSMNI 2N 0f NAUA BN S NI OHK T I ¢

Of ASyGao

/| £t €O 6SNJ alpyt BRNESaRS Ny G SN 6§ KS LI 3So
@ RSTFldzZ G GKA&A TFdzyOliA2y Aa RA&lLOf SR

(0]
IP Address Filter @

IP Address Filter:

Add o Delete
Filter Mode IP Group Time Group Remark Status Operation
No data
Allow clients with disabled status or clients not on the list to access the internet through this device.

A

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

IPAddress Filter Enableor disablethe IP address filter function.

Specifieghe IP address filtemodes

. Whitelist: Specifies that internet access is allowed. In this mode, clients

the specified IP address can accessittiernet only within the specified time
Filter Mode period.

. Blacklist Specifies that internet access is blocked. In this mode, clients witt
specified IP address cannot access ititernet only within the specified time
period.

The IP group used to specify the clientvibich the rule applies.

IPGroup The IP group rule should be configured in advance orFilber Management> IP
Group/Time Grouppage.

The timegroupused to specify the time period during which the rule takes

Time G effect.
ime Group
The time group rule should be configured in advance orRitier

Management>IP Group/Time Groupage.
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Parameter Description

Remark Specifies the remark of the IP address filter rule.

Status Specifigs the status of the IP address filter rule. Yowecableor disable the rule
as required.
Specifies the operations you caarform on the rule.

Operation ij:: Click it to edit the rule.

“' 1 Click it to delete the rule.

Allow clients with disabled . If this option is selected, clients to which the disabled rules in the list apply
status or clients not on the clients not in the list can both access the internet.

list to access the internet  |f this option is not selected, cliemto which the disabled rules in the list appl

through this device.

and clients not in the list can neither access the internet.

11.3.2 Configurean IPaddress filterrule

QT\P

. ST2NBE ORyW FIRIR NANA § 3 F A { Qi2S/ND ENRIGNSS 1t NBEISSARKIS S BEANREIA D

stepl Y LF6fS Lt | RRNBaa

FAL GSNID

1. Navigate toFilter Management> IP Address Filter

2. EnablelP Address Filterand clickKsaveat the bottom of the page

IP Address Filter

IP Address Filter:

Add W Delete
Filter Mode IP Group
step2 ! RIRY I'RtRNB & a
1. Click+Add

IP Address Filter

IP Address Filter:

F  Add Delete

O

Filter Mode IP Group

Time Group Remark Status

FTAf G§SNJ NHz S

Time Group Remark Status
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2. Configure the following parameters in th&dd window, and cliciSave

Add X

Filter Mode: o Allow access to the internet

Forbid access to the internet

Time Group: Every Day
IP Group: Whole IP Segment
Remark:

-9 YV R
11.3.3 Example ofconfiguringan IPaddress filterrule

Networking requirement

Ly Sy i SNARBANINRRHBRB At R | ySig2N] @

WS ljdzZA NBYSyYy Gy

S5dZNA Y3 o0dzAAySaa K2 diNFD PRIEr i dal INBNDIRE K ERNI 2 | 00S:2
AYyGiSNySiho

Solution

A A s 4o

' 34adzYS UKRRSBES ( KS 4 @2\ RENASNEISM NN Ccy dn dH (0 2
MGpPHPMcPy dn dmn

Configuration procedure

stepl { SO GAYS 3INE dzLID

bl GAICHNBCI8RI apyt IBNB¢ziik A & S DXNB dAANR dzL) a K2 g
F2ft26Ay3 FTAIAdINB
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IP Group/Time Group ®

Time Group Settings

+ Add T Delete
Group Name Date Time Operation
Every Day Mon., Tues.,Wed., Thur. Fri..Sat. Sun. 00:00~00:00
e e e e e e e e s ==
! BusinessHour Mon, Tues, Wed., Thur.Fri. 08:00~18:00 Z W

step2 { SO Fy Lt 3INPdzLIP

bl GAICABI8R) abyt IBNB¢zik S ¥P$ DNRHANP dzL) a K246y
F2ft26Ay3 FTAIAdINB

IP Group Settings

-+ Add W Delete
IP Group IP Range Operation
Whole IP Segment 0.0.0.0~255.255,255.255
I--------------------------------------------------------------------------------_I
H Purchasers 192.168.0.2~192.168.0.10 Z T

Step3 9Y I 6fS Lt FRRNX&aa FAE GSND
1. Navigate toFilter Management> IP Address Filter
2. BEnablelPAddress Filterand clicksaveat the bottom of the page.

IP Address Filter @

IP Address Filter:

+ Add T Delete

Filter Mode IP Group Time Group Remark Status Operation

Step4 ! RRY N'RtRNB&aa FAf G§SNI NHz So
1. Qick+Add
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IP Address Filter ®

IP Address Filter:

-+ Add W Delete

Filter Mode IP Group Time Group Remark Status Operation

2. Configure the following parameters, actickSave
(1) SetFilter Modeto Allow access to the internefwhitelist).
(2) Select the targeTime Group which isBusinessHoum this example.
(3) Select the targetP Group which isPurchasersn this example.
(4) (Optional) Enter &emarkfor the rule, for exampleRurchases.

Edit X

Filter Mode: Allow access to the internet

Forbid access to the internet

Time Group: BusinessHour
IP Group: Purchasers
Remark: Purchasers

3. DeselectAllow clients with disabled stais or clients not on the list to access the internet
through this device
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IP Address Filter @

IP Address Filter:

+ Add @ Delete
Filter Mode IP Group Time Group Remark Status Operation
Whitelist Purchasers BusinessHour Purchasers Z W

4. ClickSaveat the bottom of the page.
~9YR

Verification

5dzNRA Yy 3 ny #ghng 2| Riyevanzn 2 ¥ @2 Y LigaBSINKdzNIBKa RI|NIS & § 3
MOPHDPMC mdba dmc@IBN dvMO0Saa GKS AYyGSNYySiao
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11.4 Port filter
11.4.1 Overview

¢CKS LINRPG202fa 2F O NA2dza aSNWAOSa +@FAfLoO
O2YY2y ASNIAOS LIR2NI ydzYoSNE NIy3aS FNBY n
CKIS2ZNI FAEGSNI LINBGSyida [!'b dzaASNBE FNRBY I OC
I 00Saa (KS LIRNI ydzyoSNE 2F GKS aSNBAOSao
/ £t EOT 6SNJ alby 2 IS @y iBlySINNI 6 KS LI 3S o
& RSTlLdzZ G (K& Fdzy OUA2y A& RAAlIOf SR
Port Filter @
Port Filter:
Add W Delete
IP Group Time Group Ports Protocols Status Operation
No da
Mote: If rules duplicate or overlap, the first configured one prioritizes
t I NI YRESIESSOWIA LIG A 2 Y
Parameter Description
Port Filter Enableor disablethe port filter function.
Specifies the IP group used to specify the client to which the rule applies.
IP Group The IP group rule should be configured in advance orfiler Management> IP

Group/Time Grouppage.

Specifies the time group used to specify the time period during which the rule

_ effective.
Time Group . ] ) )
The time group rule should b®nfigured in advancen theFilter
Management>IP Group/Time Groupage.
Ports Specifieghe TCP or UDP port number used by the service to be blocked.
Specifieghe protocol used by the service to be blockédl.indicates TCP and
Protocols

UDP.
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Parameter Description

Status ;
required.

Specifies the operations you caarform on the rule.

Operation Z: Click it b edit the rule.

i : Click it to delete the rule.

11.4.2 Configue a port filter rule

QT\P

Specifies the status of the port filter rule. You @arableor disable the rule as

. ST2NB O y2TRET dzNGNyY v/ § & B IEGNE K ASISWRRZLY S HANREIA D

Step1 9y I 0 f SF ALDAINSINID
1. Navigate toFilter Management> Port Filter.

2. Enablethis function, and clicksaveat the bottom of the page

Port Filter
Port Filter:
Add W Delete
IP Group Time Group Ports Protocols Status
step2 ' RR I LIR2NI FAf GSNI NHzZ So
1. Click+Add
Port Filter
Port Filter:
-  Add T Delete
IP Group Time Group Ports Protocols Status

2. Qonfigure the following parameters in th&dd window, and cliciSave
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Add X

IP Group: Whole IP Segment
Time Group: Every Day

Ports:

Protocols: All

-9 Y R
11.4.3 Example ofconfiguringa port filter rule

Networking requirement

'y Sy (i SNiFBANPINBOGRIBBRNA t R | ySGg2N] @

WS1ljdZA NBYSyYy (Y

5dzZNAyYy 3 o0dzaAySaa 2 deNEd pRibyenhS G@NPugaydnynd A& T2 ND
RSLI NIYSYyRSFhH WA T 0RKE ydzYoSNI 2F GKS ¢SolLJ IS o

Solution

K $J2 NE OO WSS & (1 NBE A SN IpdzA

' aadzyS O0KIGO GKS Lt FRRNBaasSa 2dpiedeyf®y | yOS R
MGpH Dy P

Configuration procedure

W B30y IINR YA | oLI2INE ¢

stepl { SO GAYS 3INR dzLID

bl ZAIICAS GERI albyt 3 DWRYZLIK GBS (DB NBSdzLA NE dzL) & K 2
F2tft26Ay3 FAIAdNB D
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IP Group/Time Group ®

Time Group Settings

+ Add T Delete
Group Name Date Time Operation
Every Day Mon., Tues.,Wed., Thur. Fri..Sat. Sun. 00:00~00:00
e e e e e e e e s ==
1 BusinessHour Mon, Tues, Wed., Thur.Fri. 08:00~18:00 Z W

step2 { SO Fy Lt 3INPdzLIP

bl @A IICAS (6N alhy DINPYHAYKIC A WS t NPLdzL) INR dzL) a K 2
F2ft26Ay3 FTAIAdINB

IP Group Settings

+ Add W Delete
IP Group IP Range Operation
Whole IP Segment 0.0.0.0~255.255.255.255
I-''"'-''"'-"'""''""''"-'"''-'"''-'"''-''"'-''"'-""'-"""""""I
H Financier 192.168.0.2~192.168.0.10 4 Er:

Step3 9y Il B WA E G S NI
1. Navigate toFilter Management> Port Filter.
2. BEnablePort Filter, and clickSaveat the bottom of the page.

Port Filter @

Port Filter: (@

+ Add Delete

IP Group Time Group Ports Protocols Status Operation

Step4 | RIR LEMNMG SNI Nz S
1. Qick+Add
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Port Filter @

Port Filter: (@

+ Add W Delete

IP Group Time Group Ports Protocols Status Operation

2. Configure the following parameters, astickSave
(1) Select the targetP Group which isFinancierin this example.
(2) Select the targeTime Group, which isBusinessHoum this example.
(3) Enter the port number used by the webpage browsing service, whigh is
(4) Select the protocol used by the service. You are recommended to retain the default

option All.
Add X
IP Group: Financier
Time Group: BusinessHour
Ports: 80 1| 80
Protocols: All
~9YR
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IRRSR adz00SaafddZdfted {SS GKS F2ft26Ay3 FAIdANB P

Port Filter:
Add T Delete
IP Group Time Group Ports Protocols Status Operation
Financier BusinessHour 80~80 All Z
Note: If rules duplicate or overlap, the first configured one pricritizes
Verification

5d2NRy 3 5y Byh s GSp Rayavanh [ 10K Sy DRAAMISNE A GK Lt
FNREY MdHOMcy &n dH yiy2 (v diN@wcaySe mdwn L) 352 @
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11.5 URLfilter
11.5.1 Overview

A~ 7

OO0SaaAroAtAaGe T [!'Db e
ST2NB @&2dz FRR 6S0 FTAfGSNI NHA Sasz | RR So
[ f EOfald- SNITSH SWCIA (RS Ny 1 SJ GKS LI 3S
& RSTldz G GKA& FdzyOiA2Yy A& RAAlIOfSRO®
URL Filter @
URL Filter:
Add W Delete
Hfd'e IP Group Time Group URL Status Operation
Mo data
URL Management URL Management >

t F NF YSGSNI RSAONRLIGAZ2Y

Parameter

URLFilter

FilterMode

IPGroup

Description
Enableor disablethe URLfilter function.

Specifiegshe URLfilter modes

. Allow access onlylt specifies that internet access is allowed. In this mode,
clients in the IP group can access only the specified website and cannot ac
other websites during the specified time peridauring other time periods, the
clients can access all the website

. Block access oniyt specifies that internet access is blocked. In this mode,
clients in the IP group cannot access only the specified website and can ac
other websites during the specified time peridauring other time periods, the
clients can agess all the websites.

The IP group used to specify the client to which the rule applies.

The IP group rule should be configured in advance orfritter Management> 1P
Group/Time Grouppage.
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Parameter Description

The timegroupused to specify the time period during which the rule takes

. effect.

Time Group ] ] ) ]
The time group rule should be configured in advance orHitier
Management>IP Group/Time Groupage.

URL Fecifies the URL category the rule uses.
The URIategory should be configured in advance.

Status Specifies the status of tHgRLfilter rule. You camnableor disable the rule as
required.
Specifies the operations you caarform on the rule.

Operation ﬁ: Click it to edit the rule.
T Click it tadelete the rule.
Specifiegshe customized URL category.

URL Management Qrie

The device does not have a petdefault URL category.

11.5.2 Qustomizea URILgroup

Stepl 9 6fS 'w[ TFALGSND
1. Navigate tarilter Management- URL Filter
2. EnableURLFilter, and clickSaveat the bottom of the page

URL Filter

URL Filter:
Add W Delete
Flizy IP Grou Time Grou UR Status
Mode Sy STy nh Statids

Step2 | RRO@(I2YAT SR® w[ 3TN dzLJ
1. ClickURL Management

URL Management URL Management >

Y
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2. dickNew.

=

Custom

/ URL Management

3. Qonfigure the following parameters in th&dd window, and cliciSave

Add X
Group Name:

URL:

Remark:

9y R

11.5.3 Gonfigure a URLilter rule

QTIP
. STF2NB O yiTs[A dediy Rz § 8 B ISINS |k AFISWRRKFLY S HANSREIZL D

Stepl bl GAIECHNBCIEEARI alpywBS®EH G SNJI
step2 [ £ bOW®R

] ?
URL Filter @
URL Filter: &
+ Add W Delete
Rilléedre IP Group Time Group URL Status Operation
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Step3 /[2YFATdZNBE GKS F2f {1 2BRAANYIR LA SNI MBS SONBA O\ly (G KS

Add X

Filter Mode: © Allow access only

C' Block access only
IP Group: Whole IP Segment N
Time Group: Every Day N
Remark: Optional
URL: Category Select All Invert

[] Custom

Save ‘ Cancel

9 YR
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11.5.4 Example of configuring URLfilter rule

Networking requirement

L'y Sy G SNiLreBANPNRREBHENWAt R | ySGg2N] @

WSIj dZA NBYSyYydyY

5dzZNAYy 3 o0dzaAySaa 22 deNSD DREyayhyid ViR 4 iy NBNIRX &y @ € 2 5 ¢
I 00Saa a2OQIBOSHBRALII YR ¢dzYof NI

Solution

¢CKS wiAOIESS 0 § KRB SHYEB lipdzA
I & adzy 3 KIBK I £l RR NiKSBa RERIBIYNIYES ¥ ( O 2 WIIGFESNEF N2 Y
MOPHDPMCYy Pn O ®2 MpPHDPMcy dn

Configuration procedure

P S a4

stepl { S0 GAYS 3INEPdzLI®

bl OAICHACSI8R) alpyDEB WS 6 A S DNRWAI INR dzL) 4 K2 &
F2ff26Ay3 FTAIAdINB

IP Group/Time Group @

Time Group Settings

+ Add 1 Delete
Group Name Date Time Operation
Every Day Mon.,, Tues.,Wed., Thur.,Fri.Sat.,Sun. 00:00~00:00
[ e e e e e e e e e e e e e =
! BusinessHour Mon., Tues.,Wed., Thur. Fri. 08:00~18:00 2 W
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step2z {SG 'y Lt 3NERdzLIP

bl OAICABIER) apyt IBNB¢zik 3 ¥ DNR HANP dzL) a K246 Y
F2tft26Ay3 FAIAdNB O

IP Group Settings

+ Add T Delete

IP Group IP Range Operation

Whole IP Segment 0.0.0.0~255.255.255.255

Step3 9Y I pwWwBA Lt G SND
1. Navigate toFilter Management> URLFilter.
2. EnableURLFilter, and clickKSaveat the bottom of the page.

URL Filter ®

URL Filter:

U

+ Add W Delete

IE\,!.‘Ilg:%re IP Group Time Group URL Status Operation

Step4 | RRO&@GI2YAT SR ' w[ 3INER dzLJd

1. ClickURL Management

URL Management URL Management »

U

2. dickNew.

=

Custom

/ URL Management
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3. Qonfigure the following parameters in th&dd window, and cliciSave
(1) Enterthe Group Name which isSocialMedian this example.

(2) Enter the keywords of the domain name of the website to be blocked, vdrieh
facebook;tumblrin this example.

(3) Enter aRemarkfor the URL group, for exampl8pcialMedia

Add X
Group Name: SocialMedia
URL: facebook;tumblr
Remark: SocialMedia

step5 ' RR I !w[ FAfGSNI NUzE S
1. dick+Add
URL Filter @
URL Filter:
+ Add T Delete
ey
mé%re IP Group Time Group URL Status Operation

2. Configure the following parameters, astickSave
(1) SetFilter Mode to Blockaccess only
(2) Select the targetP Group, which isDesignesin this example.
(3) Select the targeTime Group which isBusinessHoum this example.

(4) (Optional) Enter a Remarkfor the URL filter rule. You can also choose to leave it
blank.

(5) Selecthe target URL, which BocialMedian this example.
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Add

Filter Mode:

IP Group:

Time Group:

Remark:

URL:

O Allow access only

o Block access only

Designers N

BusinessHour ~

SocialMedia

Category Select All Invert
Custom SocialMedia

Save

Cancel
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IRRSR adz00SaafddZdfted {SS GKS F2ft26Ay3 FAIdANB P

URL Filter:
Add W Delete
ll‘:\-l’lléedle IP Group Time Group URL Status Operation
Blacklist Designers BusinessHour SocialMedia Z T
Verification

5dzNRA Yy 3 ny #gh ng ISVRIVESIna | oRARIKABKSBA VLI FTNBY MPHDPMC
MpPHDPMcy dPndmn OF VIVWRIlzYloO QS aa CF OSo6221
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11.6 Log audit

11.6.1 Log settings

f AGAE G S NJ alﬁyzalsnﬁmﬂu{ﬁea)éyﬁéSNJﬁKS LJ 3So
ISNBZ “2dz 0|y syyuS&ys '2a|bﬂzsa?\us<y£|dnftééﬂﬁ;\zzymsr<
02t f SO0 aLISOATASR (eéeL)Sa 2F t23 NBO2NRa Fa NBI«
& RSTFldz G GKA& FdzyOiAzy A& RAaAlOf SR

Internet Log Storage

Log Settings Log Storage

Log Audit: Enable Disable
URL Access Log: Enable Disable
Online/Offline Time: Enable Disable
Stay Duration: Enable Disable
SMS AUTH Phone: Enable Disable
Authenticated Account: Enable Disable
AP Wireless Connection: Enable Disable
SSID Connection: Enable Disable

A

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

) Enableor disablethe log auditfunction.
Log Audit . -~
After it is enabled, the router can collect specified typdé$og records.

After it is enabled, the router recordsser€MAC addresses, |IP addresses and

URL Access Log visited websites.

After it is enabled, the router recordsser€MAC addesses, IP addresses, onlin

Online/Offline Time time and offline time.

After it is enabled, the router recordsser€MAC addresses, |IP addresses and

Say Duration duration from online to offline.
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Parameter

VS AUTH Phone

Authenticated Account

AP Wireless Connection

SSID Connection

Description

After it is enabled, the router recordsser€MAC addreses, IP addresses, mobi
phone numbers for SMS authentication and the time for such authentication.

After it is enabled, the router recordsser€MAC addresses, |IP addresses and
account information used for authentication.

After it is enabled, the router recordsser€MAC addresses, IP addresses, the
names of connected mobile phones and APs.

After it isenabled, the router recordsser€MAC addresses, |IP addresses and
connected WAFi names.
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11.6.2 Log storage

[t AGAtf GSN) aBy2 ISBEKAG{ 62NEFSESNI GKS LI IS
IFAOSNI [ 23 | dZRAG A& Syl of SR:I @mE{f2RSHEOSMRA
oA { .

f
- STl dzF G AG Aa asSia G2 ai2N} 3So

Internet Log Storage

Log Settings Log Storage

Storage Mode: USB Storage

USB Device: No USE device is detected. Please insert again. Refresh

t I N YSGSNI RSAONRLIIAZ2Y

Parameter Description

Jecifies the storage location of log records.

. USB StorageThe logecords are stored in a USB device. Ensure that a USE
Storage Mode device is already plugged.

. Local StorageThe log records are stored in a local computer. Ensurettieat
computer is installed with log tools, suchsslog

USB Device Displays theavailable space of the USB storage device.

Host IP Address Enter the IP address dhe local computer.
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12.1 Satic route
12.1.1 Overview

w2dziAy3 Aa |y 2LISNIGA2y (2 aStSOG GKBRSANWAYYHA
I a0FGAO NRdz0S Aa | aLISOAFf NRdAziS O2yFAIdzNBR
a0FGAO NRdziSa KSfLI NBRdzOS NRdziS aSt SOUGA2Y A&aa
Ft26a>x | OOSESNIGAY3 LI O1SG F2NBINRAYy3IOD
¢2 RSTFAYS | adlFidAO NRdAz0S> alLISOATFe (GKS ySis2N]
RSAGAYIGA2Y ySGo2N] 2N K2adG> GKS AL dSsgre Lt I
LI O1Stae ! FUSNI I adlFdAO NBdzi SRI&URBFANVBRZ2 F £ F
NRdziS I NB RANBOGf & ¥F2RFI| MREIRS NUKKNR dFB KiI Sigk- S 2Ltb |
QT\F’
LFY&a@I GAO NRAzi S3a-aODNBESAdOSRLAFGE yEEHARY] T RSaGAYL (7
2F | ySiGs2N] RIVASTE 2HKAQKRNBAdL ©®a Ay ySGis2N] Ay

YIydzZ tte@ Y2RATE GKS adGlFiAaAd NedziSao
|t RONPB Gl GAOQGR28A$RI GKS LI IASD

{ Back Static Routing @
Static Routing

+ Add

Destination Network Subnet Mask Default Gateway Interface Operation

No data

Routing Table

Destination Network Subnet Mask Default Gateway Interface

0.0.0.0 0.0.0.0 192.168.96.1 WAN
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Parameter Description

Specifies the IP address of the target netw@K.0.0destination network and.0.0.0
subnet mask indicate the default route.

Destination Network QTIP

If no accurate route is found in the route table, themuter chooses the default route tc
forward data packets.

SubnetMask Specifies the subnet mask of the destination network.

Specifies the ingress port IP address of the next hop route after data packets egr:

from therouter.

Default Gateway o o o )
0.0.0.0indicates that the destination network is directly connected to thieiface of

the router.

Interface Specifies the interface from which packets egress. Select it as required.

Specifies the operations you caarform on the rule.

Operation ij@': Click it to edit the rule.

- Click it to delete the rule.

12.1.2 Configue a static routing rule

QT\P
LT F adl dnadr QR dit SHBE $&0 bk @fiZitAr 08 = LINGS2 M ATASA NER dzii
[f AaC2INB G GAOG 2886 §H) GKISRRI AR dO2 Y ROJdzNBE G KS F2

i
GKS gAYyR2431 GOSKSyYy Of A 07

Add X

Destination Network:
Subnet Mask:
Default Gateway:

Interface: WAN1
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12.1.3 Exampleof configuring static route

Networking requirement

L'y SYGSNLINRAR &S dzad SEdzZAKSG GANBD Saa NP dzi SNI 2

wSdiA NBYSy day

¢ KBy i SNARKE A Y GBI RS 22 SR 2y RE FALWNEIYKES FyNRUdai2SNY

00SaasSa (KS AYGSNYSiG dzaAwl3e NI K& T NEMAGENIE S OG0 K 8-

(

Ay (NS WEBESNIONGEREASY § 'tb ReYyFYAO Lt FRRNBaao
A SNE N2WORSMmS  NB ff26SR (2 | @QSiawd ydaii K GKS Ay
Solution

¢KS aidliAO NRPYSIIKEA TN PIZA REY OV i ©
l aadzy8 GKIF G

Tttt &DSNIYYHIREE MH O

T tttRI9AAY2NREl npc

LYadSNYyL 21 pby
| A . &

{6A0C

wqgi

Configuration procedure
Stepl 9yl 0f2S! hi gIFYNI 302 IKASAAABY S aSidAay3aoe
1. Navigate tdnternet Settings> Internet Settings

2. Select the number of WAN ports from tNeAN Portsdrop-down listmenu, which i2in
this example.
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3.

On the WANL configuration areaset Connection Typéo PPPoEand enter thePPPoE
Usernameand PPPoE Passwomtovided by your ISP, which aigxyl123andipxz456in
this example.

Connection Type: PPPoE
PPPoE Username: tdxy123
PPPoE Password: | esssses

Onthe WANZ configuration areaset Connection Typ&o Dynamic IP

o

Connection Type: Dynamic IP

Status:

Qick Saveat the bottom of page.

Wait a momentWhen thestatus of WAN1 showauthenticatedsuccessfullythe WAN1 is
connected to the internet; when the status of WAN2 shaeswvorked, the WAN2 is
connected to the internet.

Connection Type: PPPoE
PPPoE Username: tdxy123
PPPOE Password: | ssssses
Server Name:

Service Name:

Status:

.

Connection Type: Dynamic IP

Status:
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Step2 [ 2y TSR HAIGRND M dzd A y 3

1. QickSystem Status +, and view the IP information of WAN2. Assume that:
t ! RRNB&dpy dPmpadmcy ®
{dzoySG al ailyY Hpp®PHpp PHpp PN
5STl dzf &G DFGSg6lF&Y MpHDMCYy Phy Pm
tNAYI NE 5b{Y MPpHDPMCYy Ddhc ®m
2. Add a static routing rule.
(1) Navgate toMore > Static Routing
(2) dick+Add

< Back Static Routing @
Static Routing

t ®%:d

Destination Network Subnet Mask Default Gateway Interface Operation

(3) Configure the following parameters, and cli§lave
o9y i SNB SIEKISA Y I (| AR Yo ST MKEINGA\DM ninkdinda SEIF YL So

9y (i S NJ didokySS (2 Ta HRESESH Ay 8 il 6 2 Y| 31 ppROMPHE P K P A
SEIFIYLX So

i SN STKSIZE § ODKBIHBEE & | IRRWB ala 2 7 UKS Yy SE
RFEGF LI O1 S aNDaRS sk @A My KA a El YL}
gyusNJyuuKssst;Ua*)ééy 0 KS R\PEdAIASYNS iil-dy2Ry] (EK S5 K A OK

21 by (GKAA SEIYLX So

Add X
Destination Network: 172.16.100.0
Subnet Mask: 2552552550
Default Gateway: 192.168.98.1
Interface: WAN2

9y R
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Static Routing

+ Add

Destination Network

172.16.100.0

Verification
/ 2 Y LJz(i S NA

Subnet Mask

255.255.255.0

Ay

iKS

Default Gateway

192.

168.98.1
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Interface

WAN2

Operation
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12.2 Port mirroring
12.2.1 Overview

t 2NI YANNRNRY3I FdzyOiA2y F2NBFNRa | O2LR 2F RI
YANNRRNIKS ySi62N] RYAYAAUNFr 2N dzaSa RIGlE Y2y
LISNF2NXIFyOS IyR LISNF2NY ySiGg2N] RAFIy2aSo

[ f RN 2 NNNBZERYSYGSN 6KS LI IS
. @ RSTlrdzZ G GKA& FTdzyOiA2y A& RAAlIOfSR®

< Back Port Mirroring @
Port Mirroring:
Mirroring Port: LAMY
Mirrared Port: WAN1 WAN2 LaN3

Parameter description

Parameter Description

Port Mirroring Enable or disable the port mirroring function.

Specifieghe monitoring port. A piece of monitoring software must be installed on the
Mirroring Port computer with this port to perform monitoring. The default mirroring port 8N4 which
can be customized.

Fecifies the monitored ports. After the pomirroring function is enabled, packets of the

Mirrored Por . ! o .
ored Port mirrored ports are replicated to the mirroring port for monitoring.
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12.2.2 Exampleof configuring port mirroring

Networking requirement

Ly Sy (i&ENERSE 3 EPBodIAING (i
YR GKS ySGg2N] | RYA
NRdzi SN F2NJ Iyl f@darao

mméééyﬁf &Y AMIydaNsaNay S0 O deNd Sta
AYAAGNY 62N ySSRa (2 OF LI dzNJ

Solution
¢CKS LIE2NI YANNRNARY3A FdzyOlAz2y 2F GKS NRdzi SN Ol vy

AN L A X

ldadzYS GKFG || REBIGAIOSYAWA D2NWWBBHDISR (2 GKS [!bo [

w 2 dzii

51 0F Y2y AlG2l

{ 6A

<@ @ i

Configuration procedure

Stepl bl GAIABANPH AL ad®NNBNRY 3

Step2 9Y I DRI a®NNERNXy3

step3 { St SAQANNRANX yAKEK PDMIYA & KA & SEI YLX So
step4 {St S OdiA NINEBNBRK & QRN IEHB b vy [R! Al KBl YL So
step5 /[t QP8 (GKS o620G2Y 2F (GKS LI 3ASo
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< Back Port Mirroring @

Port Mirroring:
Mirroring Port: LAN3Z

Mirrored Port: WAN1 LAN2 LAN4

-9 VR
Verification
wdzy Y2YAG2NAY3 42F0 41 WBY RUDKA YA OAWNRdzKS NI ( 2 yO§
OF LJGdzZNB RIGF LI O1StGa FNRY (GKS YANNRNBR LBR2NIao®
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12.3 Remote web management
12.3.1 Overview

DSy S NuKéS$ & =
NE dAiyYs N& A NB
¢tKEBY203S &
Sy O SoSii 6RINFE B&IdA DI ¥ SATFK WA OBR B IVERS
AYLNRPGAYT STFTAO2B3yDEFFHRAMBRIzOA y 3

[t R@NGWSY20S 29. a2y ISIAYSW I KS LI ISP

FLGKS NERdzi SN @yRS Ayt Saa ol SHoe0 SRR v vy
E’e 2 NI NS X G2OERBSYYPRI 6SOKYAOALY (G2 F

S$6 Yy IS WAl FydyRO ire2 yf RRNB & & & dzOK N
'.F

AE @&2dzNJ LINP

¢ Back Remote WEB Management @

Remote WEB MGMT:

WAN:

Remote IP: -
¥

Remote Access Address: Copy

t F N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

Remote WEB MGMT Enable or disable the remote web management function.

Secifies the WAN port of the router, which is also the WAN port used to remotely

WAN access the web Ul of theuter.

IP address of the computer that can access the router remotely.

. Any IP Any computers can access the router over the inter@&tmse this option
only when necessarsinceit lowers network security.

. Specified IPOnly a computer with the specified IP address can actesrouter
over the internet.If the computer is on a LAN, enter the WAN port IP address of
gateway of the compter.

Remote IP

I O C With this function enabled, the router automatically generates one unique domair
a name that can be used to manage the router remotely.

=
P
PV

Z N
bj) [exN
D¢ Uy
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12.3.2 Exampleof configuring remote web management

Networking requirement
Ly Sy S NiFe®ANSNREHEBE NRS LI 28 ¢ KBWEaG SN 2INRWVA YA &GN G

~

aSE1 ¢ SREKMWIM 2l GIINROE SY NBY2GSteo

Solution
CKSYRXGS 6So6 YIylI3asSwsS§i FunDiNRIydZONFY Sy i @

ISOKY A ORI 21 bwm
LHYIHDMANPp

w2 dzii ¢

{ oA

$ < i

Configuration procedure

Step 1
Step 2
Step 3

Step 4

Step 5

bl OAIaa_PEY¥20S 29. a yFaASYSyi

oyIrwE%2:GS 290 abDat¢

{ St SOG iKNTI F2NI NBY2(iS ¥l PhmyASY¥BYVE SSBIKKXIOKS &
(St SEBLISOAF AISRRLEYUSNI GKS Lt | RERNBEIHLIZNLG § K &
G§SOKYAOAHYIiE oK Bp@PK imAa SEI YL So

/|t AO0OPE (GKS o020de2y 2F GKS LJ3AS
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{ Back Remote WEB Management ®

Remote WEB MGMT:

WAN: WAN1
Remote 7 Specified IP 202.105.88.77
Remote Access Address: Copy
-9 YR
Verification
¢SyR| G§SOKYAOAlLY gAGK | O2YLMziSNI Lt FRRNBaa HJ
KiGdLYkk2dpadzjcli®Oid 2 diREGOSY R D S yBBET¥Iyine ¥ GKS |
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12.4 DDNS
12.4.1 Overview

55b{ oAMNBBERNISRY | YAO{SANBNKSF bl YaASSNIZA OS i A Suzfy .
2y (KS NBdeNJaSyR GKS Lt FRRNFaa 2F GKS OdzNJ
GKS aSNIWSNJ dzLRFGS&a GKS YIFLIWAYy3I NBflFGA2YyaKALA
RFEIGFrolasSsy | OKREFAIVY RIFISYNBa2f dziA2y

hy GKA&a LI ISz &2dz Oty YI L) 6§4KS ReylFrYAO 2!b Lt |
R2YFAY YIYS®d ¢KS 55b{ ¥myOuA2yLﬂm3m§y&RRyEe|¢
K2aSytiay6SNYSiH SdedisS NEK S uﬂ'mO&SNESNJQNJuKS $So |
YIYS gAGK2dzG OFNAYy3a | 62dzi GKS OKIFy3aS 2F GKS 2
/ £ R@NF5 5 bi{ 2 SM@@hwr3S¢

.8 RSHRIEdHYyOI ARY A& RA&FOE SRO

{  Back DDNS
DDNS: Enable Disable
DDNS Provider: noip
User Name:
Password:

Domain Name:

Status: Disconnected
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Parameter

Description

DDNS

Enable or disable th®DNSunction.

DDNS Provider

The router supports four DDNS providetsip, dyndns oray, andgnway.

Specifieghe type of the DDNS account. Tharameterappears wherdDDNS Provider

=rvice Type is set tooray.
User Name Specifies the user nangasswordused to log in to a DDNS provid&hey are
Password registered on the website of the provider.

Domain Name

Specifieghe domain name obtained frorthe DDNS providetf DDNS Provideis set
to other DDNS provider other tharay, you need to manually enter the domain
name applied from the target website.

Status

Specifieshe DDNS service status.
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12.4.2 Exampleof configuring DDNS

Networking requirement

'y SYGSNILINRAS dzaSa (kS (s BNBROERIEEER2dyTySIND (1SR &l
AYUOSNYSG yR Oy 2FFSNIAYOISNYySG aSNBAOS G2 [! |
¢KS SYGSNILINAaAS KIFIa (GKS F2ftft2Ay3 NBIdZANBYSyYylyY
CKS YyUNISOSESNIBSNI Aa 2LISy G2 AYyGiSNYySaG dzaSNmR G2
GKS®@ NP y2i LKeaAOFIfte Ay (KS SYyiSNLINRARAaASO

Solution
L, 202dfa St 2ME C2 Nz QRIWIFO (G2 Ay ISNYySG dza SNE&
AYUNIySi 6S06 aSNIISN®
b ,2dz OF y5 &dpRBzy®OKi3 2y (2 SylrofS AyGSNYySiG dz
ASNISNJ GKNRdzZZK || FAESR R2YIFAY YIYSS | @2
I RRNBaa OKI y3S
L ,2dz Ol y IdRFRNRIKS wBdnSOilat AIWIR2W R | 00S&aa Tl Afc
&SNS NIOKR KRS ®»a
laasiaKl & GKS AYyTF2NXNIGA2Y 2F GKS 6S0 aASNIISNI Aa
L Lt FRRNBAaa 2YF wmidkaSmpcsyod a S NIIS NJ
L a!/ FRRNBaa 2F (KS Kz/ayy @i/KY¥ 5/ Wazy¥ap niKSoh 6
L { SNIDA @SBpdidi2 NI Y

QT\P

.STF2NB GKS O2y FAIdzNI (A 2 YRR EHEMNINSY & KH (LIAZKISA G ! Ibt
0KS 21 b LER2NI 206dGFAya | LINAGFGS Lt | RRNBaa 2NJ
GAGK mMnnouX (GKS Fdzy O A 2 ydzayS &n LytaNR dik (1SS LS F - SRORINIS 2
Mandndnodn 2 MNOHPpPpPHPPPHPPSE MTHOPMcDPADPA (2 MTH
L{t YIe& y20 &adzZlJ}2 NI dzyNBLR2NISR S0 aSNBAOS IO
¢CKSNBF2NB>X ¢gKSy &S ariNB/ INA @AY Shy2RIBR NR2A yAaSih elkkis
V2FF YAE AL NI LR2NIG 6mnun (G2 cppopi0X &adzOK | & dddod
LYGSNYylFf FyR SEGSNYyLFE LE2NIa Oy 06S RAFTFSNByG o
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R R e

Configuration procedure

| 2y FARMNS F2NMwSaSNWS || FAESR

Stepl [/ 2y NBRBR ML F2NBIF NRAYy IO

)
t
i
)
'
)
1

2 S @ SNIZS Nt / 2 Y Lidzi

12 Y F ATHN

bl A& ANH @ AL C2NIBH WRAWVKBRT § NINGHAZ SIS+ LIHNT T2
Port Forwarding @
‘ + Add ‘ ‘ T Delete ‘
Internal Server IP Internal Port External Port Protocols Port Status Operation
192.168.0.250 9999 9999 TCP WAN1 a AN

step2 WSASGNIAFRAESR Lt FRRNB&aa F2NJ KS
1. Navigate toAddress Reservatior Manual Address Reservation
2. Click+Add
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Manual Address Reservation

+ Add W Delete Q

Host Name IP Address MAC Address Status Operation

Configurethe followingparameters in theAdd window, and cliciSave

(1) Set the fixed IP address assigned to the server host, whid®?i2680.250in this
example.

(2) Enter the MAC address of the server host, whidB899C:DC:60:54:60 this example.
(3) (Optional)Enter a remark, such &eb Server

Add X
IP Address MAC Address Remark Operation
192.168.0.250 C8:9C:DC:60:54: Web Server + —

A

WS aSNWSR a4dz00SaafdzZ ted {SS GKS F2ft26Ay3

Manual Address Reservation

+ Add W Delete Q
Host Name IP Address MAC Address Status Operation
Web Server 192.168.0.250 C8:9C:DC:60:54:69 (@ Z
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Step3 [ 2y TS 3 didKlJ

1.

Register a domain name.

Log in to the DDNS provider website. Assume that the DDNS provider where you applied
the domain name igoip, the user name ywregistered iFenda the password itdxy123
and the domain name ienda.ddns.net

Log in to the web Ul of theuter and configure DDNS
Navigate toMore >DDNS
EnableDDNS
Selectoip from the DDNS Providedrop-down list.

Enter the usename and password, whichT&ndaandtdxy123in this example.
Enter the domain name, whichtisnda.ddns.netin this example.

ClickSaveat the bottom of the page.

(1)
(2)
(3)
(4)
(5)
(6)

Disable

NE & NI RZ/s AiyKySSQHBRS 002 K ) I dzKE |

{ Back DDNS
DDNS: Enable
DDNS Provider: noip
User Name: Tenda
Password:
Domain Name: tenda.ddns.net
Status: Disconnecte
-9 YR
- Y2YSyiz Ly
J SiSa adz00Saa

dzt t e @
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Verification

ly G S Ny SGiI yizasSa®O S & & dyedNt &/ SHi O G SN ISy NSIEA D A @HSIND y
LB G 3OeB& k b LI2 NIi R BYEHGASING/IEIKW SKKG GAMLES ¥ R © ReRdydgp y' S i
GKA& SEIFYLX So

L&2dz aSié GKS RSTFlLdz G LR2NI 2F GKS AYyGOGNIySaG &
F2NB I NRAYy3IZ (KS BiSS SEIDE dARSE RI T WeREHSKRIS) B GrOK &
OANDdzvyail yOSas NKSIEGQOAEHE A KRREWD F 31028K k b LI2 NI
R2YFAY®P Yl YS

QTIP

LT AVZESWBESy 20 O G@IND SHKS2HITIAINE dzNI A2y > GNB GKS
al 1S adaNBy i KIRINIG @@ANB RO2 NNB O @
al @oKSS (aeaiSYy GANEBH IFTidIYyNB ' yR aSOdzNMRG & I dzlh N
Ay i SNWNSIO azaSiNIt € S aS RAaFofy3 GKSasS LINPAINI YA |y

S NI
a
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12.5 Port forwarding
12.5.1 Overview

x oA =

L& RSTFldA 63 AydSNY DI REBDPDINESENEY A di KI QBNIA T2 NB |
Oty 2Ly 2yS 2N Ydz 0A IDEXK Sa S\umm’a}(mmmmmu%a Ot S a2
ALISOATASRY [ &l KA & SHIDENDA SNIBAOS NBJ szaua asSyia Gz
02 GK§ ! NBENBESNBG dzaSNER OFy | 00Sa GKS [!'b &s$§
FGdF O01ao®
bl A4 &SP & RIND | NFer yEVKISS 8IS
¢  Back Port Forwarding @
Add [ Delete
Internal Server IP Internal Port External Port Protocols Port Status Operation

Parameter ascription
Parameter Description

Internal Server IP  Specifieghe IP address dhe internal server

Internal Port Specifieghe srvice port of theinternal server

External Port Specifieghe portopened tointernet users to access.

Speciy the types of the transfer layer protocol used by the LAN service

Protocols Allindicates both TCP and UDP. SeMdtif you are uncertain about the service type.

Port Specifieshe WAN port internet users use to access theNservice.

Status Specifieghe status of therule. You camrnableor disable the rule as required.
Specifieghe operations you caperformon the rule.

Operation Z: Click it to edit the rule.

i : Click it to delete the rule.
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Internal Server IP;

Internal Port:

External Port:

Protocols:

Port:

O an

UDP

0O wani
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12.5.3 Exampleof configuring a port forwarding rule

Networking requirement

Ly Sy USNANS d6A NRBSHEE S NE dziS NE ¥A BEab2 g wy S ESR 0 2
AYOSNYSG yR OFy 2FFSNIAYISNYySG aSNBAOS G2 [!l
¢KS SYGSNILINA&AS KlFa (GKS F2tt26Ay3a NBIldANBYSy

¢CKS AYUGNIYSlUG 6S0 ASNWSNI A& 2Ly G2 AYyOiSNySia dz
GKS®@ NP y2i LKeaAOFIfte Ay (KS SYyiSNLINRARAaASO

Solution
i, 2@zyzA St 2ME C2 Nz QRIAWIFH 02 Ay ISNYySG dza SN&
AYUNI ySO 'd8dzy 8§ SOABB NI G K2 2A0S Wi tsptptdr 2F GKS
i ,2dz Ot y |dERSNEIKS whdnSOilat 2iyw2yi R | 00Saa T At dz
ASNISNJ I RRNBadaa OKIy3aSo

l3agaK !l GKS AYyTF2NXIGAZ2Y 2F GKS 6S06 ASNIISNI Aa
i Lt FRRNBaa 2 mMidkaSPmipSmod 4 S NIJIS NJ
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Configuration procedure

| 2y T AR ®&NB T2 N

Stepl [/ 2y NBRB WML F2NBIF NRAYy IO
1. Navigate taMore >Port Forwarding
2. dick+Add

‘( Back ‘ Port Forwarding

‘-I— Add‘ ‘]ﬁl Delete‘

Internal Server IP Internal Port External Port Protocols Port Status Operation

3. Qonfigure the following parameteris the Add window, and clickSave
(1) Enter theInternal Server IPwhich is192.1680.250in this example.
(2) Enter the Internal Port, which is9999in this example.
(3) Enter the External Port which is9999in this example.
(4) Choose the protocol used by the web server, which@Hn this example.
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(5) SelectWAN1lasthe port through which WAN users get access to the LAN server.

Add

Internal Server IP: 192.168.0.250

Internal Port: 999

External Port: 999

Protocols: All O wr
UDP

Port: 0 wan

X

IRRSR adz00SaafdAZdfed {SS GKS F2ft26Ay3d FAIAdz

{ Back Port Forwarding

+ Add W Delete
Internal Server IP Internal Port External Port Protocols Port Status
192.168.0.250 9999 9999 TCP WAN1 L @

Step2 WSASINIFSAESR Lt | RRNBaa F2NJ GKS
1. Navigae to Address Reservatior Manual Address Reservation
2. Click+Add
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Manual Address Reservation

+ Add W Delete Q

Host Name IP Address MAC Address Status Operation

Configure the following parameters in tield window, and cliciSave

(1) Set the fixed IP address assigned to the server host, whi®?i268.0.250n this
example.

(2) Enter the MAC address of the server host, whidB899C:DC:60:54:60 this example.
(3) (Optional) Enter a remark, suchA&eb Server

Add X
IP Address MAC Address Remark Operation
192.168.0.250 C8:9C:DC:60:54: Web Server + —

WS aSNISR adzO&Sa aFRdzit f2&8% y{3S F A 3 dzNB @

Manual Address Reservation

+ Add W Delete Q
Host Name IP Address MAC Address Status Operation
Web Server 192.168.0.250 C8:9C:DC:60:54:69 (@ Z
9 YR
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Verification
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12.6 DMZ host
12.6.1 Overview
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AaSNISNJ NBazdz2NDSao

I:/yNOTE
!?QSNJ 82dz aSi5a%[KDa RS IRIOSH RS DA gAfft 0SS 02
FYyR GKS FTANBgltft 2F (KS y2RS Rzé yza ir18 S7F
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I O1SNR YI& FTANB [GiaFO1a 2y WMKSIBBOSESWHAASNDI
dzaS (GKS 5a¥% K2ad FdzyOliAz2y o
CK S SOdzNA 1 e-DAMHBRE2FYiGA NB yR aeadisSy FANBglIt
K2al TIHNDGKBYOsKSY dzaAyEASY KAAdzTFHANRD M2 ddza Ay 3T
Fdzy Ol A2 WB OB ¥z S IPRIRR aF dryf GUARKYS y I 0 f+ § £ ({EK S STOMENSA &G &
YR -@ANtkd a2FG6l NB 2y (GKS 5a¥% K2alo

/| ftAQR N Y% 12 BYyGSN 6KS LI 3So

. @ RSTlrdzA 0 GKAA FdzyOlA2y Aad RAAlIOf SR®

¢  Back DMZ Host @

DMZ Host: Enable Disable
IP address of DMZ Host:

Filter VPN Port: Enable Disable

t F N} YSGSNI RSAONRLIGAZ2Y

Parameter Description

DMZ Host Enableor disablethe DMZ host function.

IPAddress of DMZ

Host Specifieghe IP addressf the LAN device to be set as the DMZ host
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Parameter Description

Enableor disablethe filter VPN port function

After thisfunctionis enabled and you enabled the DMZ host function at the same

time, the VPN servicef the routerwill respond to the VPN requests from the internt
Filter VPN Port O

¥TIP

If the router has already enabled the VPN server function and is about to enable tl

DMZ hosfunction, to ensure the validity of the VPN sengdrthe router, enable the

filter VPN porfunctionas well.

12.6.2 Exampleof configuring DMZ host

Networking requirement

'y SYGSNILINARAS dzaSa (xS (s BNEROERRIZENTER2dyTySSND (1SR iR
AYOGSNYSG FyR OFy 2FFSNIAYISNYSG aSNBAOS G2 [ ! |
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(K3 YyUNISOS A SNIISNI Aa 2LISy G2 AYyiSNYySaG dzaSNmR G2
GKSe@ IINB y20 LKeaAoOlIfte Ay (KS SYyiSNILINRARAaASD

Solution
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CKSNBF2NB>Y ¢gKSy aSaiAy3a LBRNI F2NBFNRAy3IS @&2dz

V2FF YAEALFNI L2NI omnun (2 cppop0X adzOK +Fa dddd
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Configuration procedure

| 2y THABNEK DvS 4 SNIBS
Stepl |/ 2y FARKGERNBE K230 o
1. Navigate toMore >DMZ Host
2. EnableDMZ Host

3. Enter the IP address of the LAN device to be set as the DMZ host, wh®¢h1680.250in
this example.

I TAEB&GR?

4. ClickSaveat the bottom of the page

‘ < Back ‘ DMZ Host
WAN1
DMZ Host: © Enable () Disable

IP address of DMZ Host: 192.168.0.250

Filter VPN Port: () Enable O Disable
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step2 wSaSNWS || FTAESR Lt | RRNBaa F2N GKS 5ayw
1. Navigate toAddress Reservatior Manual Address Reservatio
2. Click+Add

Manual Address Reservation

+ Add T Delete Q,

Host Name IP Address MAC Address Status Operation

3. Configure the following parameters in tWeld window, and clickSave

(1) Set the fixed IP address assigned to the server host, whi®?i868.0.250n this
example.

(2) Enter the MAC address of the server host, whidh89C:DC:60:54:60 this example.
(3) (Optional) Enter a remark, sucha&b Server

Add X
IP Address MAC Address Remark Operation
192.168.0.250 C8:9C:DC:60:54: ‘ Web Server —|— —

WSASHIWORSAATFHAt €2t { SSAY T FTAIdINB P

Manual Address Reservation

+ Add @ Delete Q
Host Name IP Address MAC Address Status Operation
Web Server 192.168.0.250 C8:9C:DC:60:54:69 Z
9 YR
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Verification
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12.7 UPNnP
12.7.1 Overview

L tyt Ad | 00WNE@I NAISR FRABINI HyKRS t] {I9yRl &F dRBUONSNS A &
Fdzi 2 YF GAOLE & -2daSI2 NBNJ I TRINE B N;V‘Wau IARYIBYIRS OK[ I (b
FYR YF1S GKSasS LI AOFGA2ya NYzy avyz22idKSN®D

12.7.2 Enable UPNnP

/t RONP t itz SyiSH) KR BpESt S

¢  Back UPnP @
UPnP:
Remote Host External Port Internal Host Internal Port Protocols Remark
", Refresh
L¥ &2dz SylrofS GKS :-tyat” dz&ﬁl(ﬂzﬂmayﬁ(Eészq\SJyf 2viSg@t | Yy R
NHzy yAy3a 2y GKS 20t ySiig2N]= GKS SEGSNYyLt |yl
LI IS o
Back UPnP ®
UPnP:
Remote Host External Port Internal Host Internal Port Protocols Remark
anywhere 54321 152.168.8.217 12345 UDP MiniTP SDK
anywhere 54321 1921688217 54321 TCP MiniTP SDK
. Refresh
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12.8 Any IP

/f AaCPINS yeli2tSYGiSNI GKS LI 3So

¢CKXdX @y Aa (&LoFfDe addh DR APV S KOK KIA & mdzyOu)\Qy
RSORYS A K BhOKSGlygaRNLAlI § RRINGIGYEAYIROGSFA (KS Ayl
0KS NP 4z Ay3d GKS AaadsS idkbaiad kB2 LINA B TISGHOK 4
ySig2N] @

S |
8 AR

w

L& RSTIdzA G GKAA T oayKBiya 278 OS5 sRANBIO f SR 9y of S

Back .":*.I"If.z' IP

Any IP:

Enable: Devices with any IP address can access the internet.

Disable: Only devices with IP addresses in the same network segment as that of the LAN IP
address of the router are allowed to access the internet.
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12.9 DNS forwarding

¢ 5b{ TZHNBIONIRRYWI F2NFH| NRaA 4L

JA
GKS FAESR 2! b LER2NI F2NJ 5b{ I RR
It AaPINGS b{ C2NB2NBYYSINI 6KS LI IS
{  Back DNS Forwarding @
Add T Delete
Domain Name DNS Address Interface Status Operation
No data
Export
Browse Import

t I N YSGSNI RSAONRLIGIAZ2Y

Parameter Description

Domain Name Specifieghe domain name to be forwarded and resolved.

DNS Address Specifieghe server address that requires DNS resolution.

Interface Jecifies th_e port through which data goes out of the router. Please set the
corresponding WAN port as needed.

Satus Enableor disable the rule.
{LISOAFTASE GKS 2LISN}GA2ya e&2dz OFy LISN

Operation Zy A0l AG G2 SRAG (GKS NizA So

YY JEA01 AG G2 RStSGS GKS NMzZ So
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12.10 Security settings

¢ KGR dAal &INWJ2 NI a ! wt 5S8SFSyaSz 552{ 5S8SF¥FSyasSz Lt !
aStidAay3ao
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NEO2NR GUKS a!/ |RRNBPaasSa 2F GKS Fddl O1SN
i 552{ S5%FTSYAL GGIROFT2NI GOANBBRAIOENA SR 5SSy Al f
YI1Sa ySG62N] NBaz2dz2NOS dzy | B dXISy@ oS 20028 55
FGGFr Ol AyOfdzRAY3 L/ at Cf22RX !5t Cf22RZX
Lt Padr @] 2RAKSHIKS &4 F deyp QEDASHIYSANGY/S LAt SaResY Si KLY
GAGK &ALISOAFTASR Lt 2LJiAz2yad ¢KS&AS Lt 2LIA
hlLJiA2ys Lt {GNBFY hLGA2y S Lt wSO2NR w2 dzi
AffS3IFE Lt 2LIA2yad
. 201 2Y D2 AR AT KAEA FApQficaNg YEYIROT SRE GRS
I RRNBaa LIAYy3I NBldzSada TNRYABRNLEHY SELRAAY
YR RSTSYyRa (GKS SEGSNYyrft LAYy3 FadlrOlao
[t AaCPINGS SOdzNA 1@ 2{ SYliSWAEKS LI IS
{ Back Security Settings
ARP Defense
ARP Broadcast Interval:
ICMP Flood Threshold: 500
UDP Flood Threshold: 500
SYN Flood Threshold: 500

IP Timestamp Option
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t I NF YSGSNI RSAONRLIGAZ2Y

Parameter

Security
Settings

DDoS
Defense

IP Attack
Defense

ARP Defense

ARP Broadcast
Interval

ICMP Flood
Threshold

UDP Flood
Threshold

SYN Flood
Threshold

IP Timestamp
Option

IP Security
Option

IP Stream
Option

IP Record
Route Option

IP Loose Sourc

Route Option

Rouge IP
Option

Block WAN Ping

Description

Enableor disablethe ARP defense function.

Specifieghe intervalat which therouter sends ARBroadcasimessages

If ICMP request packefsom a same host in LAN received by thater exceed
thisthreshold within 1 second, theouter suffers ICMP flood attack.

If UDP request packefsom a same host in LAN received by tbater exceed
thisthreshold within 1 second, theouter suffers UDP flood attack.

If TCPSYN request packefiiom a same host in LAN received by tbater
exceed thsthreshold within 1 secondherouter suffers SYN flood attack.

With this function enabled, theouter blocks IP packets that contain the
Internet Timestampoption in the local network

With this function enabled, theouter blocks IP packets that contain the
Security optiorin the local network

With this function enabled, theouter blocks IP packets that contain the Strez
ID optionin the local network

With this function enabled, theouter blocks IP packets that contain the Recao
Route optionin the local network

With thisfunction enabled, theouter blocks IP packets that contain the Loos
Source Route optiom the local network

With this function enabled, theouter blocks IP packets that fail to pass
integrity and correctness cheak the local network

Enableor disablethe block WAN jmg function. By defaulthis functionis
disabled.

After the block WAN pinéunctionis enabled, theouter automaticallyignores
WAN I[P address ping requests from internet hosts; thereforerdahter avoids
exposingtselfand defends external ping attacks.
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12.11 VPN
12.11.1 Overview

A
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12.11.2 VPNsewer

CKJNP dADISWI 6S dzaSR a | tte¢tk[HECt ASNIISNI G2 | OOS
/|t RONETtb {SAVSWHSNI GKS LI 3So

@ RSTlLdzZ G GKAA FdzyOlA2y A& RAalFIOf SRO®

¢ Back VPN Server @
VPN Server:
Server Type: PPTP L2TP
WAN: AN
Encryption: Disable

IP Address Pool:

Max. Users:
Add W Delete
User Name Network Users ?eegt|;1%rr1kt Subnet Mask Remark Status Operation

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description

Enableor disablethe VPN server function.
VPN Server ) o
After this function is enabled, theouter serves as a VPN server.

Specifies the VPN protocol type the router uses, including PPTP andb2TPPTP and
L2TP are laye2 VPNunnel protocol and use the PPP to encapsulate data, and both ad

Server Type additional head for data.

. PPTPTherouter serves as a PPTP server and acaapisections from PPTP clients.
. L2TPThe router serves as an L2TP server and accepts connections from L2TP cliel

Specifieshe WAN port for setting up a VRNnnelbetween the VPN server and the

clients.
WAN _ _ )
The IP address or domain name of the WANM the server IP address/domain name o

VPN client.
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Parameter Description

Enableor disablel28-bit data encryptionThis parameter only appears when PPTP is

_ selected.
Encryption ) ) ) ) )
The encryption configuration of the client and server must be the sabtieerwise the

communi@tion cannot be performed properly

Enable or disablthe IPSeencryption.This parameter only appears when L2TP is selec

IPSec Encryption |f you want to configure IPSencryption select the PSecules whose encapsulation mod
is transport mode.

SpecifiedPaddress rang¢hat the PPTP/L2TP clientan obtain fronthe VPN server to be

IP Address Pool
connected.

Specifieghe maximum number of VPN clients allowed to connect to the PPTP/L2TP si
The value is fixed t82.

Qax
(o))
Z
[
(@3
=<

{LISOAREA SE& Vi RSLI ded R NR2t tREAtl kB thbtyt OR vy SO

Fecifies the type of the VPdient.

a . Yes Choose this option when the VPN client is a netwdrider such circumstances, ya
bSugdg2z2NJ )
need to set the network segmergubnetmask of the VPN client.

. No: Choose this option when the VPN client is a host.

When the VPN client is a network, enter thevate network prefixof the client.

{ dzo y S a When the VPN client is a network, enter the subnet mask of the client.

wS Y NJ Secifies the remarks of the account.

{ G Gdza {LISOA RS BERORINNESSH NIBZfy BAXA Syl of SR
Specifies the operations you can perform on the rule.

hLdg GA2y ZClick it to edit the rule.

“ 1 Click it to delete the rule.
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AddaPPTP/L2TP user account
bl GAI&aARNTGED { GINIHSING [ 13t t Of! ARB|ND2 VIFRAS dINSSE £ 2 6 Ay 3 LI
0 KISRRAYR2 8 YR I @SA O

Add X

User Name:
Password:
Network Users: Yes Oo

Remark:
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12.11.3 VPN client

A > s oA X

¢ KS NPRdyii SON dza SR OfaCRWiy $ 0t ERHE2 GKS tte¢tk[HCL
It AaCPINGE t b/ (20 SShKiISE ®IS
@ RSTFldzZ G xtab /EASyld A& RAAalFOf SR

Back VPN Client @)
VPN Client
Client Type: FETP L2TP
VAR, WANL

Server [P/Domain

Mame:

User Mame:

Password:

Encrypticn: Enakls Dizzble
WPM Progy: Enabla Disable

Remote LAMN:
Remote Subnet Mask:

Status: Disconnected

t F NF YSGSNI RSAONRLIGAZ2Y
Parameter Description

Erableor disablethe VPN client function.

VPN Client . L .
After this function is enabled, theuter serves as a VPN client.

Specifies the VPN protocol type the router uses, including PPTP andb2TPPTP and
L2TP are laye2 VPNunnel protocol and use the PPP to encapsulate data, and both ad
I tASYd ¢ additional head for data.

. PPTPChoose this option if the VPN server to be connected is a PPTP server.
. L2TPChoose this option if the VPN server to be connected is an L2TP server.

21 p Specifieshe WAN port therouter uses for VPN dialp.
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Parameter

{ SNIBBSNJ L
bl YS$
P'ASNI bl Y

Description

Specifieghe IP addres or domain name of the VPN server to be connected, which is
generally the IP address or domain name of the WAN g@oablingthe PPTP/L2TP server
function of the peer VPN router.

Specifieshe PPTP/L2TP user account, which is the user name and password assigne

= the VPN server.

Enable or disabldata encryptionThis parameter only appears when PPTP is selected.

The encryption configuration of the client asgrver must be the sam@®©therwise the
communication cannot be performed properly

. After this function is enabled, LAN users access the internet through the VPN-siglwer

wSY203S [
S

wSY2iS8
al al

{ G G dza

router.

Specifieghe network segment of the LAN of the VPN server.
Specifieghe subnet mask of the LAN of the VPN server.

Specifieghe aurrent connection status of the VPN.
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12.11.4 IPSec
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Gonfigure IPSec connectioffunnel mode
It AaCPINGR t {20 Sy i SNJ (K SRRt FDdblzy/MBERBIZ Y F A I dzNB
LI N} YSGSNE AyRUKBPSAYR26>

N~

¢KS NP dzii S NI 8 dzy/ I3 RABRES Tol-2det NG vy arIYERETd

PSec § Add @
IPSec Enablz Disah
WAN WANL
Encapsulation Mode: Tunmne

Connection Mame:

Exchange Mode Initiator Made
Tunnel Protocok ESP

Femote Gatewsy:

Local LAM/Prefiz Length

Remots LAM/Prafix

Length:

Key Megotistion: Auto Negotiation
Authentication Type:

Pre-zhared Key

DPD Detection: Enable

DPD Detection Cycle 10

t F N} YSGSNI RSAONRLIGAZ2Y
Parameter Description
IPSec Enableor disablethe IPSec function.

Specifiegthe WAN port over which the IPSec function takes eff@ce remote gateway
address of the IPSec peer device should be the IP address of this interface.
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Parameter Description

Specifies the IPSec data encapsulation mode.

9y Ol LJa dz . . .
a2RS . Tunnel This mode is generally used between two security gateways.

. Transport:This mode igenerally used between hosts or host and gateway.
/b |2 3;)3/ SOUA Specifieghe name of the IPSec connection.

Specifieghe exchange mode of the IPSec tunnel.

. Initiator Mode: The device sends a connection request to the peer device.

- . Responder ModeThe device waits for the peer device to send a connection request
9EOKI y3IsS
VTP
Do not set both ends of the IPSec tunneResponder Modeotherwise, the IPSec tunnel
setup falils.

Specifies the protocol which offers the security service for IPSec

. AH Itis abbreviated foAuthentication HeaderThisprotocolis used for verifying data
integrity. If a packet is tampered during transmission, the receiver discards it during
integrity verification.

¢dzyy St t - ESPItis abbreviated foEncapsulating Security Payloddisprotocolis used ér
verifying data integrity and encrypting data. If a packet processed using this protocc
intercepted during transmission, it is difficult for the intepting party to obtain the real
information contained in the packet. This compatible protocol is widely used in gate
products.

. AH+ESPIt indicates that the function features both AH and ESP.

wSY2 (i8S D Specifiegshe IP address atoman name of the peer gateway of the IPSec tunnel
2 Ot | Specifieghe network segment/prefix length of the LAN of the deviea. example if the
[ SvaiK [! IP address of the LAN port of the device is 1920.68nd thesubne mask is
[ Sy3d 255.255.255.0, the local LAN/prefix length canle.1680.0/24.
wSY203G8 Specifieghe network segment/prefix length of the LAN of the peer gateway of the IPS
[ ! bkt NBT tunnel.If the peer device is a host, this parameter can be sétles IP address of the
[ Sy3idK device/3Z.

Specifieghe key negotiation mode of the IPSec security tunnel.

. Auto Negotiation It indicates that an SA is set up, maintained, and deleted automati
using IKE (Internet Key Exchange). This reduces configuration complexity and simg
IPSec usage and management. Such an SA (Security Association) has a life cycle :
YS®S 32 dA updatedregularly, leading to higher security.

. Manual: It indicates that an SA is set up by manually specifying encryption and
authentication algorithms and keys. Such an SA does not have a life cycle, and thel
it remains valid unless being manually deleted, leading to security risks. Generally, -
mode is used only for commissioning.

Key negotiation Auto negotiation

¢2INRP GSO AYT2NYL u7\2)f O2y TARSYUGARY f KgSEHE i Se a4 &a A
2N HO2 YNB 2008 HARSY LEeKSOLYSSNEB®GI202f Aa | KeoN
LINE §202f ay
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Key Megotiation: uto Negotiation

Authentication Type:

Pre-shared Key:

[~E]
(=
(4]

DPD Detection: En

DPD Detection Cycle: 10

Parameter description
Parameter Description

I dzii K Sy (i A Specifiegshe shared key mode, which indicates a shared key string negotiated by IPSe
¢ e LIS parties with some way in advance.

¢ NBK I NB R Specifieghe pre-shared key used during negotiation. This parameter must be the sam

with that of the peer gatewayA maximum 6128 characters are allowed.

Enableor disablethe DPD Detection. This function can detect whether the remote tunn

St5 55U5S site is valid.

Specifieghe cycle of transmitting DPD packets.

The device transmits DPD packets bagedhe cycle set here. If the DPD packets are nc
confirmed by the remote peer device during the cycle period, the deviceitializes the
IPSec SA between the both sides.
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Period 1

Mode:

Encryption Algorithm:

Integrity Verification:

Diffie-Hellman Group:

Key Expiration:

Period 2

PFS :

Encryption Algorithm:

Integrity Verification:

Diffie-Hellman Group:

Key Expiration:

SR FT2{f20Ay 3 QRIBFNAANI GA2Y | NBI
Main
DES
SHA1
768
3600
Enable Disable
DES
SHAL

768
3600

Cancel

Parameter description

Parameter

9y ONE LJi A
If 32 NAGK

+SNATAOI

Description

Specifies the exchange modelKE phase Wwhich should be the same as that of peer
gateway.

. Main: This mode is the primary mode. this mode exchangedgackets are huge to offel

identity protection, which is applicable to scenarios where identity protection is rigor

. AggressiveThis mode does not offer identity protectiolm. this mode, the exchanged

packets are few in number and negotiation ratdigh,whichis applicable to scenarios
where identity protection is loose.

Specifies théKE session encryption algorithiithe router supports the following
algorithms:

. DES (Data Encryption Standard) 56bit key is used to encrypt édit data. The last 8

bits of the 64bit data are used for parity checBRDESndicates that hree 56bit keys are
used for encryption.

. AES (Advanced Encryption StandardS 128/192/256@ndicates that 128/192/256it

keys are used for encryption respectively.

Specifies théKE session verification algorithiirhe router supports the following
algorithms:

LyGdSanNmG .

MD5 (Message Digest Algorithm) 128bit message digest is generated to prevent
message tamprng.

. SHAL1 (Secure Hash Algorithmd) 160bit message digest is generated to prevent

message tampering, leading to higher security than MD5.
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Parameter

5A ATSES Y
D N2 dzLJ
[20Ff L5
tSSNJ L5
YySe& 9ELM
t C{

Description

Specifies the up information for the DiffieHellman algorithm for generating a session
keyused to encrypt an IKE tunnel.

Specifies the ID of the local gateway.
. IP AddressThe router uses the IP address of the specified WAN port for negotiation
the remote gateway.

. FQDN Fully Qualified Domain Namk you select FQDNpw need to manually set a
string of characters, which should be identical with the remote ID.

‘\:;TIF'
Local ID TypandPeer ID Typshould be the saméJnder such circumstancesoy are
recommended to modify thdlode to Aggressive

Specifies the ID dhe remote gateway.

. IP AddressBy default, theemote gatewayuses the WAN IP address of ttoaiter for
negotiation.

. FQDN Fully Qualified Domain Namk you select FQDNouneedto manually set a
string of characters, which should be identical witlke tbcal ID.

QTlP
Local ID TypandPeer ID Typshould be the saméJnder such circumstancesoy are
recommended to modify thdlode to Aggressive

Specifies theifie cycle ol SAKMP SA

This feature generates a new key in ittasdl, which is unrelated to the key generated |
IKEPhasd, ensuring that the key generated in Phdseés secureeven if the key generated
in IKEPhasd is cracked.

With the PFS disabled, generation of theankey in IKPhasdl depends on the key in
Phasd. Once the key generated in IRRasd is cracked, the key generatedmtasdl will
suffer threats, and further threatens the communication security.
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Key negotiation:Manual

C(KS F2ff26Ay3 RAALY thtifi A(CK B OENISIRS IRy Vi 32 yLINR (G 2 C
L]l bR{@A SR FT2NJ Afdf dzZAGNF A2y KSNBO

Key Megotiation: Manual
ESP Encryption DES
Algorithm:

ESP Encryption Key:

ESP Authentication SHAL

Algorithm:

ESP Authentication Key:
ESP Qutgoing SPL

ESP Incoming SPL:

AH Authentication SHAL

Algorithm:
AH Authentication Key:
AH Outgoing SPL

AH Incoming SPL

Parameter description
Parameter Description
When theTunnel Protocols set toESPthe ESRencryptionalgorithmis required. The
router supports the followinglgorithms:

. DESA 56bit key is used to encrypt éldit data. The last 8 bits of the @it data are
used for parity checli3DESndicates that hree 56bit keys are used faencryption.

. AES A 128192/256-bit key is used for encryption.

ESP Encryption
Algorithm

Specifies the ESP encryption key. Both IPSec communication parties should hav

ESP Encryption Key same key

When theTunnel Protocois set toESPor AH, the correspondingncryptionalgorithm

ESPAH is required. The router supports the followintgarithms:
Authentication ) ] ] ]
Algorithm . MD5: A 128bit message digest is generated to prevent message tampering.

. SHA1 A 160bit message digest is generated to prevent message tampering.
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Parameter

ESPAH
Authentication Key

ESPAH Outgoing SPI

ESPAH Incoming SPI

Description

When theTunnel Protocols set toESPor AH, the correspondinguthenticationkeyis
required.

Both IPSec communication parties should have the same key.

Specifieghe outgoing SPI.

SPI, remote gateway address, protocol type identify an IPSec security comribisty
parameter must be the same with the incoming SPI of the peer device.
Specifiegshe incoming SPI.

SPI, remote gateway address, protocol type idergifylPSec security communithis
parameter must be the same with the outgoing SPI of the peer device.
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Gonfigure IPSec connection: Transport mode

It AaCRINFE t {020 Sy i SNJ) (KISRRE SISO iytahNaBREIE O2 y T A I dzNB

LI N} YSGSNE Ay (KS@#SAYR26> | yR Of A 0]

{ IPSec [/ Add

IPSec Enable Disable
WAN: WAN1
Encapsulation Mode: Transport

Connection Name:

Exchange Mode:

Initiator Mode

Encryption Algorithm: 3DES

Integrity Verification: SHAT

Pre-shared Key:

t I N YSGSNI RSAONRLIGIAZ2Y

Parameter

IPSec

9EOKI y3$s

Description
Enableor disablethe IPSec function.

Specifieshe WAN port over which the IPSec function takes eff@ce remote gateway
address of the IPSec peer device should be the IP address of this interface.

Specifies the IPSec data encapsulation mode.

. Tunnel This mode is generally used between two security gateways.
. Transport:This mode is genally used between hosts or host and gateway.

Specifieshe name of the IPSec connection.

Specifieghe exchange mode of the IPSec tunnel.

. Initiator Mode: The device sends a connection request to the peer device.
. Responder ModeThe device waits for the peer device to send a connection request

QTIP

Do not set both ends of the IPSec tunnelResponder Modeotherwise, the IPSec tunnel
setup fails.
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Parameter

Encryption
Algorithm

Integrity
Verification

Preshared Key

Description

Specifies théKE session encryption algorithifine router supports the following
algorithms:

. DES (Data Encryption Standard) 56bit key is used to encrypt édit data. The last 8
bits of the 64bit data are used for parity checBRDESndicates that hree 56bit keys are
used forencryption.

. AES (Advanced Encryption StandardS 128/192/256@ndicates that 128/192/256it
keys are used for encryption respectively.

Specifies théKE session verification algorithithe router supports the following
algorithms:

. MD5 (Message Digest Algorithmi 128bit message digest is generated to prevent
message tampering.

. SHAL (Secure Hash Algorithmd) 160bit message digest is generated to prevent
message tampering, leading ligher security than MD5.

Specifieghe pre-shared key used during negotiation. This parameter must be the sam
with that of the peer gatewayA maximum of 128 characters are allowed.
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12.11.5 Example otconfiguringa PPTP/L2TP VPN

Networking requirement
Iy Sy GIS)NRINKAGS adzo & KRA B NBEB @i Ra & IS @ik 5N NP gzR S BK S
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Solution
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Configuration procedure

{ SN dzG SN m | {SG NZRdzi SNJ H

stepl {84 NRAziSNIm a GKS ztb &SNBSND
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1. BEnable the PPTBerver

(1) Log in to the web Ul of router Andnavigate toMore >VPN Server

(2) BEnableVPN Server

(3) Configure the following parameters, and cli8&veat the bottom of the page.
{ ST{SONIDSHNI s RANXMIyA &i KA & SEI YL So
(St SOG LiKREH N ! 2bS ( (bAiyiE §RIDSIS Syt GKS =t b &SN
Of ASYuUz! oy OKKAA SEIYLI So
OV B ONEWIIA2Y

{ Back VPN Server
VPN Server:
Server Type: PPTP LITP
WAN: WANI
Encryption: Enable

IP Address Pool:

Max. Users:

2. Configure the PPTP/L2TP user.
(1) Navigate toMore >VPN Server PPTP/L2TP user
(2) dick+Add

- Add [T Delete
User Name Network Users gfgtl%%rnkt Subnet Mask Remark Status Operation

(3) Configurethe followingparameters in theAdd window, and clicksave
OYISNBEBKBDOKS S+t b Ot ASyld dzaSa FadaitRb|l QB
Ay GKA& SEFYLX So
OYiSNI AEB2 BRA x&K A A RN NBKAM SEF YLX So
{ St.SSHBHNG g2 NP | &8 SNA
OYUSHNBUESN] BIVSY izt b OfMPHOMEY DERMEK A C
SEIFI'YLX So
Y ISNUZA KS T HSIKMPKPARAPHPEKPA SEI YLIE So
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Add X

User Name: Subsidiary 1

Password: =00 | sssssssssses

Network Users: ves No
Network Segment: 192.168.1.0

Subnet Mask: 255.255.255.0
Remark: Subsidiary 1

IRRSR adzOOSaatdzZted {SS UKS F2ftt2gAy3d
PPTP/L2TP User
+ Add [ Delete
User Name Network Users SNGF;‘%%% Subnet Mask Remark Status Operation
Subsidiary1 Yes 192.168.1.0 255.255.255.0 Subsidiary1 Z 1

step2 { SEdzHSNJA (GKS ztb Of ASyido
1. Log in to the web Ul of router 2, and navigateMore > VPN Client
2. EnableVPN Client

3. Configure the following parameters, and clig&veat the bottom of the page.
(1) Selecthe Client Typesame as the server typghich iSPPTHn this example.

(2) Select the WANort for setting up a VPMnnel between the VPN server and client,

which isWAN1in this example.
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(3) Enter theServelP/Domain Nameof the WAN port which serves as the egress at the

VPNserver side, which 802.105.11.22n this example.

(4) Enter theUser Nameassigned by the VPN server, whicBissidiary lin this

example.

(5) Enter thePassword which isSubsidiary 1in this example.

(6) EnableEncryption

(7) Enter theRemote LANwhich is192.1680.0in this example.

(8) Enter theRemote Subnet Maskwhich is255.255.255.0n this example.

¢  Back

VPN Client:
Client Type:
WAN:

Server IP/Domain

Name:

User Name:
Password:

Encryption:

VPN Proxy:

Remote LAN:

Remote Subnet Mask:

Status:

9y R

VPN Client

PPTP L2TP

WAN1

202.105.11.22

Subsidiary 1

||||||||||||

Enable Disable

Enable Disable

192.168.0.0

SCC JCC JCLC
£330

Disconnected

— LA A

3 AKFSIEE RY

5dz0 A A RA T NE O BRGNS a8 (IKNRSEK (KKS [Alyhi S Ny
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Verification
l1a4adzyS GKFG GKS adzéé)\RAlNJé Aa o2 deiKISR R @ORH & N
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2 KS¥dzo & MRIAIFNE | 00Saa GUKS KSIFRIjdzr NISNBE LINRPYSOG °
Stepl 9 0 BHLIY k K & S NIASYNJI L t 6 NPRARAIONGD KEZX NDKIY K & niwpwidym clyKdh &
SEIl yaLx $§

QT\P

LF GKS [!'b aSNIBAOS LBRNI Aa y2 u["mé
fF 2SN LINRG202F yIF YSYKK&SNIISNI " R

w| [ = |ThisPC - ul X

- Computer View e
[j] Uninstall or change a program
v E” ~ &n E} :
14| system properties
il

Properties Open Rename Access Map network Add a network ~ Open

media*  drive ™ location Settings 28 Manage
(= i —— MWL e e ——— &s:em__l
[l
« v Il = ftp://192‘168.0‘104‘ : N P Search This PC
- i
~ Folders (7)
3 Quick access
3D Objects Desktop
@ OneDrive -

Creative Cloud Files
I Deskiop 1 Documents Downloads

= Documents

=] Pictures ﬁ Music Pictures
= This PC

¥ Network E Videos

Select a file to preview.

Devices and drives (7) ‘

Network locations (1) ‘

Step2 Y USNI GKS dzASNJI yI YS ¢CRYWRIHYIR ¥ ¥ & 2R 20 KAKEA OKE I YN
I Y&t A DAY

Login identity x

% The server does not allow anonymous login or does not accept the email

address,
User name(U])
FTP server 192.168.0.104
User name{U} | Tom123 V|
Password(P) |l||l-|||-|| |

After logging in, you can add this server to your favorites for easy return.

& FTP does not encrypt or encode passwords or data before sending it to the

server. To secure passwords and data, please use webdan.

[JAnonymous login(A) [ Save password(S)

Login(L) Cancel
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¢KS | 0054 a {58 (aKd30 FR# & R2dafAdy 3
311 M [] = | 192.168.0.104
Home Share View

= « 4 2 Internet » 192.168.0.104

7 Quick access
[ Desktop
; Downloads
=| Documents

. Project data
= Pictures

% % % % %

E Internet
Camera
Final

Internet

L Internet

¥ Metwork
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12.11.6 Example of configuringralPSec VPN

Networking requirement
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Solution
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Configuration procedure

| 2y T NR AN/ 2 v A 3 dzNB

QTIP

SdzZNAy 3 GKS O2yFAIAdzN} GA2y I AT @2dz glyld G2 O2y FA3d
AdzNB GKS LI NI NBdt8EBR 8 KSIUES Y$ 62

Stepl [ 2Y FNBANSZ NI m
1. Log in tothe web Ul of the router land navigate tdore > IPSec

2. Click+Add.
{  Back IPSec @
+ Add W Delete
IPSec Status WAN Connection Name Fonrfmélélgt Tunnel Protocol Remote Gateway  Status Operation

3. Configurethe parametersin the Add window, and clickSaveat the bottom of the page
(1) Select the WANoort to establish an IPSec tunnel, whicMaN1this example.
(2) Set Encapsulation Mode¢o Tunnel
(3) Set the Connection Namewhich idPSec_1n this example
(4) Enter the Remote Gatewaywhich is202.10588.77in this example.
(5) Enter the Local LAN/Prefix Lengthvhich is192.1680.0/24 in this example.
(6) Enterthe RemoteLAN/Prefix Lengthwhich is192.168.1.0/24in this example.
(7) Setthe Preshared Keywhich isd159357in this example.
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IPSec:

WAN:

Encapsulation Mode:

Connection Name:

Exchange Mode:

Tunnel Protocol:

Remote Gateway:

Local LAN/Prefix Length:

Remote LAN/Prefix

Length:

Key Negotiation:

Authentication Type:

Pre-shared Key:

DPD Detection:

DPD Detection Cycle:

¢tKS Lt{SO

] IPSec Status WAN

[J Disconnected WAN1

O Enable (O Disable

WAN1 v

Tunnel e

IPSec 1

Initiator Mode vy

ESP v

202.105.88.77

192.168.0.0/24 For example: 192.168.100.0/24
192.168.1.0/24 For example: 192.168.100.0/24
Auto Negotiation vy

td159357

Enable e

10 (1 to 30 sec)

7

Ad | RRSR &dz00SaafdzZteod {SS (KS

Connection Name E‘rllcc’apsulatlon Tunnel Protocol Remote Gateway Status Operation

IPSec 1 Tunnel ESP 202.105.88.77 [ @ 2 oW
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Step2 [ 2y F NR dANS NJ H
1. Login to the web Ul of theouter 2andnavigate toMore >1PSec
2. Click+Add

¢ Back IPSec ®@

Add

Y

Delete

IPSec Status WAN Connection Name Fo']faﬁ,iglgt Tunnel Protocol Remote Gateway  Status Operation

3. Configure the parameteris the Add window, and cliclSaveat the bottom of the page
(1) Select the WANport to establish an IPSec tunnel, whicW&N1this example.
(2) Set Encapsulation Modé¢o Tunnel
(3) Set the Connection Namewhich idPSec_1n this example
(4) Enter the Remote Gatewaywhich is202.10511.22in this example.
(5) Enter the Local LAN/Prefix Lengthvhich is192.1681.0/24 in this example.
(6) Enterthe RemoteLAN/Prefix Lengthwhich is192.1680.0/24 in this example.
(7) Setthe Presshared Keywhich isd159357in this example.
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IPSec: Enable Disable

WAN: WAN1
Encapsulation Mode: Tunnel
Connection Name: IPSec_1
Exchange Mode: Initiator Mode
Tunnel Protocol: ESP

Remote Gateway: 202.105.11.22

Local LAN/Prefix Length: 192.168.1.0/24

Remote LAN/Prefix 192.168.0.0/24
Length:
Key Negotiation: Auto Negotiation

Authentication Type:

Pre-shared Key: td159357
DPD Detection: Enable
DPD Detection Cycle: 10

A

SR &dz00SaafdAZted {SS GKS ¥F:

P

¢tKS Lt{SO Aa IR

IPSec Status WAN Connection Name Eyéggsu\ati@n Tunnel Protocol Remote Gateway Status Operation
Disconnected WAN1 IPSec 1 Tunnel ESP 202.105.11.22 a 2 W

2 K Syt { $O aK@lvizg SO WKE Lt i d
2dz0AARAFNE adl FF ONK &z &ROARS OK
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12.11.7 Example otconfiguringa L2TP over IPSec VPN

Networking requirement
'y SYGSNIINRAEAS | yYRKEOGaAORNE $OK KRS SOASR2 aSa dz
K -

. N} yOK SYLIX 2eSSaszsaijw@swoSaa\lefes;lzNDSa 0 KNP d:
Fa AYUGSNylLt RFEGLI h! 2 9wtX /waX FyR LINRB2SO0 YI
Solution

Lt {SO IyR [OHittdiy& SNIESHI MGG (GKAAa NBIdANBYSYydo
l 34dzyS GKIFIG GKS NBEFGSR AYTF2NNIGA2Y Ad aK2gy |
i t 2Nl dzaSR G2 SadlofAakKk 'y Lt{SO GdzyySty
i t 2Nl dzaSR G2 SaidlofAakK Fy [H¢t =xtb GdzyyS
i Lt FRRNBX&aa 2F 2! bMY HAHOMAP PMMDHH
i [ DY MPpHPMCYy PandPaAKHDN
' 3ad2KS 0 GKS NBfFTGSR AYTF2NXNIGA2Y 2F Lt {SO O2yy
i 9y OF LJAdzZ A2y a2z2RSY ¢dzyySt Y2RS
i YSe bSA20AFGA2YyY ! dzi2 yS3I2GAlLGA2Y
it NBKIF NEBRLIMB &Y p T

. N} yOK a b

®{mao
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t / 2 Y LJdz
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ConfigurationProcedure

Configure IPSec connection 9y I B & ¢t > Add a PPTP/L2TP usel

Stepl [ 2y FAAdZNE GKS Lt {SO O2yySOiA2y®
1. Navigate toMore >IPSec

2. Click+Add.
‘ { Back ‘ IPSec @
| + Add | ‘ W Delete
o
IPSec Status WAN Connection Name Fgﬁ\ﬁgﬂgt Tunnel Protocol ~ Remote Gateway  Status Operation

3. Configure the following parameters in tield window, and clickSave
(1) Select aWANport for the IPSec VPN connection, whiciMi&N1in this example
(2) Sded Encapsulation Modewhich isTransportin this example.
(3) SetConnection Naméo the name of the IPSdannel, which iHQin this example
(4) SpecifyPresshared Keywhich isp159357in this example.

<{ IPSec / Add

IPSec: © tnable () Disable
WAN: WAN1

Encapsulation Mode: Transport

Connection Name: HO

Exchange Mode: Initiator Mode

Encryption Algorithm: 3DES

Integrity Verification: SHAT

Pre-shared Key: ip159357

Save ‘ Cancel
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¢ KISt { SO 02y ySOilard2G0 SESSFIWEA TE&NMBR 6 Ay 3 TA 3Idz

Back IPSec @
Add W Delete
IPSec Status WAN Connection Name Fo']ﬂﬁiglgt Tunnel Protocol Remote Gateway  Status Operation
Disconnected WANT1 HQ Transport ~ ESP E W

Step2 9y | OUEKESH ¢t & SNIIS NI

1. Navigate toMore >VPN Server
2. EnableVPN Server
3. SetServer Typeo L2TP
4. Select aNANport for the IPSec VPN connection, whiciM&N1in this example.
5. SetlPSec Encryptioof the IPSec tunnel, whichkQin this example
6. ClickSa\e.
<{  Back VPN Server @
VPN Server:
Server Type: PPTP L2TP
WAN: WANT WAN2
IPSec Encryption: HQ

IP Address Pool:

Max. Users:

Step3 'RRtt¢tk[HEt | &SND
1. Navigate taMlore > VPN Server PPTP/L2TP User

2. Click+Add.
- Add W Delete
User Name Network Users Efgil;%rnkt Subnet Mask Remark Status Operation

Step4 [/ 2YFAITAINE GKS F2f{ 1 REAYR2B0VNRIIVEESAONE Ay (KS
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Enter theUser Nameand Passwordassignedy the VPNclient, whichare both Tom123in
this example.

SetNetwork Userto No.

Entera Remarkto your account, which i§om123in this example.

Add X
User Name: Tom123
Password: | sesess
Network Users: Yes No
Remark: Tom123

N

¢CKS [HEt{ SASNIBRERERSEIF dAKS F2@f 26Ay I FA 3 dzN

PPTP/L2TP User

+ Add W Delete
User Name Network Users Network Subnet Mask Remark Status Operation
Segment P
Tom123 No - - Tom123 [ @) =
-9 YR
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Verification
¢2 OOS &SI RK &I NIbh S NI & 2
AYIiNRRdzOSE K2g (2
82dzNJ | OGdmf &A G dzk

Crate VPN connection on Windows 10

Stepl INBIF UGS +#tb O2yySOGAzyaos
1.
tenda.cn
@ Connected
i 11:26 AM
N\
= 0 I & 6/22/2020
2. ClickVPN dickAdd a VPN connectian
Settings
@ Home VPN
Find a setting = I VPN
1
Network & Internet E + Add a
1
@ Status
Advanced Options
¥ Ethernet
Allow VPN ove
% Dial-up @ o~
L TR : Allow VPN while roaming
1% VPN 1 —
L @) On
('9 Data usage
Related settings
@ Proxy ane apt

22

dzN

r metered networks

7

P - 4

Qick ™ in thelower right corner of the desktop, clidketwork & Internet settings



3.

SetVPN connection parameters, and then clidve

(1)
(@)
3)
(4)
(5)
(6)

(7)

SelectVPN povider, which iswindows (built-in) in this example.

Set theConnectionnameof VPN, which i¥PN Accesm this example.
EnterServer name or addressvhich is202.105.11.22n this example.
SelectVPN type which isL2TP/IPsec with prshared key
EnterPre-shared keyof the IPSec tunnel, whichigl59357in thisexample.

Pull down the scroll bar, selediype of sigan info, which isUser name and password
in this example.

EnterUser nameand Passwordwhichare bothTom123in this example.

Add a VPN connection

VPN provider
Connection name
VPN

Server name or address
202.105.11.22

VPN type

Pre-shared key

Type of sign-in info

User name (optional)

Cancel
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ClickVPN Accesshen clickConnect

Settings

) Home

Find a setting

2]

°% VPN

@ Data usage

@ Proxy

VPN
VPN

- Add a VPN connection
VPN Access

Advanced Options

Allow VPN over metered networks
@ o

Allow VPN while roaming

@ on

2 | KGO yly SOGA2y oAa Sadlof AAKSR

Settings

) Home

Find a setting

% VPN

@& Data usage

@ Proxy

VPN
VPN

- Add a VPN connection

Vel VPN Access
(o)
Connected

Advanced Options

Allow VPN over metered networks
@ on

Allow VPN while roaming

@D on

229



Create VPN connection on a mobile devigexample: iOS).
Stepl /f A{CROG@y2ya @2 dzNJ AaY I NI LK2y S®
Step2 ¢l 43 b P

1:48 w 4G EE )

{ Settings General

About

Software Update

AirDrop
AirPlay & Handoff

CarPlay

iPhone Storage

Background App Refresh

Date & Time
Keyboard

Fonts

Language & Region

Dictionary

VPN Mot Connected
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Step 3

Step 4

o o &> Nk

CHILRR +tb /2yFTAIANI GA2Y DDDD

1:49 w ! 4G )

{ General VPN

Add VPN Configuration...

(SGKStb O2yySOGA2Y LI NY YSGSNERERD

Select theType which isSL2THn this example.

St the name of VPN connection Description which isHQin this example.

Enter the IP address of L2EBrver which is202.105.11.22n this example.

Enter the Accountand Passwordof L2TP VPN, which are bdtbm123in this example.
Erter the Secretof IPSec tunnel, whichiigl59357in this example.

TapDone
Cancel Add Configuration Done
Type L2TP

Description HQ

Server 202.106.11.22
Account

RSA SecurlD

Password

Secret

Send Al Traffic ()

PROXY

Off Manual Auto
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Step5 ¢ P

{ General VPN

VPN CONFIGURATIONS

Status Mot Connected

v Ha )

LInknowr

Add VPN Configuration...

9 YR
2 | ZY G KB | GaeNgeR yy SEBRS Lt {SO Oz2y

{ General VPN

VPN COMFIGURATIONS

Status Connected o

v H Q)

Unknown

Add VPN Configuration...
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Employees accessirigeadquartersresources on business trip
l dadzYSolKYy®RRa (2 F00Saa GKS oCeKSa EINP 8 BIOH

KSI RIj dd NISNENBER 2y GKS C¢t &ASNBSNP ! aadzyS GKI
i C¢t &SNS NIpH O wIRRPNBE & Y

i { S NI3S NImY

i Cet &S NIZESINNWIWIIEANSY Ivy2RY Mdlod & 6 2 NR
2KSY 06N} YyOK AINPEB QFO MKESR |j dzK SIIKSNE LISNF 2 NY (GKS ¥
Step 1

OO SIKS FANK K ASNIISNI Lt2y RRNBGZEWLIdzE SNNES SANE ALE KNI
F (0 LIY k K maprdym cliyKavsmd SE YLX S

QT\P

F GKS ASNIWSNI LR2NI 2F GKS [!'b A& y20 BISNIWAYE&EYOSN
FLILX AOFGA2Y f1@SNJLINRG202ft yIYSWkkaSNIBSNI Lt FRR

E| [ || =] ThisPC

(7]
1
T: ||:-| ftp://192.168.0.104) : w3 Search This PC o
e e
R
3 Quick access Folders (7)
[ Desktop 3D Objects Desktop
; Downloads -
& Documents y; Documents Downloads
| Pictures j ‘
[ This PC
Musi Pict
= Local Disk (D7) J\ Hse fetures

| ==
e Local Disk (E:)

s Local Disk (F)

ﬁ Videos

I This PC ~ Devices and drives (4)
J 2D Objects o= Local Disk (T Local Disk (D)
I Desktop M~y 61.0 GB free of 100 GB T~y 93.0 GB free of 122 GB

|5 Documents

Download
¥ Downloads Wy 120 GB free of 122 GB [
J’l Music

Local Disk (E:) Local Disk (F:)

[
120 GB free of 121 GB
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Step2 9y G S NJ &ISKNS Iy Y tRf S

A Bo2KNTO 6 2 16 Y My (i K A &
[ 2 DAY

Login identity

The server does not allow anonymous login or does not accept the email
address.

User name(U]}
FTP server 192.168.0.104

User name(lJ} | Tom123

Password(P)

After logging in, you can add this server to your favorites for easy return

& FTP does not encrypt or encode passwords or data before sending it to the

server. To secure passwords and data, please use webdan

ClAnonymous login(A) [ Save password(S)

Cancel
—9YyR

¢ KS KSI RIjdzZl NI SN&

31 < | 192.168.0.104

Home Share

« o v

[ ! b a 2 dgNIBS A
View
%5 Intemet > 192.168.0.104

v @ | Seal
s Quick access
[ Desktop
‘r Downloads
= Documents
& G0 6.29
&= | Pictures
3 Internet
Camera
Final

Internet

[ Internet

¥ MNetwork

QT\P

L e2dz 61 yi RS IE&OD KY K KL MR BN I Suu
AK2dzZ R Ayadl

G2
f Iy Cc¢t OftASyild 2y
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12.12 Multi-WANpolicy
12.12.1 Overview

¢ KS NRdzGSNJ &ddzLJLI2 NIl & KIS @HR2EX@FNy 3 (GeLlSa 2F Ydz

A {YFENIL t2FR oFflFyOAYy3a O6RSTFI dzZ G0

LT &dzOK I LRfAOCRdZAAYF LRADKRBRE RKS( NR dalz$ 8l& G N

2y OKYROARGIKI ASYG KRR JZAK (GKS 2! b LBRNI& G2 |0
A dzat2y

{dzOK I LRfAOe Aa O2yTAIIININRAFAOLIFON RY¥SRKABRG N

INRdzLJAa (2! BLSDODNFA SR
[ £ R@ NGB dzf20l At 2 ERDESY I SN GKS LI IS

{ Back Multi-WAN Policy

Multi-WAN Policy: Smart Load Balancing Custom
WAN Link Detection:
Detection Address: www.apple.com
Detection Method: ICMP
Detection Interval: 5
Parameter description
Parameter Description

Specifieghe policy through the WAN ports.

. Smart Load Balancind he system automatically distributes traffic through the WA
ports with the smallest amount of traffic.

. Custom It enables you to assign WAN ports to source IP addresses as required.

Mutil-WAN Policy

The router regularly detects the connection status between the WAN ports and
detection address.
. Detection AddressThe IP address or domaiameto detect.

. Detection Method: When theroute is unreachable, the network sends the TCP or
ICMP packets with error messages to the router.

. Detection Interval:The interval of detection, Secondsby default.

WANLinkDetection
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12.12.2 Customiz a multi-WAN policy

QT\F’

.ST2NB O2y T AAIdINRK WAL AOKSZ( EAl iy + AIBNB gziidk 6 2Y § RRNR ¢zLJ
Lt 3INRbdzL) FANERG

Stepl bl @A 34 &R d2R20Ab  t ASK GG 2R ©If R

step2 { St SQit DOWNBdzLAESH @

Step3 { St SO biKNEL (2 6KAOK GKS LIR2ftAOCE |LIWLXASa®
Stepa | T AOWPS

Add X
Status:
IP Group: Designers
WAN Port: WANT

9 YR
Parameter description
Parameter Description
Status Enableor disablethe rule.
IP Group Qreate or select the IP group to which the rule applies. To create an I

group, chooséd-ilter Management IP Group/Time Group

WANPort Specifiegshe WAN port for incoming and outgoing traffic.
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12.12.3 Exampleof customizing a multWAN policy

(p))

Networking Requirement
Ly Sy GISYNRINA Ee&ABKNS yOOMNS & & & &1S fe iR OO0S a ad (eSS A
YSSG AdGa AyGiSNySd 00Saa NBIAdANBYSyids (KS AR
062 RAFFSNBY G L{GMASyOBNASIITNY @B ¢200SGKA SOS t 21 R
SY (G SNLINRA &KSNIFRES 26AyYd [!'b NBIdZANBYSyYy(a
T CKBS@A OBA GK Lt | RRNBAAANH Nizy BweyiEbvicNBID S & & H
Ay G SINGNR(IIZA K £ NS PANRSROF YR O02yySOiAz2y oAl
T CKBSEA OBA K Lt | RRNB A& (v NG yiRA gEHFINEC ) GhS & &
i K S AtS ONBIROFYR O02yySOi7

(s}

Solution
. 2dz Oly dz&A8biKIBt X &EIRESIzyNRIdERSNI2{F2 YSSG GKAE& NBIJ

LyasSH

Gonfiguration Focedure

[/ 2y FAAdZOBIR dzLK 9y | 0ddsa G 2 Y A4 1Sb 2YidRy/ dza (i 2 Y A4 ISb 2ridi &g
stepl {SG Lt FRERNBaa 3INPdzLJ
Navigate tarilter Management> IP Group/Time Groupandadd thelP _groupsas follows.
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