
 

 

 

 

 



±ŜǊǎƛƻƴ мΦл 

i 

 
 

 
 
 
/ƻǇȅǊƛƎƘǘ {ǘŀǘŜƳŜƴǘ 

ϭ нлнн {ƘŜƴȊƘŜƴ ¢ŜƴŘŀ ¢ŜŎƘƴƻƭƻƎȅ /ƻΦΣ [ǘŘΦ !ƭƭ ǊƛƎƘǘǎ ǊŜǎŜǊǾŜŘΦ  

 ƛǎ ŀ ǊŜƎƛǎǘŜǊŜŘ ǘǊŀŘŜƳŀǊƪ ƭŜƎŀƭƭȅ ƘŜƭŘ ōȅ {ƘŜƴȊƘŜƴ ¢ŜƴŘŀ ¢ŜŎƘƴƻƭƻƎȅ /ƻΦΣ [ǘŘΦ hǘƘŜǊ 
ōǊŀƴŘ ŀƴŘ ǇǊƻŘǳŎǘ ƴŀƳŜǎ ƳŜƴǘƛƻƴŜŘ ƘŜǊŜƛƴ ŀǊŜ ǘǊŀŘŜƳŀǊƪǎ ƻǊ ǊŜƎƛǎǘŜǊŜŘ ǘǊŀŘŜƳŀǊƪǎ ƻŦ ǘƘŜƛǊ 
ǊŜǎǇŜŎǘƛǾŜ ƘƻƭŘŜǊǎΦ /ƻǇȅǊƛƎƘǘ ƻŦ ǘƘŜ ǿƘƻƭŜ ǇǊƻŘǳŎǘ ŀǎ ƛƴǘŜƎǊŀǘƛƻƴΣ ƛƴŎƭǳŘƛƴƎ ƛǘǎ ŀŎŎŜǎǎƻǊƛŜǎ ŀƴŘ 
ǎƻŦǘǿŀǊŜΣ ōŜƭƻƴƎǎ ǘƻ {ƘŜƴȊƘŜƴ ¢ŜƴŘŀ ¢ŜŎƘƴƻƭƻƎȅ /ƻΦΣ [ǘŘΦ bƻ ǇŀǊǘ ƻŦ ǘƘƛǎ ǇǳōƭƛŎŀǘƛƻƴ Ŏŀƴ ōŜ 
ǊŜǇǊƻŘǳŎŜŘΣ ǘǊŀƴǎƳƛǘǘŜŘΣ ǘǊŀƴǎŎǊƛōŜŘΣ ǎǘƻǊŜŘ ƛƴ ŀ ǊŜǘǊƛŜǾŀƭ ǎȅǎǘŜƳΣ ƻǊ ǘǊŀƴǎƭŀǘŜŘ ƛƴǘƻ ŀƴȅ ƭŀƴƎǳŀƎŜ 
ƛƴ ŀƴȅ ŦƻǊƳ ƻǊ ōȅ ŀƴȅ ƳŜŀƴǎ ǿƛǘƘƻǳǘ ǘƘŜ ǇǊƛƻǊ ǿǊƛǘǘŜƴ ǇŜǊƳƛǎǎƛƻƴ ƻŦ {ƘŜƴȊƘŜƴ ¢ŜƴŘŀ ¢ŜŎƘƴƻƭƻƎȅ 
/ƻΦΣ [ǘŘΦ 

5ƛǎŎƭŀƛƳŜǊ 

tƛŎǘǳǊŜǎΣ ƛƳŀƎŜǎ ŀƴŘ ǇǊƻŘǳŎǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ƘŜǊŜƛƴ ŀǊŜ ŦƻǊ ǊŜŦŜǊŜƴŎŜǎ ƻƴƭȅΦ ¢ƻ ƛƳǇǊƻǾŜ ƛƴǘŜǊƴŀƭ 
ŘŜǎƛƎƴΣ ƻǇŜǊŀǘƛƻƴŀƭ ŦǳƴŎǘƛƻƴΣ ŀƴŘκƻǊ ǊŜƭƛŀōƛƭƛǘȅΣ ¢ŜƴŘŀ ǊŜǎŜǊǾŜǎ ǘƘŜ ǊƛƎƘǘ ǘƻ ƳŀƪŜ ŎƘŀƴƎŜǎ ǘƻ ǘƘŜ 
ǇǊƻŘǳŎǘǎ ǿƛǘƘƻǳǘ ƻōƭƛƎŀǘƛƻƴ ǘƻ ƴƻǘƛŦȅ ŀƴȅ ǇŜǊǎƻƴ ƻǊ ƻǊƎŀƴƛȊŀǘƛƻƴ ƻŦ ǎǳŎƘ ǊŜǾƛǎƛƻƴǎ ƻǊ ŎƘŀƴƎŜǎΦ 
¢ŜƴŘŀ ŘƻŜǎ ƴƻǘ ŀǎǎǳƳŜ ŀƴȅ ƭƛŀōƛƭƛǘȅ ǘƘŀǘ Ƴŀȅ ƻŎŎǳǊ ŘǳŜ ǘƻ ǘƘŜ ǳǎŜ ƻǊ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ǇǊƻŘǳŎǘ 
ŘŜǎŎǊƛōŜŘ ƘŜǊŜƛƴΦ 9ǾŜǊȅ ŜŦŦƻǊǘ Ƙŀǎ ōŜŜƴ ƳŀŘŜ ƛƴ ǘƘŜ ǇǊŜǇŀǊŀǘƛƻƴ ƻŦ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ǘƻ ŜƴǎǳǊŜ 
ŀŎŎǳǊŀŎȅ ƻŦ ǘƘŜ ŎƻƴǘŜƴǘǎΣ ōǳǘ ŀƭƭ ǎǘŀǘŜƳŜƴǘǎΣ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ 
Řƻ ƴƻǘ ŎƻƴǎǘƛǘǳǘŜ ŀ ǿŀǊǊŀƴǘȅ ƻŦ ŀƴȅ ƪƛƴŘΣ ŜȄǇǊŜǎǎ ƻǊ ƛƳǇƭƛŜŘΦ 
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tǊŜŦŀŎŜ 

¢Ƙŀƴƪ ȅƻǳ ŦƻǊ ŎƘƻƻǎƛƴƎ ¢ŜƴŘŀΗ tƭŜŀǎŜ ǊŜŀŘ ǘƘƛǎ ǳǎŜǊ ƎǳƛŘŜ ŎŀǊŜŦǳƭƭȅ ōŜŦƻǊŜ ȅƻǳ ǎǘŀǊǘΦ 

/ƻƴǾŜƴǘƛƻƴǎ 

¢Ƙƛǎ ǳǎŜǊ ƎǳƛŘŜ ŀǇǇƭƛŜǎ ǘƻ ǘƘŜ ¢ŜƴŘŀ !·оллл 5ǳŀƭ .ŀƴŘ ²ƛ-Cƛ с ²ƛǊŜƭŜǎǎ IƻǘǎǇƻǘ wƻǳǘŜǊ ²ол9Φ 

¢ƘŜ ŎƻƴǘŀƛƴŜŘ ƛƳŀƎŜǎ ŀƴŘ ¦L ǎŎǊŜŜƴǎƘƻǘǎ ŀǊŜ ǎǳōƧŜŎǘ ǘƻ ǘƘŜ ŀŎǘǳŀƭ ǇǊƻŘǳŎǘǎΦ 

¢ƘŜ ǘȅǇƻƎǊŀǇƘƛŎŀƭ ŜƭŜƳŜƴǘǎ ǘƘŀǘ Ƴŀȅ ōŜ ŦƻǳƴŘ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ŀǊŜ ŘŜŦƛƴŜŘ ŀǎ ŦƻƭƭƻǿǎΦ 

Item Presentation Example 

Cascading menus > System > Live Users 

Parameter and value Bold Set User Name to Tom. 

Variable Italic Format: XX:XX:XX:XX:XX:XX 

UI control Bold On the Policy page, click the OK button. 

Message ά έ ¢ƘŜ ά{ǳŎŎŜǎǎέ ƳŜǎǎŀƎŜ ŀǇǇŜŀǊǎΦ 

¢ƘŜ ǎȅƳōƻƭǎ ǘƘŀǘ Ƴŀȅ ōŜ ŦƻǳƴŘ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ŀǊŜ ŘŜŦƛƴŜŘ ŀǎ ŦƻƭƭƻǿǎΦ 

Symbol Meaning 

 

This format is used to highlight information of importance or special interest. 
Ignoring this type of note may result in ineffective configurations, loss of data or 
damage to device. 

 
This format is used to highlight a procedure that will save time or resources. 

CƻǊ ƳƻǊŜ ŘƻŎǳƳŜƴǘǎ 

Dƻ ǘƻ ƻǳǊ ǿŜōǎƛǘŜ ŀǘ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳ ŀƴŘ ǎŜŀǊŎƘ ŦƻǊ ǘƘŜ ƭŀǘŜǎǘ ŘƻŎǳƳŜƴǘǎ ŦƻǊ ǘƘƛǎ ǇǊƻŘǳŎǘΦ 

Document 5ŜǎŎǊƛǇǘƛƻƴ 

Quick Installation Guide 
It introduces how to set up the device quickly for internet access, the 
descriptions of LED indicators, ports, and buttons, FAQ, statement information, 
and so on. 

User Guide 
It introduces how to set up more functions of the device for more requirements, 
including all functions on the web UI of the device. 

Data Sheet 
It introduces the basic information of the device, including product overview, 
selling points, and specifications. 

  

http://www.tendacn.com/
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¢ŜŎƘƴƛŎŀƭ {ǳǇǇƻǊǘ 

LŦ ȅƻǳ ƴŜŜŘ ƳƻǊŜ ƘŜƭǇΣ ŎƻƴǘŀŎǘ ǳǎ ōȅ ŀƴȅ ƻŦ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƳŜŀƴǎΦ ²Ŝ ǿƛƭƭ ōŜ ƎƭŀŘ ǘƻ ŀǎǎƛǎǘ ȅƻǳ ŀǎ 
ǎƻƻƴ ŀǎ ǇƻǎǎƛōƭŜΦ 

 

 

 

Hotline 

Global: (86) 755-27657180 

(China Time Zone) 

 

 

 

Email 
support@tenda.com.cn 

United States: 1-800-570-5892 

(Toll Free: 7 x 24 hoursύ 

Canada: 1-888-998-8966 

(Toll Free: Mon - Fri 9 am - 6 pm PST) 

Hong Kong: 00852-81931998 

 

Website 

 

www.tendacn.com 

wŜǾƛǎƛƻƴ IƛǎǘƻǊȅ 

¢ŜƴŘŀ ƛǎ Ŏƻƴǎǘŀƴǘƭȅ ǎŜŀǊŎƘƛƴƎ ŦƻǊ ǿŀȅǎ ǘƻ ƛƳǇǊƻǾŜ ƛǘǎ ǇǊƻŘǳŎǘǎ ŀƴŘ ŘƻŎǳƳŜƴǘŀǘƛƻƴΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ 
ǘŀōƭŜ ƛƴŘƛŎŀǘŜǎ ŀƴȅ ŎƘŀƴƎŜǎ ǘƘŀǘ ƳƛƎƘǘ ƘŀǾŜ ōŜŜƴ ƳŀŘŜ ǎƛƴŎŜ ǘƘŜ ǳǎŜǊ ƎǳƛŘŜ ǿŀǎ ǊŜƭŜŀǎŜŘΦ 

Version Date Description 

V1.0 2022-08-23 Original publication 

 

mailto:support@tenda.com.cn
http://www.tendacn.com/
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н ²Ŝō ¦L ......................................................................................................................................... с 
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пΦнΦн a¢¦ .......................................................................................................................... от 

пΦнΦо /ƭƻƴŜ a!/ ŀŘŘǊŜǎǎ .................................................................................................. оу 
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5 Wireless ..................................................................................................................................... по 
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рΦп !ŘǾŀƴŎŜŘ ǎŜǘǘƛƴƎǎ ............................................................................................................... рп 
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 1  [ƻƎƛƴ 

1.1  Log in to the web UI 

LŦ ȅƻǳ ǳǎŜ ǘƘƛǎ ǊƻǳǘŜǊ ŦƻǊ ǘƘŜ ŦƛǊǎǘ ǘƛƳŜ ƻǊ ƘŀǾŜ ǊŜǎŜǘ ƛǘ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎΣ ǊŜŦŜǊ ǘƻ ǘƘŜ ǉǳƛŎƪ 
ƛƴǎǘŀƭƭŀǘƛƻƴ ƎǳƛŘŜ ǘƻ ŎƻƳǇƭŜǘŜ ǘƘŜ ǎŜǘǳǇ ǿƛȊŀǊŘΦ hǘƘŜǊǿƛǎŜΣ ǊŜŦŜǊ ǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŜǇǎΦ 

1.1.1  Log in with your computer 

Step 1 /ƻƴƴŜŎǘ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ǘƻ ŀ [!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǿƛǘƘ ŀƴ 9ǘƘŜǊƴŜǘ ŎŀōƭŜΦ 

Step 2 {Ŝǘ ǘƘŜ ƭƻŎŀƭ ŎƻƴƴŜŎǘƛƻƴ ƻŦ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ǘƻ hōǘŀƛƴ ŀƴ Lt ŀŘŘǊŜǎǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀƴŘ 

hōǘŀƛƴ 5b{ ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ  

Step 3 {ǘŀǊǘ ŀ ǿŜō ōǊƻǿǎŜǊΣ ŀƴŘ Ǿƛǎƛǘ ǘŜƴŘŀǿƛŦƛΦŎƻƳΦ 

 

Step 4 9ƴǘŜǊ ǘƘŜ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ȅƻǳ ǎŜǘΣ ŀƴŘ ŎƭƛŎƪ [ƻƎƛƴΦ 

 

-  .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ²ƛCƛ ǇŀǎǎǿƻǊŘ ƛǎ ǎŜǘ ŀǎ ǘƘŜ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ ¢ƘǳǎΣ ƛŦ ȅƻǳ ŦƻǊƎŜǘ ǘƘŜ 
ƭƻƎƛƴ ǇŀǎǎǿƻǊŘΣ ǘǊȅ ǿƛǘƘ ǘƘŜ ²ƛCƛ ǇŀǎǎǿƻǊŘΦ 

-  LŦ ǘƘŜ ŀōƻǾŜ ŦŀƛƭǎΣ ǊŜǎŜǘ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎ ŀƴŘ ǘƘŜƴ ǎŜǘ ǘƘŜ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘΦ !ŦǘŜǊ ǊŜǎŜǘΣ 
ȅƻǳ ƴŜŜŘ ǘƻ ǊŜŎƻƴŦƛƎǳǊŜ ǘƘŜ ƴŜǘǿƻǊƪΦ 

 

----9ƴŘ 
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LŦ ǘƘŜ ŀōƻǾŜ ǇŀƎŜ ŘƻŜǎ ƴƻǘ ŀǇǇŜŀǊΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƻƭǳǘƛƻƴǎΥ 

-  9ƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ǇƻǿŜǊŜŘ ƻƴ ǇǊƻǇŜǊƭȅΦ 

-  9ƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ŎƻƳǇǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ [!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 
ƛƴŘƛŎŀǘƻǊ ƭƛƎƘǘǎ ǎƻƭƛŘ ƻƴ ƻǊ ōƭƛƴƪǎΦ 

-  wŜǎŜǘ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎΣ ŀƴŘ ƭƻƎ ƛƴ ŀƎŀƛƴΦ 

[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 
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1.1.2  Log in with your smartphone 

Step 1 /ƻƴƴŜŎǘ ȅƻǳǊ ǎƳŀǊǘǇƘƻƴŜ ǘƻ ǘƘŜ {{L5 ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

Step 2 {ǘŀǊǘ ŀ ǿŜō ōǊƻǿǎŜǊ ƻƴ ǘƘŜ ǎƳŀǊǘǇƘƻƴŜΣ ŀƴŘ Ǿƛǎƛǘ ǘŜƴŘŀǿƛŦƛΦŎƻƳΦ 

Step 3 9ƴǘŜǊ ǘƘŜ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ȅƻǳ ǎŜǘΣ ŀƴŘ ŎƭƛŎƪ [ƻƎƛƴΦ 

 

-  .ȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ²ƛCƛ ǇŀǎǎǿƻǊŘ ƛǎ ǎŜǘ ŀǎ ǘƘŜ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ ¢ƘǳǎΣ ƛŦ ȅƻǳ ŦƻǊƎŜǘ ǘƘŜ 
ƭƻƎƛƴ ǇŀǎǎǿƻǊŘΣ ǘǊȅ ǿƛǘƘ ǘƘŜ ²ƛCƛ ǇŀǎǎǿƻǊŘΦ 

-  LŦ ǘƘŜ ŀōƻǾŜ ŦŀƛƭǎΣ ǊŜǎŜǘ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎ ŀƴŘ ǘƘŜƴ ǎŜǘ ǘƘŜ ƭƻƎƛƴ ǇŀǎǎǿƻǊŘΦ !ŦǘŜǊ ǊŜǎŜǘΣ 
ȅƻǳ ƴŜŜŘ ǘƻ ǊŜŎƻƴŦƛƎǳǊŜ ǘƘŜ ƴŜǘǿƻǊƪΦ 

 

----9ƴŘ 

 

LŦ ǘƘŜ ŀōƻǾŜ ǇŀƎŜ ŘƻŜǎ ƴƻǘ ŀǇǇŜŀǊΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƻƭǳǘƛƻƴǎΥ 

-  9ƴǎǳǊŜ ǘƘŀǘ ȅƻǳǊ ǎƳŀǊǘǇƘƻƴŜ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ²ƛCƛ ƴŜǘǿƻǊƪ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

-  9ƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ƳƻōƛƭŜ Řŀǘŀ ƛǎ ŘƛǎŀōƭŜŘΦ 

-  wŜǎŜǘ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ŦŀŎǘƻǊȅ ǎŜǘǘƛƴƎǎΣ ŀƴŘ ƭƻƎ ƛƴ ŀƎŀƛƴΦ 
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[ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 
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1.2  Logout 

LŦ ȅƻǳ ƭƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ǇŜǊŦƻǊƳ ƴƻ ƻǇŜǊŀǘƛƻƴ ǿƛǘƘƛƴ нл ƳƛƴǳǘŜǎΣ ǘƘŜ ǊƻǳǘŜǊ 
ƭƻƎǎ ȅƻǳ ƻǳǘ ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ 

ƻ̧ǳ Ŏŀƴ ƭƻƎ ƻǳǘ ōȅ ŎƭƛŎƪƛƴƎ [ƻƎƻǳǘ ƻƴ ǘƘŜ ǳǇǇŜǊ ǊƛƎƘǘ ŎƻǊƴŜǊ ƻŦ ǘƘŜ ǿŜō ¦L ŀǎ ǿŜƭƭΦ 
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 2  ²Ŝō ¦L 

2.1  Web UI layout 

¢ƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ Ŏƻƴǎƛǎǘǎ ƻŦ ǘƘǊŜŜ ǎŜŎǘƛƻƴǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ƭŜǾŜƭ-мΣ ƭŜǾŜƭ-н ƴŀǾƛƎŀǘƛƻƴ ōŀǊΣ ŀƴŘ 
ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǊŜŀΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΥ 

 

 

CŜŀǘǳǊŜǎ ŀƴŘ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ƎǊŀȅ ƛƴŘƛŎŀǘŜ ǘƘŀǘ ǘƘŜȅ ŀǊŜ ƴƻǘ ŀǾŀƛƭŀōƭŜ ƻǊ Ŏŀƴƴƻǘ ōŜ ŎƘŀƴƎŜŘ ǳƴŘŜǊ ǘƘŜ 
ŎǳǊǊŜƴǘ ŎƻƴŘƛǘƛƻƴΦ 

No. Name Description 

 Level-1 navigation bar Used to display the function menu of the router. Users can select functions 
in the navigation bars and the configuration appears in the configuration 
area.  Level-2 navigation bar 

 Configuration area Used to modify or view your configuration. 

  

{ 

 

м 

м 

н 

о 
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2.2  Frequently-used buttons 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ŘŜǎŎǊƛōŜǎ ǘƘŜ ŦǊŜǉǳŜƴǘƭȅ-ǳǎŜŘ ōǳǘǘƻƴǎ ŀǾŀƛƭŀōƭŜ ƻƴ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

Button Description 

 
Used to add a new rule or policy. 

 
Used to delete the selected rule or policy. 

 

Used to save the configuration on the current page and enable the configuration to take 
effect. 

 
Used to change the current configuration on the current page back to the original 
configuration. 

 
Used to refresh the page information. 

 
Used to view help information for the current page. 
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 3  {ȅǎǘŜƳ ǎǘŀǘǳǎ 

Lƴ ǘƘŜ {ȅǎǘŜƳ {ǘŀǘǳǎ ƳƻŘǳƭŜΣ ȅƻǳ ŎŀƴΥ 

Â /ƘŜŎƪ ǇƘȅǎƛŎŀƭ ŎƻƴƴŜŎǘƛƻƴǎ ŀƴŘ ǎȅǎǘŜƳ ǎǘŀǘǳǎ 

Â ±ƛŜǿ /t¦ ŀƴŘ ƳŜƳƻǊȅ ǎǘŀǘǳǎ 

Â aƻƴƛǘƻǊ ǘǊŀŦŦƛŎ 

Â aŀƴŀƎŜ ƻƴƭƛƴŜ ŘŜǾƛŎŜǎ 

Â /ƻƴǘǊƻƭ ōŀƴŘǿƛŘǘƘ ƻŦ ƻƴƭƛƴŜ ŘŜǾƛŎŜǎ 

Â !ŘŘ ŘŜǾƛŎŜǎ ǘƻ ƻǊ ǊŜƳƻǾŜ ŘŜǾƛŎŜǎ ŦǊƻƳ ōƭŀŎƪƭƛǎǘ 

Â aŀƴŀƎŜ !tǎ 

3.1  Check physical connections and system status 

/ƭƛŎƪ {ȅǎǘŜƳ {ǘŀǘǳǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƘŜŎƪ ƛŦ ǘƘŜ ǇƘȅǎƛŎŀƭ ŎƻƴƴŜŎǘƛƻƴǎ ŀǊŜ ǇǊƻǇŜǊΣ ƻǊ ǾƛŜǿ ǘƘŜ ǊƻǳǘŜǊΩǎ ǎȅǎǘŜƳ ǎǘŀǘǳǎΦ 

3.1.1  Check physical connections 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ ǇǊƻǇŜǊƭȅ ǘƘǊƻǳƎƘ ǘƘŜ 
²!bм ǇƻǊǘΦ 
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¸ƻǳ Ŏŀƴ ŎƭƛŎƪ ²!bм ǘƻ ǾƛŜǿ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜ ŀƴŘ ǎǘŀǘǳǎΦ 

 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜ ƛƴŘƛŎŀǘŜǎ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŘƛǎŎƻƴƴŜŎǘŜŘ ŦǊƻƳ ǘƘŜ ƛƴǘŜǊƴŜǘΦ /ƘŜŎƪ ǿƘŜǘƘŜǊ ǘƘŜ 
9ǘƘŜǊƴŜǘ ŎŀōƭŜ ƛǎ ŎƻƴƴŜŎǘŜŘ ǇǊƻǇŜǊƭȅΦ 
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3.1.2  View system status 

/ƭƛŎƪ ǘƘŜ wƻǳǘŜǊ ƛŎƻƴ  Σ ǘƘŜƴ ǘƘŜ 5ŜǾƛŎŜ LƴŦƻ ǿƛƴŘƻǿ ǇƻǇǎ ǳǇΦ 

¢ƘŜ 5ŜǾƛŎŜ LƴŦƻ ǿƛƴŘƻǿ Ŏƻƴǎƛǎǘǎ ƻŦ ŦƻǳǊ ǇŀǊǘǎΥ hǇŜǊŀǘƛƴƎ {ǘŀǘǳǎΣ [!b tƻǊǘ {ǘŀǘǳǎΣ ²!b LƴŦƻ ŀƴŘ 
LtǾс {ǘŀǘǳǎΦ 

Operating status 

¢Ƙƛǎ ƳƻŘǳƭŜ ŘƛǎǇƭŀȅǎ ǘƘŜ ǊƻǳǘŜǊΩǎ ƻǇŜǊŀǘƛƴƎ ǎǘŀǘǳǎ ŀōƻǳǘ ǘƘŜ ǎȅǎǘŜƳ ǘƛƳŜΣ ǳǇǘƛƳŜΣ ŦƛǊƳǿŀǊŜ ǾŜǊǎƛƻƴ 
ŀƴŘ ǎƻ ƻƴΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

System Time 
Specifies the current system time of the router. 

You can set system time by navigating to Maintenance > System time. 

Uptime Specifies the time that has elapsed since the router was started last time. 

Firmware Version Specifies the firmware version number of the router. 

Device Name Specifies the name of your router. 

CPU Usage Specifies the current CPU usage of the router. 

Memory Usage Specifies the current memory usage of the router. 
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LAN port status 

¢Ƙƛǎ ƳƻŘǳƭŜ ŘƛǎǇƭŀȅǎ ǘƘŜ [!b Lt ŀŘŘǊŜǎǎ ŀƴŘ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

 

¸ƻǳ Ŏŀƴ ƳƻŘƛŦȅ [!b ǎŜǘǘƛƴƎǎ ōȅ ƴŀǾƛƎŀǘƛƴƎ ǘƻ aƻǊŜ Ҕ [!b ǎŜǘǘƛƴƎǎΦ 

 

WAN info 

¢Ƙƛǎ ƳƻŘǳƭŜ ŘƛǎǇƭŀȅǎ ǇŀǊŀƳŜǘŜǊǎ ŀōƻǳǘ ŀƭƭ ŜƴŀōƭŜŘ ²!b ǇƻǊǘǎΣ ƛƴŎƭǳŘƛƴƎ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜΣ ǎǘŀǘǳǎΣ Lt 
ŀŘŘǊŜǎǎ ŀƴŘ ǎƻ ƻƴΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Connection Type Specifies the internet connection type of the corresponding WAN port. 
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Parameter Description 

Status 
Specifies whether or not the WAN port is plugged. If Disconnected appears, check 
its physical connection. 

IP Address Specifies the IP address of the corresponding WAN port. 

Subnet Mask Specifies the subnet mask of the corresponding WAN port. 

Default Gateway Specifies the gateway IP address of the corresponding WAN port. 

Primary DNS 
Specify the primary/secondary DNS server addresses of the corresponding WAN 
port. 

Secondary DNS 

Upload Rate 

Specify the upload and download rates of the corresponding WAN port. 

Download Rate 

IPv6 status 

¢Ƙƛǎ ƳƻŘǳƭŜ ŘƛǎǇƭŀȅǎ ǘƘŜ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜΣ {ǘŀǘǳǎ ŀƴŘ ƻǘƘŜǊ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ LtǾс ²!b ǇƻǊǘ ŀƴŘ 
ǘƘŜ LtǾс [!b ŀŘŘǊŜǎǎ ό¢Ƙƛǎ ǇŀǊǘ ŀǇǇŜŀǊǎ ǿƘŜƴ ȅƻǳ ŜƴŀōƭŜ ǘƘŜ LtǾс ŦǳƴŎǘƛƻƴύΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Connection Type Specifies the internet connection type of the corresponding IPv6 WAN port. 
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Parameter Description 

Status 
Specifies whether or not the IPv6 WAN port is plugged. If Unplugged appears, 
check its physical connection. 

IPv6 WAN Address Specifies the IP address of the corresponding IPv6 WAN port. 

IPv6 Default Gateway Specifies the gateway IP address of the corresponding IPv6 WAN port. 

Primary IPv6 DNS 
Specify the primary/secondary DNS server addresses of the corresponding IPv6 
WAN port. 

Secondary IPv6 DNS 

IPv6 LAN Address Specifies the IP address of the corresponding IPv6 LAN port. 
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3.2  View CPU and memory status 

/ƭƛŎƪ {ȅǎǘŜƳ {ǘŀǘǳǎ Ҕ /t¦ {ǘŀǘǳǎκaŜƳƻǊȅ {ǘŀǘǳǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ /t¦ ŀƴŘ ƳŜƳƻǊȅ ǳǎŀƎŜ ǊŀǘŜǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

 

3.3  Monitor traffic 

3.3.1  Enable traffic monitoring 

/ƭƛŎƪ {ȅǎǘŜƳ {ǘŀǘǳǎ Ҕ ¢ƻǇ р CŀǎǘŜǎǘ 5ŜǾƛŎŜǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǘƻƎƎƭŜ ƻƴ ¢ǊŀŦŦƛŎ aƻƴƛǘƻǊƛƴƎ ǘƻ ǾƛŜǿ ǘƘŜ ǘǊŀŦŦƛŎ ǎǘŀǘƛǎǘƛŎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ .ȅ ŘŜŦŀǳƭǘΣ ƛǘ ƛǎ 
ŘƛǎŀōƭŜŘΦ 
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3.3.2  View traffic statistics 

/ƭƛŎƪ {ȅǎǘŜƳ {ǘŀǘǳǎ Ҕ aƻǊŜ {ǘŀǘƛǎǘƛŎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ŘȅƴŀƳƛŎ Ŧƭƻǿ ƻŦ ǳǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ǘǊŀŦŦƛŎ ƻƴ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ 
ŀƴŘ Ŏŀƴ ŀƭǎƻ ƭŜŀǊƴ ǘƘŜ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ŎŜǊǘŀƛƴ ŎƭƛŜƴǘ ŀƴŘ ǊŜƭŜǾŀƴǘ ǇŀǊŀƳŜǘŜǊǎ ǎǳŎƘ ŀǎ ¦ǇƭƻŀŘ 
.ŀƴŘǿƛŘǘƘΣ 5ƻǿƴƭƻŀŘ .ŀƴŘǿƛŘǘƘ ŀƴŘ ¦ǇǘƛƳŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Host Name 
Specifies the names of clients connected to the router, connection way, their IP 
addresses, and MAC addresses. 

Concurrent Sessions Specifies the number of TCP connections between the client and the router. 
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Parameter Description 

Upload Bandwidth 

Specify the real-time upload/download bandwidth of each client.  

Download Bandwidth 

Total Download Specify the total download traffic utilized by each client. 

Uptime Specifies the connection time of each client. The format is Hour:Minute. 
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3.4  Manage online devices 

/ƭƛŎƪ {ȅǎǘŜƳ {ǘŀǘǳǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ŀƴŘ ƳŀƴŀƎŜ ǘƘŜ ǘƻǇ р ŦŀǎǘŜǎǘ ǘŜǊƳƛƴŀƭǎΣ ƻǊ ŎƭƛŎƪ ¢ŜǊƳƛƴŀƭǎ ǘƻ ǾƛŜǿ ŀƴŘ ƳŀƴŀƎŜ 
ŀƭƭ ƻƴƭƛƴŜ ǘŜǊƳƛƴŀƭ ŘŜǾƛŎŜǎΦ 

²ƘŜƴ ƳŀƴŀƎƛƴƎ ŀƭƭ ƻƴƭƛƴŜ ǘŜǊƳƛƴŀƭ ŘŜǾƛŎŜǎΣ ȅƻǳ Ŏŀƴ ŜƴǘŜǊ ǘƘŜ Ƙƻǎǘ ƴŀƳŜΣ Lt ŀŘŘǊŜǎǎΣ a!/ ŀŘŘǊŜǎǎ 
ƛƴ ǘƘŜ ǎŜŀǊŎƘ ōŀǊ ǘƻ ŦƛƭǘŜǊ ǘƘŜƳ ǉǳƛŎƪƭȅΦ 
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3.5  Control bandwidth of online devices 

/ƭƛŎƪ {ȅǎǘŜƳ {ǘŀǘǳǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƻƴǘǊƻƭ ǘƘŜ ōŀƴŘǿƛŘǘƘ ƻŦ ǘƻǇ р ŦŀǎǘŜǎǘ ǘŜǊƳƛƴŀƭǎΣ ƻǊ ŎƭƛŎƪ ¢ŜǊƳƛƴŀƭǎ ǘƻ ŎƻƴǘǊƻƭ ǘƘŜ 
ōŀƴŘǿƛŘǘƘ ƻŦ ŀƭƭ ƻƴƭƛƴŜ ǘŜǊƳƛƴŀƭ ŘŜǾƛŎŜǎΦ IŜǊŜ ǘŀƪŜǎ ŀƭƭ ƻƴƭƛƴŜ ǘŜǊƳƛƴŀƭ ŘŜǾƛŎŜǎ ŀǎ ŀƴ ŜȄŀƳǇƭŜΦ 

/ƻƴǘǊƻƭ ōŀƴŘǿƛŘǘƘ ƻŦ ƻƴƭƛƴŜ ŘŜǾƛŎŜǎ ƛƴŘƛǾƛŘǳŀƭƭȅΥ 

Step 1 /ƭƛŎƪ  ¢ŜǊƳƛƴŀƭǎ ǘƻ ŜƴǘŜǊ ǘƘŜ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭ ŀƴŘ .ƭŀŎƪƭƛǎǘ ǇŀƎŜΦ 

Step 2 [ƻŎŀǘŜ ǘƘŜ ŘŜǾƛŎŜǎ ŀǎ ǊŜǉǳƛǊŜŘΣ ǎŜƭŜŎǘ ŀ ǇǊŜ-ŘŜŦƛƴŜŘ ǾŀƭǳŜ ŦǊƻƳ ǘƘŜ ŘǊƻǇ-Řƻǿƴ ƭƛǎǘ ƳŜƴǳ ƻŦ 

¦ǇƭƻŀŘ [ƛƳƛǘ ŀƴŘκƻǊ 5ƻǿƴƭƻŀŘ [ƛƳƛǘΣ ƻǊ ǎŜƭŜŎǘ aŀƴǳŀƭ ǘƻ ǎǇŜŎƛŦȅ ŀ ǾŀƭǳŜ ƳŀƴǳŀƭƭȅΦ 

 

----9ƴŘ 

¸ƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ ǳǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ƭƛƳƛǘǎ ƻŦ ŀ ŘŜǾƛŎŜ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ 
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/ƻƴǘǊƻƭ ōŀƴŘǿƛŘǘƘ ƻŦ ƻƴƭƛƴŜ ŘŜǾƛŎŜǎ ƛƴ ōŀǘŎƘŜǎΥ 

Step 1 /ƭƛŎƪ  ¢ŜǊƳƛƴŀƭǎ ǘƻ ŜƴǘŜǊ ǘƘŜ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭ ŀƴŘ .ƭŀŎƪƭƛǎǘ ǇŀƎŜΦ 

Step 2 /ƭƛŎƪ [ƛƳƛǘ !ƭƭΣ ǎǇŜŎƛŦȅ ǘƘŜ ǾŀƭǳŜǎ ŀŎŎƻǊŘƛƴƎ ǘƻ ȅƻǳǊ ŀŎǘǳŀƭ ǎƛǘǳŀǘƛƻƴΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

¸ƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ ǳǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ƭƛƳƛǘǎ ƻŦ ŀƭƭ ƻƴƭƛƴŜ ŘŜǾƛŎŜǎ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ 

 

 

¦ǇƭƻŀŘκŘƻǿƴƭƻŀŘ ƭƛƳƛǘǎ ƻŦ ŘŜǾƛŎŜǎ ǘƘŀǘ ŀǊŜ ŎƻƴŦƛƎǳǊŜŘ ōȅ [ƛƳƛǘ ōȅ DǊƻǳǇ ǇƻƭƛŎȅ Ŏŀƴƴƻǘ ōŜ ƳƻŘƛŦƛŜŘ 
ƘŜǊŜΦ 
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3.6  Blacklist 

/ƭƛŎƪ {ȅǎǘŜƳ {ǘŀǘǳǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŀŘŘ ŘŜǾƛŎŜǎ ǘƻ ƻǊ ǊŜƳƻǾŜ ŘŜǾƛŎŜǎ ŦǊƻƳ ǘƘŜ ōƭŀŎƪƭƛǎǘΦ 

3.6.1  Add devices to blacklist 

¢ƘŜ ōƭƻŎƪŜŘ ŘŜǾƛŎŜǎ ǿƛƭƭ ōŜ ƳƻǾŜŘ ǘƻ ǘƘŜ .ƭŀŎƪƭƛǎǘ ǎŜŎǘƛƻƴΣ ŀƴŘ Ŏŀƴƴƻǘ ŎƻƴƴŜŎǘ ǘƻ ȅƻǳǊ ǊƻǳǘŜǊΦ 

!ŘŘ ǘƻǇ р ŦŀǎǘŜǎǘ ŘŜǾƛŎŜǎ ǘƻ ōƭŀŎƪƭƛǎǘΥ 

Step 1 [ƻŎŀǘŜ ǘƘŜ ŘŜǾƛŎŜ ƻƴ ǘƘŜ {ȅǎǘŜƳ {ǘŀǘǳǎ ǇŀƎŜΦ 

Step 2 /ƭƛŎƪ .ƭŀŎƪƭƛǎǘΦ 

 

----9ƴŘ 

!ŘŘ ƻǘƘŜǊ ƻƴƭƛƴŜ ŘŜǾƛŎŜǎ ǘƻ ōƭŀŎƪƭƛǎǘΥ 

Step 1 /ƭƛŎƪ  ¢ŜǊƳƛƴŀƭǎ ǘƻ ŜƴǘŜǊ ǘƘŜ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭ ŀƴŘ .ƭŀŎƪƭƛǎǘ ǇŀƎŜΦ 

Step 2 [ƻŎŀǘŜ ǘƘŜ ŘŜǾƛŎŜ ŀƳƻƴƎ hƴƭƛƴŜ 5ŜǾƛŎŜǎΣ ŀƴŘ ŎƭƛŎƪ .ƭŀŎƪƭƛǎǘΦ 

 

----9ƴŘ 



±ŜǊǎƛƻƴ мΦл 

21 

¸ƻǳ Ŏŀƴ ǾƛŜǿ ǘƘŜ ōƭƻŎƪŜŘ ŘŜǾƛŎŜǎ ƻƴ ǘƘŜ .ƭŀŎƪƭƛǎǘ ǇŀƎŜ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ 

 

3.6.2  Remove devices from blacklist 

¢ƘŜ ǳƴōƭƻŎƪŜŘ ŘŜǾƛŎŜǎ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ȅƻǳǊ ǊƻǳǘŜǊ ŀƎŀƛƴΦ 

Step 1 /ƭƛŎƪ  ¢ŜǊƳƛƴŀƭǎ ǘƻ ŜƴǘŜǊ ǘƘŜ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭ ŀƴŘ .ƭŀŎƪƭƛǎǘ ǇŀƎŜΦ 

Step 2 [ƻŎŀǘŜ ǘƘŜ ŘŜǾƛŎŜ ŀƳƻƴƎ ǘƘŜ .ƭŀŎƪƭƛǎǘΣ ŀƴŘ ŎƭƛŎƪ wŜƳƻǾŜΦ 

 

----9ƴŘ 
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3.7  Manage APs 

/ƭƛŎƪ {ȅǎǘŜƳ {ǘŀǘǳǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ŀƴŘ ƳŀƴŀƎŜ ǘƘŜ ƻƴƭƛƴŜ !tǎ ƛƴ ǘƘŜ ƴŜǘǿƻǊƪΦ 

LŦ ȅƻǳ ǿŀƴǘ ǘƻ ǇŜǊŦƻǊƳ ŦǳǊǘƘŜǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ŎƻƴƴŜŎǘŜŘ !tǎΣ ǇƭŜŀǎŜ ǊŜŦŜǊ ǘƻ !t 
ƳŀƴŀƎŜƳŜƴǘΦ 

¢ƻ ŀŎŎŜǎǎ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǇŀƎŜΣ ŎƭƛŎƪ ǘƘŜ !t ƛŎƻƴΦ ¢ƘŜ !t aŀƴŀƎŜƳŜƴǘ ǿƛƴŘƻǿ ŀǇǇŜŀǊǎΦ 

 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

AP Model Specifies the model of the corresponding AP. 

Remark Specifies the remark name that you leave for the corresponding AP. 

SSID 
Specifies the WiFi SSID of the corresponding AP, including 2.4G and 5G WiFi. 

You can change the remark for the AP by clicking  

Online Devices Specifies the number of online devices of each wireless network. 

IP/MAC Address Specifies the IP address and MAC address of the corresponding AP. 
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Parameter Description 

Operation By clicking , you are directed to the web UI of the AP. 

Direct to AP 
Management 

By clicking this button, you are directed to the configuration page of AP Management. 
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4  LƴǘŜǊƴŜǘ ǎŜǘǘƛƴƎǎ 

4.1  Internet Settings 

4.1.1  Overview 

/ƭƛŎƪ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƛƴǘŜǊƴŜǘ ǎŜǘǘƛƴƎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŦƻǊ ƳǳƭǘƛǇƭŜ ŘŜǾƛŎŜǎ ƛƴ ǘƘŜ [!b ǘƻ ǎƘŀǊŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

WAN Ports 

Specifies how many WAN ports you can set on the router. 

By default, the router has only one WAN port (the WAN1 port), and you can set 3 
WAN ports at most. 
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Parameter Description 

Port Type 

Indicates that the port functions as a WAN port or a LAN port, as well as the port is 
connected or not. 

The port is connected properly. 

The port is disconnected or improperly connected. 

Connection Type 

Specifies in which way the router is connected to the internet. 

The router supports PPPoE, Static IP, and Dynamic IP. Refer to the table Choose 
your connection type for details. 

 

The router supports PPPoE Russia, PPTP/PPTP Russia, and L2TP/L2TP Russia as well. 
These three connection types are only applicable to Russia and its vicinity. 

PPPoE Username These two parameters are required only when your internet connection type is 
PPPoE or PPPoE Russia. 

You can obtain them from your ISP. 

PPPoE Password 

Server Name 
These two parameters are required only when your internet connection type is 
PPPoE or PPPoE Russia. Enter these two parameters (optional) provided by your ISP. 

Service Name 

PPTP Server Address 
This parameter is required only when your internet connection type is PPTP/PPTP 
Russia. You can obtain it from your ISP. 

L2TP Server Address 
This parameter is required only when your internet connection type is L2TP/L2TP 
Russia. You can obtain it from your ISP. 

User Name 
These two parameters are required only when your internet connection type is 
PPTP/PPTP Russia or L2TP/L2TP Russia. You can obtain them from your ISP. 

Password 

Obtain an IP address 

This parameter appears when your internet connection type is PPPoE Russia, 
PPTP/PPTP Russia, or L2TP/L2TP Russia. If there is no DHCP server in the network, 
select Manual and enter the IP address and related parameters. If there is a DHCP 
server in the network, select Auto, and the device will obtain these parameters from 
the DHCP server. 

IP Address 

These parameters are required only when your internet connection type is Static IP 
or if you set Obtain an IP address to Manual when your internet connection type is 
PPPoE Russia, PPTP/PPTP Russia, or L2TP/L2TP Russia. The Secondary DNS 
parameter is optional. 

You can obtain them from your ISP. 

Subnet Mask 

Default Gateway 

Primary DNS 

Secondary DNS 
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Parameter Description 

Status 

Specifies the connection status of the corresponding WAN port. 

 ̧ Authenticated successfully/ networked: The WAN port is connected to the 
internet or server. 

 ̧/ƻƴƴŜŎǘƛƴƎΧ: The router is connecting to the internet or server. 

 ̧ Disconnected: The port is physically disconnected, or fails to connect to the 
internet or server. Please check if the physical connections are proper, or the 
parameters you entered are correct. 

4.1.2  Configure multiple WAN ports 

¢ƘŜ ǊƻǳǘŜǊ ǎǳǇǇƻǊǘǎ о ²!b ǇƻǊǘǎ ŀǘ ƳƻǎǘΦ ¢ƘŜ Ƴǳƭǘƛ-²!b ǇƻǊǘ ŦŜŀǘǳǊŜ ŀƭƭƻǿǎ ȅƻǳ ǘƻ ŀƎƎǊŜƎŀǘŜ 
ōŀƴŘǿƛŘǘƘΣ ŜƴƧƻȅ ǳƴƛƴǘŜǊǊǳǇǘŜŘ ōǊƻŀŘōŀƴŘ ǎŜǊǾƛŎŜ ŜǾŜƴ ƛƴ ŎŀǎŜ ƻŦ ŎƻƴƴŜŎǘƛƻƴ ƳŀƭŦǳƴŎǘƛƻƴΣ ŀƴŘ 
ƳŀƪŜ L{t ǊƻǳǘŜ ǎŜƭŜŎǘƛƻƴΣ ǘƘǳǎ ƎŜǘǘƛƴƎ ōŜǘǘŜǊ ǳǘƛƭƛȊŀǘƛƻƴ ƻŦ ȅƻǳǊ ōŀƴŘǿƛŘǘƘΦ 

!ǎǎǳƳŜ ǘƘŀǘΥ 

²!bм ƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜ ƛǎ tttƻ9Σ ŀƴŘ tttƻ9 ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

-  PPPoE username: tdxy123 

-  PPPoE password: ipxz456 

²!bн ƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜ ƛǎ 5ȅƴŀƳƛŎ LtΦ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜ 

 

 tŀǊŀƳŜǘŜǊǎ ŦƻǊ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ wŜŦŜǊ ǘƻ /ƘƻƻǎŜ ȅƻǳǊ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜ 
ǘŀōƭŜ ŦƻǊ ŘŜǘŀƛƭŜŘ ŘŜǎŎǊƛǇǘƛƻƴΦ ±ŀƭǳŜǎ ǳǎŜŘ ƘŜǊŜ ŀǊŜ ƻƴƭȅ ŦƻǊ ŜȄŀƳǇƭŜǎΦ 

 aƻŘƛŦȅƛƴƎ ƴǳƳōŜǊ ƻŦ ²!b ǇƻǊǘǎ ƳŀƪŜǎ ǘƘŜ ǊƻǳǘŜǊ ǊŜōƻƻǘΦ 

 ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƻŎŜŘǳǊŜ ŘŜǎŎǊƛōŜǎ Ƙƻǿ ǘƻ ŎƻƴŦƛƎǳǊŜ н ²!b ǇƻǊǘǎΦ ¸ƻǳ Ŏŀƴ ǊŜŦŜǊ ǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
ǎǘŜǇǎ ǘƻ ƛƴŎǊŜŀǎŜ ƻǊ ŘŜŎǊŜŀǎŜ ²!b ǇƻǊǘǎ ŀǎ ƴŜŜŘŜŘΦ 

Step 1 {ŜƭŜŎǘ ǘƘŜ ƴǳƳōŜǊ ƻŦ ²!b ǇƻǊǘǎ ŦǊƻƳ ǘƘŜ ²!b tƻǊǘǎ ŘǊƻǇ-Řƻǿƴ ƭƛǎǘ ƳŜƴǳΣ ǿƘƛŎƘ ƛǎ н ƛƴ 

ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

¢ƘŜ ǇƻǊǘ ƳŀǊƪŜŘ ǿƛǘƘ [!bн ŎƘŀƴƎŜǎ ƛƴǘƻ ²!bнΣ ŀƴŘ ǘƘŜ ²!bн ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǊŜŀ 

ŀǇǇŜŀǊǎΦ 
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Step 2 hƴ ǘƘŜ ²!bм ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǊŜŀΣ ŜƴǘŜǊ ǘƘŜ tttƻ9 ƛƴŦƻǊƳŀǘƛƻƴ ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ 

 

Step 3 hƴ ǘƘŜ ²!bн ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǊŜŀΣ ǎŜǘ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜ ǘƻ 5ȅƴŀƳƛŎ LtΦ 
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Step 4 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ ¢ƘŜ ǊƻǳǘŜǊ ǇŜǊŦƻǊƳǎ ǊŜōƻƻǘƛƴƎ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ ²ƘŜƴ ǘƘŜ ǎǘŀǘǳǎ ǎƘƻǿǎ 
!ǳǘƘŜƴǘƛŎŀǘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅ ƻǊ ƴŜǘǿƻǊƪŜŘΣ ȅƻǳǊ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛǎ ǎǳŎŎŜǎǎŦǳƭΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΥ 
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4.1.3  Set up for internet access 

¢Ƙƛǎ ǎŜŎǘƛƻƴ ŘŜǎŎǊƛōŜǎ Ƙƻǿ ǘƻ ǎŜǘ ǳǇ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǳǎƛƴƎ ŘƛŦŦŜǊŜƴǘ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜǎΦ 

/ƘƻƻǎŜ ǘƘŜ ǇǊƻǇŜǊ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜ ŀŎŎƻǊŘƛƴƎ ǘƻ ȅƻǳǊ ŀŎǘǳŀƭ ŜƴǾƛǊƻƴƳŜƴǘΦ ¦ǎŜ ǘƘŜ ǘŀōƭŜ ōŜƭƻǿ ǘƻ 
ƘŜƭǇ ȅƻǳ ǎŜƭŜŎǘ ȅƻǳǊ ƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜ ƛŦ ȅƻǳ ŀǊŜ ǳƴŎŜǊǘŀƛƴ ŀōƻǳǘ Ƙƻǿ ǘƻ ǎŜƭŜŎǘ ƻƴŜΦ 

/ƘƻƻǎŜ ȅƻǳǊ ŎƻƴƴŜŎǘƛƻƴ ǘȅǇŜΥ 

Connection Type Available Parameters 

PPPoE PPPoE username, PPPoE password, server name, and service name. 

Static IP IP address, subnet mask, default gateway, primary DNS, and secondary DNS (optional). 

Dynamic IP 
None or the device is connected to an upstream device which can access the internet and 
has its DHCP server enabled. 

PPPoE Russia 

PPPoE username, PPPoE password, server name, and service name. 

If the DHCP server of the upstream device is disabled (means you have to select Manual 
for Obtain an IP address), then the IP address, subnet mask, default gateway, and primary 
DNS are required. 

PPTP/PPTP Russia 

PPTP server address, user name, and password. 

If the DHCP server of the upstream device is disabled (means you have to select Manual 
for Obtain an IP address), then the IP address, subnet mask, default gateway, and primary 
DNS are required. 

L2TP/L2TP Russia 

L2TP server address, user name, and password. 

If the DHCP server of the upstream device is disabled (means you have to select Manual 
for Obtain an IP address), then the IP address, subnet mask, default gateway, and primary 
DNS are required. 
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PPPoE 

Step 1 bŀǾƛƎŀǘŜ ǘƻ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎΦ 

Step 2 {Ŝǘ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜ ǘƻ tttƻ9Φ 

Step 3 9ƴǘŜǊ ǘƘŜ tttƻ9 ¦ǎŜǊƴŀƳŜ ŀƴŘ tttƻ9 tŀǎǎǿƻǊŘ ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ 

Step 4 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 

 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ ²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ǎƘƻǿǎ !ǳǘƘŜƴǘƛŎŀǘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΣ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
ƛƴǘŜǊƴŜǘ ǎǳŎŎŜǎǎŦǳƭƭȅ  

LŦ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ȅƻǳ ŜƴǘŜǊŜŘ ŀǊŜ ŎƻǊǊŜŎǘ ōǳǘ ǘƘŜ ǊƻǳǘŜǊ Ŧŀƛƭǎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ 
ƛƴǘŜǊƴŜǘΣ ǘǊȅ ǘƻ ƳƻŘƛŦȅ ²!b ǇŀǊŀƳŜǘŜǊǎ ƛƴ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ ²!b tŀǊŀƳŜǘŜǊǎΦ 
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Static IP 

Step 1 bŀǾƛƎŀǘŜ ǘƻ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎΦ 

Step 2 {Ŝǘ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜ ǘƻ {ǘŀǘƛŎ LtΦ 

Step 3 9ƴǘŜǊ ǘƘŜ Lt !ŘŘǊŜǎǎΣ {ǳōƴŜǘ aŀǎƪΣ 5ŜŦŀǳƭǘ DŀǘŜǿŀȅ ŀƴŘ tǊƛƳŀǊȅκ{ŜŎƻƴŘŀǊȅ 5b{ 

ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ 

Step 4 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 

 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ ²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ǎƘƻǿǎ ƴŜǘǿƻǊƪŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

LŦ ǘƘŜ ǊƻǳǘŜǊ Ŧŀƛƭǎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘǊȅ ǘƻ ƳƻŘƛŦȅ ²!b ǇŀǊŀƳŜǘŜǊǎ ƛƴ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ 
²!b tŀǊŀƳŜǘŜǊǎΦ 
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Dynamic IP 

Step 1 bŀǾƛƎŀǘŜ ǘƻ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎΦ 

Step 2 {Ŝǘ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜ ǘƻ 5ȅƴŀƳƛŎ LtΦ 

Step 3 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 

 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ ²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ǎƘƻǿǎ ƴŜǘǿƻǊƪŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

LŦ ǘƘŜ ǊƻǳǘŜǊ Ŧŀƛƭǎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘǊȅ ǘƻ ƳƻŘƛŦȅ ²!b ǇŀǊŀƳŜǘŜǊǎ ƛƴ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ 
²!b tŀǊŀƳŜǘŜǊǎΦ 
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PPPoE Russia 

Step 1 bŀǾƛƎŀǘŜ ǘƻ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎΦ 

Step 2 {Ŝǘ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜ ǘƻ tttƻ9 wǳǎǎƛŀΦ 

Step 3 9ƴǘŜǊ ǘƘŜ tttƻ9 ¦ǎŜǊƴŀƳŜΣ tttƻ9 tŀǎǎǿƻǊŘ ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ LŦ ǘƘŜ {ŜǊǾŜǊ bŀƳŜΣ 

{ŜǊǾƛŎŜ bŀƳŜΣ Lt !ŘŘǊŜǎǎ ŀƴŘ ƻǘƘŜǊ ǊŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎ ŀǊŜ ŀƭǎƻ ǇǊƻǾƛŘŜŘΣ ŜƴǘŜǊ ǘƘŜƳ ƛƴ 

ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƛƴǇǳǘ ōƻȄ ŀǎ ǿŜƭƭΦ 

Step 4 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 

 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ ²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ǎƘƻǿǎ !ǳǘƘŜƴǘƛŎŀǘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΣ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
ƛƴǘŜǊƴŜǘ ǎǳŎŎŜǎǎŦǳƭƭȅ  

LŦ ǘƘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ȅƻǳ ŜƴǘŜǊŜŘ ŀǊŜ ŎƻǊǊŜŎǘ ōǳǘ ǘƘŜ ǊƻǳǘŜǊ Ŧŀƛƭǎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ 
ƛƴǘŜǊƴŜǘΣ ǘǊȅ ǘƻ ƳƻŘƛŦȅ ²!b ǇŀǊŀƳŜǘŜǊǎ ƛƴ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ ²!b tŀǊŀƳŜǘŜǊǎΦ 
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PPTP/PPTP Russia 

Step 1 bŀǾƛƎŀǘŜ ǘƻ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎΦ 

Step 2 {Ŝǘ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜ ǘƻ tt¢tκtt¢t wǳǎǎƛŀΦ 

Step 3 9ƴǘŜǊ ǘƘŜ tt¢t {ŜǊǾŜǊ !ŘŘǊŜǎǎΣ ¦ǎŜǊ bŀƳŜΣ ŀƴŘ tŀǎǎǿƻǊŘ ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ LŦ ǘƘŜ Lt 

!ŘŘǊŜǎǎ ŀƴŘ ǊŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎ ŀǊŜ ŀƭǎƻ ǇǊƻǾƛŘŜŘΣ ŜƴǘŜǊ ǘƘŜƳ ƛƴ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƛƴǇǳǘ 

ōƻȄ ŀǎ ǿŜƭƭΦ 

Step 4 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 

 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ ²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ǎƘƻǿǎ ƴŜǘǿƻǊƪŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

LŦ ǘƘŜ ǊƻǳǘŜǊ Ŧŀƛƭǎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘǊȅ ǘƻ ƳƻŘƛŦȅ ²!b ǇŀǊŀƳŜǘŜǊǎ ƛƴ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ 
²!b tŀǊŀƳŜǘŜǊǎΦ 
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L2TP/ L2TP Russia 

Step 1 bŀǾƛƎŀǘŜ ǘƻ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎΦ 

Step 2 {Ŝǘ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜ ǘƻ [н¢tκ[н¢t wǳǎǎƛŀΦ 

Step 3 9ƴǘŜǊ ǘƘŜ [н¢t {ŜǊǾŜǊ !ŘŘǊŜǎǎΣ ¦ǎŜǊ bŀƳŜΣ ŀƴŘ tŀǎǎǿƻǊŘ ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ LŦ ǘƘŜ Lt 

!ŘŘǊŜǎǎ ŀƴŘ ǊŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎ ŀǊŜ ŀƭǎƻ ǇǊƻǾƛŘŜŘΣ ŜƴǘŜǊ ǘƘŜƳ ƛƴ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƛƴǇǳǘ 

ōƻȄ ŀǎ ǿŜƭƭΦ 

Step 4 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 

 

---9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ ²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ǎƘƻǿǎ ƴŜǘǿƻǊƪŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

LŦ ǘƘŜ ǊƻǳǘŜǊ Ŧŀƛƭǎ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘǊȅ ǘƻ ƳƻŘƛŦȅ ²!b ǇŀǊŀƳŜǘŜǊǎ ƛƴ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ 
²!b tŀǊŀƳŜǘŜǊǎΦ 
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4.2  WAN parameters 

/ƭƛŎƪ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ ²!b tŀǊŀƳŜǘŜǊǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

LŦ ȅƻǳ ƘŀǾŜ ŎƻƴŦƛƎǳǊŜŘ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ ōǳǘ ȅƻǳǊ [!b ŘŜǾƛŎŜǎ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘǊȅ 
ƳƻŘƛŦȅƛƴƎ ²!b ǇƻǊǘ ǇŀǊŀƳŜǘŜǊǎ ƘŜǊŜΦ 

4.2.1  WAN speed 

¢ƘŜ ǎǇŜŜŘ ƻŦ ŀƴ 9ǘƘŜǊƴŜǘ ǇƘȅǎƛŎŀƭ ǇƻǊǘ ƛǎ ŘŜǘŜǊƳƛƴŜŘ ǘƘǊƻǳƎƘ ƴŜƎƻǘƛŀǘƛƻƴ ǿƛǘƘ ƛǘǎ ǇŜŜǊ ŘŜǾƛŎŜΦ ¢ƘŜ 
ƴŜƎƻǘƛŀǘŜŘ ǎǇŜŜŘ Ŏŀƴ ōŜ ŀƴȅ ǎǇŜŜŘ ǿƛǘƘƛƴ ǘƘŜ ƛƴǘŜǊŦŀŎŜ ŎŀǇŀōƛƭƛǘȅΦ 

LŦ ŀƴ 9ǘƘŜǊƴŜǘ ŎŀōƭŜ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀ ²!b ǇƻǊǘ ōǳǘ ǘƘŜ ²!b ǇƻǊǘ ŘƻŜǎ ƴƻǘ ƭƛƎƘǘΣ ƻǊ ǘƘŜ ²!b ǇƻǊǘ 
ƭƛƎƘǘǎ ǳǇ ŀŦǘŜǊ ŀ ǿƘƛƭŜ όр ǎŜŎƻƴŘǎ ƻǊ ŀōƻǾŜύΣ ȅƻǳ Ŏŀƴ ǘǊȅ ǘƻ ŎƘŀƴƎŜ ǘƘŜ ²!b {ǇŜŜŘ ǘƻ мл aōǇǎ Cǳƭƭ 
5ǳǇƭŜȄ ƻǊ мл aōǇǎ IŀƭŦ 5ǳǇƭŜȄ ǘƻ ŦƛȄ ǘƘƛǎ ƛǎǎǳŜΦ 

Lƴ ƻǘƘŜǊ ŎŀǎŜǎΣ ƛǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǎŜǘ ǘƘŜ ²!b {ǇŜŜŘ ǘƻ !ǳǘƻ bŜƎƻǘƛŀǘƛƻƴΦ 

 

5ǳǇƭŜȄ ƳƻŘŜǎ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ǘƘŜƛǊ ǎŎŜƴŀǊƛƻǎΥ 

Speed and Duplex Applicable scenario 

Auto Negotiation 

The duplex mode of the port is determined through auto negotiation between the 
router and its peer device. 

You are recommended to keep the default settings since auto negotiation is the default 
option for most of Ethernet network devices. 

If the router uses auto negotiation, while its peer uses non-auto negotiation, the 
negotiated duplex mode is half duplex. 
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Speed and Duplex Applicable scenario 

10/100/1000 Mbps 
Full Duplex 

The interface can receive and send packets simultaneously, leading to low latency and 
high efficiency. 10/100/1000 Mbps indicates the maximum link speed that both ends 
can negotiate. 

 

You are recommended to use the same speed link and duplex modes for both ends. 
Otherwise, network connection issues may occur. 

10/100 Mbps Half 
Duplex 

The interface can either receive or send packets at a time. 10/100 Mbps indicates the 
maximum link speed that both ends can negotiate. 

 

You are recommended to use the same speed link and duplex modes for both ends. 
Otherwise, network connection issues may occur. 

4.2.2  MTU 

a¢¦ ƛǎ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ aŀȄƛƳǳƳ ¢ǊŀƴǎƳƛǎǎƛƻƴ ¦ƴƛǘΦ Lǘ ǎǇŜŎƛŦƛŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ǎƛȊŜ ƻŦ ŀ ǇŀŎƪŜǘ ǘƘŀǘ 
Ŏŀƴ ōŜ ǘǊŀƴǎƳƛǘǘŜŘ ōȅ ŀ ƴŜǘǿƻǊƪ ŘŜǾƛŎŜΦ 9ƛǘƘŜǊ ƭŀǊƎŜǊ ƻǊ ǎƳŀƭƭŜǊ a¢¦ ǾŀƭǳŜ ŀŦŦŜŎǘǎ ǘƘŜ ƴŜǘǿƻǊƪ 
ǇŜǊŦƻǊƳŀƴŎŜΦ 

5ƻ ƴƻǘ ƳƻŘƛŦȅ ǘƘŜ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎǎ ǳƴƭŜǎǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƛǘǳŀǘƛƻƴǎ ƘŀǇǇŜƴΥ 

ī {ƻƳŜ ǿŜōǎƛǘŜǎ ŀǊŜ ƛƴŀŎŎŜǎǎƛōƭŜΣ ƻǊ ǎŜŎǳǊŜ ǿŜōǎƛǘŜǎ Ŏŀƴƴƻǘ ōŜ ŘƛǎǇƭŀȅŜŘ ǇǊƻǇŜǊƭȅΣ ǎǳŎƘ ŀǎ ƻƴƭƛƴŜ 
ōŀƴƪƛƴƎ ǿŜōǎƛǘŜǎΣ ƻǊ tŀȅtŀƭΦ 

ī 9Ƴŀƛƭ ǎŜǊǾƛŎŜ ǎǳǎǇŜƴŘǎΣ ƻǊ ǎŜǊǾŜǊǎΣ ǎǳŎƘ ŀǎ C¢tκtht ǎŜǊǾŜǊǎΣ ŀǊŜ ƛƴŀŎŎŜǎǎƛōƭŜΦ 

Lƴ ǎǳŎƘ ǎƛǘǳŀǘƛƻƴǎΣ ǘǊȅ ǘƻ ǊŜŘǳŎŜ ǘƘŜ a¢¦ ǾŀƭǳŜ ŦǊƻƳ ǘƘŜ ƳŀȄƛƳǳƳ ƻŦ мрлл ǘƻ ŀ ǎƳŀƭƭŜǊ ǾŀƭǳŜ 
όwŜŎƻƳƳŜƴŘŜŘ ǊŀƴƎŜΥ мплл ς мрллύ ǳƴǘƛƭ ǘƘŜ ǇǊƻōƭŜƳ ƛǎ ǎƻƭǾŜŘΦ 
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/ƻƳƳƻƴƭȅ-ǳǎŜŘ a¢¦ ǾŀƭǳŜ ƛƴ ŘƛŦŦŜǊŜƴǘ ǎŎŜƴŀǊƛƻǎΥ 

MTU (Bytes) Scenario 

1500 It is the most common value for non-PPPoE connections and non-VPN connections. 

1492 It is used for PPPoE connections. 

1480 
It is the maximum value for the ping function. (If a greater value is used, packets are 
split.) 

1450 It is used for DHCP, which assigns dynamic IP addresses to connected devices. 

1400 It is used for VPNs or PPTP. 

4.2.3  Clone MAC address 

{ƻƳŜ L{tǎ ŀƭƭƻǿ ƻƴƭȅ ŀ ǎƛƴƎƭŜ ƻǊ ŀ ŎŜǊǘŀƛƴ ƴǳƳōŜǊ ƻŦ ŎƻƳǇǳǘŜǊǎ ǘƻ ǳǎŜ ǘƘŜ ōǊƻŀŘōŀƴŘ ǎŜǊǾƛŎŜ ȅƻǳ 
ǎǳōǎŎǊƛōŜŘΣ ŀƴŘ ǊŜƎƛǎǘŜǊ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ǿƘŜƴ ȅƻǳ ŦƛǊǎǘ ǳǎŜ ǘƘŜƛǊ ŎŀōƭŜ ƳƻŘŜƳ 
ŦƻǊ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎΦ ¢ƘŜǊŜŦƻǊŜΣ ȅƻǳ Ƴŀȅ ŦƛƴŘ ȅƻǳǊǎŜƭŦ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƛǘǳŀǘƛƻƴǎ ŀŦǘŜǊ ǎŜǘǘƛƴƎ ǳǇ ǘƘŜ 
ǊƻǳǘŜǊΥ 

ī hƴƭȅ ƻƴŜ ŎƻƳǇǳǘŜǊ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ƴƻǊƳŀƭƭȅΦ 

ī bƻ ƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ŀǘ ŀƭƭΦ 

¢ƘŜ ǊŜŀǎƻƴ ǿƘȅ ǎǳŎƘ ŀ ǇǊƻōƭŜƳ ƘŀǇǇŜƴǎ ƛǎ ǘƘŀǘ ȅƻǳǊ L{t ŘƻŜǎ ƴƻǘ ŀŎŎŜǇǘ a!/ ŀŘŘǊŜǎǎŜǎ ƻǘƘŜǊ ǘƘŀƴ 
ǘƘŜ ǊŜƎƛǎǘŜǊŜŘ ƻƴŜΦ ¢ƻ ǊŜǎƻƭǾŜ ǘƘƛǎΣ ȅƻǳ ƴŜŜŘ ǘƻ ŎƭƻƴŜ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊŜƎƛǎǘŜǊŜŘ ŎƻƳǇǳǘŜǊ 
ǘƻ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǇǊŜǘŜƴŘ ǘƘŀǘ ǘƘŜ ǊƻǳǘŜǊ Ƙŀǎ ǘƘŜ ǎŀƳŜ a!/ ŀŘŘǊŜǎǎ ŀǎ ǘƘŜ ǊŜƎƛǎǘŜǊŜŘ ƻƴŜΦ 

¢ƘŜ ŎƭƻƴƛƴƎ a!/ ŀŘŘǊŜǎǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘŜǎƛƎƴŜŘ ŦƻǊ ǘƘƛǎ ǇǳǊǇƻǎŜΦ 

 

hǇǘƛƻƴ !Υ /ƭƻƴŜ [ƻŎŀƭ Iƻǎǘ a!/ 

Step 1 /ƻƴƴŜŎǘ ŀ ŎƻƳǇǳǘŜǊ ŀƭǊŜŀŘȅ ǿƛǘƘ ƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛǾƛǘȅ ǘƻ ǘƘŜ ǊƻǳǘŜǊΦ 

Step 2 [ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ƴŀǾƛƎŀǘŜ ǘƻ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ ²!b tŀǊŀƳŜǘŜǊǎΣ ŀƴŘ 

ǎŜǘ a!/ !ŘŘǊŜǎǎ ǘƻ /ƭƻƴŜ [ƻŎŀƭ Iƻǎǘ a!/Φ 

Step 3 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 
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----9ƴŘ 

hǇǘƛƻƴ .Υ aŀƴǳŀƭ a!/ 

Step 1 wŜŎƻǊŘ ǘƘŜ ŎƻǊǊŜŎǘ a!/ ŀŘŘǊŜǎǎΦ 

Step 2 [ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ ²!b tŀǊŀƳŜǘŜǊǎΦ 

Step 3 {Ŝǘ a!/ !ŘŘǊŜǎǎ ǘƻ aŀƴǳŀƭΣ ǘƘŜƴ ŜƴǘŜǊ ǘƘŜ ŎƻǊǊŜŎǘ a!/ ŀŘŘǊŜǎǎ όάǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ 

ǘƘŜ ŎƻƳǇǳǘŜǊ ǿƘƛŎƘ ŘƛǊŜŎǘƭȅ ŎƻƴƴŜŎǘǎ ǘƻ ǘƘŜ 9ǘƘŜǊƴŜǘ ƧŀŎƪ ŀƴŘ Ƙŀǎ ƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛǾƛǘȅέ 

ƻǊ άǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻƴ ǿƘƛŎƘ ȅƻǳ ǎŜǘ ǳǇ ǘƘŜ ƛƴǘŜǊƴŜǘ 

ŎƻƴƴŜŎǘƛƻƴέύΦ 

Step 4 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜ ǘƻ ŀǇǇƭȅ ȅƻǳǊ ǎŜǘǘƛƴƎǎΦ 

 

----9ƴŘ 

 

LŦ ȅƻǳ ǿŀƴǘ ǘƻ ǊŜǎǘƻǊŜ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ²!b ǇƻǊǘ ǘƻ ǘƘŜ ŘŜŦŀǳƭǘ a!/ ŀŘŘǊŜǎǎΣ ǎŜǘ a!/ !ŘŘǊŜǎǎ 
ǘƻ 5ŜŦŀǳƭǘ a!/Σ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 
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4.3  LAN settings 

/ƭƛŎƪ LƴǘŜǊƴŜǘ {ŜǘǘƛƴƎǎ Ҕ [!b {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ŀƴŘ ƳƻŘƛŦȅ ǘƘŜ [!b Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ 5I/t ǎŜǊǾŜǊΦ 

4.3.1  Modify LAN IP address of the router 

¢ƘŜ [!b Lt ŀŘŘǊŜǎǎ ƛǎ ŀƭǎƻ ǘƘŜ ƭƻƎƛƴ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ ¢ƘŜ ŘŜŦŀǳƭǘ [!b Lt ŀŘŘǊŜǎǎ ƛǎ 
мфнΦмсуΦлΦмΦ 

 

 

Lƴ ŎŀǎŜ ƻŦ Lt ŀŘŘǊŜǎǎ ŎƻƴŦƭƛŎǘΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ά¢ƘŜ ǊƻǳǘŜǊΩǎ ²!b Lt ŀŘŘǊŜǎǎ ŀƴŘ [!b Lt ŀŘŘǊŜǎǎ ŀǊŜ ƛƴ ǘƘŜ 
ǎŀƳŜ ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘΦέΣ ǘƘŜ Lt ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘ ƻŦ [!b ǇƻǊǘǎ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ōŜ ƛƴŎǊŜƳŜƴǘŜŘ ōȅ м 
ŀƴŘ ŎƘŀƴƎŜŘ ǘƻ мфнΦмсуΦмΦмΦ 

DŜƴŜǊŀƭƭȅΣ ȅƻǳ Řƻ ƴƻǘ ƴŜŜŘ ǘƻ ƳƻŘƛŦȅ ǘƘŜ [!b Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ ²ƘŜƴ ƻǘƘŜǊ ƳŀƴŀƎŜƳŜƴǘ 
ŘŜǾƛŎŜǎ ƛƴ ǘƘŜ [!b ƴŜǘǿƻǊƪ ƴŜŜŘ ǘƻ ōŜ ǎŜǘ ǘƻ мфнΦмсуΦлΦ·Σ ȅƻǳ Ŏŀƴ ƳƻŘƛŦȅ ǘƘƛǎ ǊƻǳǘŜǊΩǎ [!b Lt 
ŀŘŘǊŜǎǎ ǘƻ ŀ ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘ ŘƛŦŦŜǊŜƴǘ ŦǊƻƳ мфнΦмсуΦлΦ·Φ 

!ŦǘŜǊ ǘƘŜ [!b Lt ŀŘŘǊŜǎǎ ƛǎ ŎƘŀƴƎŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΣ ȅƻǳ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ ǘƻ ǘƘŜ ƭƻƎƛƴ ǇŀƎŜΦ 

 

 

LŦ ǘƘŜ ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘ ƻŦ ǘƘŜ ƴŜǿ [!b Lt ŀŘŘǊŜǎǎ ƛǎ ŘƛŦŦŜǊŜƴǘ ŦǊƻƳ ǘƘŜ ƻǊƛƎƛƴŀƭ ƻƴŜΣ ǘƘŜ ǊƻǳǘŜǊ 
ƳƻŘƛŦƛŜǎ ǘƘŜ ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘ ƻŦ ǘƘŜ 5I/t ǎŜǊǾŜǊ ŀǳǘƻƳŀǘƛŎŀƭƭȅΦ 
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4.3.2  Modify DHCP server 

5I/t ǎŜǊǾŜǊ Ŏŀƴ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŀǎǎƛƎƴ Lt ŀŘŘǊŜǎǎŜǎΣ ǎǳōƴŜǘ ƳŀǎƪΣ ƎŀǘŜǿŀȅ ŀƴŘ ƻǘƘŜǊ ƛƴǘŜǊƴŜǘ 
ǇŀǊŀƳŜǘŜǊǎ ǘƻ ŘŜǾƛŎŜǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ǊƻǳǘŜǊΦ LŦ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΣ ȅƻǳ ƘŀǾŜ ǘƻ Ƴŀƴǳŀƭƭȅ ǎŜǘ 
Lt ŀŘŘǊŜǎǎ ǎŜǘǘƛƴƎǎ ŦƻǊ ȅƻǳǊ ŎƻƴƴŜŎǘŜŘ ŘŜǾƛŎŜǎ ŦƻǊ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎΦ ¢ƘŜǊŜŦƻǊŜΣ ȅƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ 
ǘƻ ƪŜŜǇ ǘƘŜ 5I/t ǎŜǊǾŜǊ ŜƴŀōƭŜŘΦ 

 

²ƛǘƘ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜŘΣ Lt ŀŘŘǊŜǎǎ-ōŀǎŜŘ ŦǳƴŎǘƛƻƴǎΣ ǎǳŎƘ ŀǎ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎ ŀƴŘ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ 
Ƴŀȅ ōŜ ŀŦŦŜŎǘŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

DHCP Server Enable or disable the DHCP server function. 

Start IP 
Specifies the range of IP addresses that the DHCP server can assign. The start IP 
address is 192.168.0.30 and the end IP address is 192.168.0.200 by default. 

End IP 
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Parameter Description 

Lease Time 

Specifies the validity period of the IP address assigned by the DHCP server to LAN 
devices. By default, the time is 30 minutes. 

When the IP address expires: 

 ̧ If the device is still connected to the network, the device will automatically renew 
and continue to occupy the IP address. 

 ̧ If the device is not connected to the network, the router will release the IP 
address. If other devices later request IP address information, the router can 
assign this IP address to other devices. 

You are recommended to keep the default settings unless in special circumstances. 

Primary DNS 

Specifies the primary DNS server IP address assigned by the DHCP server to LAN 
devices. By default, the primary DNS server address is the LAN IP address of the 
device. 

 

If you enabled the DHCP server, to ensure LAN devices can access the internet 
properly, make sure that the primary DNS you set is the correct DNS server address 
or DNS proxy IP address. 

Secondary DNS 
Specifies the secondary DNS server IP address assigned by the DHCP server to LAN 
devices. If this parameter is left blank, the DHCP server does not assign the 
secondary DNS server IP address. 
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 5  Wireless 

5.1  Wireless settings 

/ƭƛŎƪ ²ƛǊŜƭŜǎǎ Ҕ ²ƛǊŜƭŜǎǎ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ ŀǊŜ ŀƭƭƻǿŜŘ ǘƻ ǎŜǘ ǳǇ ²ƛCƛ ƴŜǘǿƻǊƪ-ǊŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎΣ ǎǳŎƘ ŀǎ ǾƛŜǿ ŀƴŘ ŜŘƛǘ ǿƛǊŜƭŜǎǎ 
ƴŜǘǿƻǊƪ ƴŀƳŜǎ ό{{L5ύΣ ²ƛCƛ ǇŀǎǎǿƻǊŘǎΣ ŎƻƴŦƛƎǳǊŜ нΦп DIȊ ŀƴŘ р DIȊ ²ƛCƛ ƴŜǘǿƻǊƪǎ ǎŜǇŀǊŀǘŜƭȅΣ ƘƛŘŜ 
ȅƻǳǊ ²ƛCƛ ƴŜǘǿƻǊƪ ǎƻ ǘƘŀǘ ƴŜŀǊōȅ ǿƛǊŜƭŜǎǎ ŎƭƛŜƴǘǎ Ŏŀƴƴƻǘ ŘŜǘŜŎǘ ƛǘΣ ŀƴŘ ǎǇŜŎƛŦȅ Ƙƻǿ Ƴŀƴȅ ǿƛǊŜƭŜǎǎ 
ŎƭƛŜƴǘǎ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ŀ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Enable WiFi Network Enable or disable the wireless network of the router. 

Unify 2.4&5 GHz SSID 

After this function is enabled, the 2.4 GHz guest network and the 5 GHz guest 
network share the same WiFi network name and password. A wireless client will be 
automatically connected to the WiFi network with the best network quality when 
connecting to the guest network. 

SSID Specifies the wireless network name of the corresponding WiFi network. 

WiFi Password 
Specifies the password used for wireless internet connection. You are recommended 
to use the combination of digits, letters and special characters for higher security. 

Encryption Type 

Specifies the encryption types supported by the router. 

 ̧ None: Open wireless network. No password is required when a client connects to 
the wireless network. To secure the network, this option is not recommended. 

 ̧ WPA-PSK: The wireless network adopts the WPA-PSK authentication method (AES 
encryption rule). It is featured with better compatibility than WPA2-PSK. 

 ̧ WPA2-PSK: The wireless network adopts the WPA2-PSK authentication method 
(AES encryption rule). It is featured with higher security level than WPA-PSK. 

 ̧ WPA-PSK/WPA2-PSK: The wireless network adopts both WPA-PSK and WPA2-PSK. 

 ̧ WPA2-PSK/WPA3-SAE: The wireless network adopts both WPA2-PSK and 
WPA3-SAE. With Simultaneous Authentication of Equals (SAE) and Protected 
Management Frames (PMF), WPA3-SAE provides protection against dictionary 
attacks and information disclosure, saving you the trouble to set a complicated 
password. Through such mixed encryption mode, the router allows clients that do 
not support WPA3 to access the wireless network, ensuring both compatibility and 
security. 

 

WPA3-SAE is an upgraded version of WPA2-PSK. If your wireless client does not 
support WPA3-SAE, or the actual WiFi experience is bad, it is recommended to set 
the encryption type to WPA2-PSK. 

Hide SSID 

With this function enabled, nearby wireless clients cannot detect the SSID, and you 
need to manually enter the SSID on the wireless client to access the wireless 
network. 

 

The function appears when you enable Unify 2.4&5 GHz SSID. 

Hide 2.4 GHz SSID 

With this function enabled, nearby wireless clients cannot detect the 2.4 GHz SSID, 
and you need to manually enter the SSID on the wireless client to access the wireless 
network. 

 

The function appears when you disable Unify 2.4&5 GHz SSID. 
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Parameter Description 

Hide 5 GHz SSID 

With this function enabled, nearby wireless clients cannot detect the 5 GHz SSID, 
and you need to manually enter the SSID on the wireless client to access the wireless 
network. 

 

The function appears when you disable Unify 2.4&5 GHz SSID. 

Max. Clients 

Maximum number of wireless clients that can be connected to the wireless network 
with the SSID at the same time. 

After the value is reached, this wireless network denies new connection requests. 
Clients connected to all the enabled wireless networks (including guest networks) of 
the router cannot exceed 128 on 2.4 GHz and 5 GHz bands respectively. If you 
enable multiple SSIDs, plan your maximum number of clients to each SSID first. 
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5.2  Max rate & isolation 

/ƭƛŎƪ ²ƛǊŜƭŜǎǎ Ҕ aŀȄ wŀǘŜ ϧ Lǎƻƭŀǘƛƻƴ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ƭƛƳƛǘ ǘƘŜ ǊŀǘŜ ƻŦ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪǎ ƻǊ ƛǎƻƭŀǘŜ ƴŜǘǿƻǊƪǎΦ LǎƻƭŀǘƛƴƎ ŀ ƴŜǘǿƻǊƪ ƳŀƪŜǎ 
ŎƭƛŜƴǘǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ƛǘ Ŏŀƴƴƻǘ ŎƻƳƳǳƴƛŎŀǘŜ ǿƛǘƘ ŎƭƛŜƴǘǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ŀƴƻǘƘŜǊ ƴŜǘǿƻǊƪΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

SSID Specifies the wireless network name of the corresponding WiFi network. 

Isolate this network 
With this function enabled, clients connected to different wireless networks of this 
device cannot communicate with each other, leading to higher wireless network 
security. By default, this function is disabled. 

Shared Download Rate 
Specifies the maximum download and upload rates shared by all clients connected 
to the wireless network. 

Shared Upload Rate 

No access to LAN 

This function is only applicable to WiFi Network2/3. 

With this function enabled, clients connected to this wireless network cannot access 
the web UI and private network (LAN) of this router, protecting your LAN network 
security. By default, this function is disabled. 
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5.3  MAC filters 

5.3.1  Overview 

/ƭƛŎƪ ²ƛǊŜƭŜǎǎ Ҕ a!/ CƛƭǘŜǊǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ a!/ ŀŘŘǊŜǎǎ-ōŀǎŜŘ ǿƛǊŜƭŜǎǎ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ǊǳƭŜǎΦ .ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ 
ŘƛǎŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

MAC Address 
Filter 

SSID 

Lists all the main wireless networks that the router supports. 

 

If you unify the SSIDs for 2.4 GHz and 5 GHz bands, the corresponding 
wireless network only displays one SSID here. 
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Parameter Description 

MAC Address 
Filter 

Specifies the three kinds of rules you can perform on the corresponding 
wireless network. 

-  Disable: This function is disabled, and all wireless clients can connect to 
this wireless network. 

-  Only Allow: Only wireless clients with the specified MAC address can 
connect to this wireless network. 

-  Only Forbid: Only wireless clients with the specified MAC address cannot 
connect to this wireless network. 

MAC Filters 
List 

MAC Address Specifies the MAC address of the client to which the rule applies. 

Remark 
(Optional) Specifies the brief description you set for the corresponding MAC 
address. 

Effective 
Network 

Specifies the wireless network(s) to which the wireless client with this MAC 
address applies. 

Status Specifies whether or not the rule is enabled. 

5.3.2  Configure a MAC filter rule 

Step 1 9ƴŀōƭŜ a!/ CƛƭǘŜǊǎΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ 

Step 2 /ƻƴŦƛƎǳǊŜ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ ƳƻŘŜ ŦƻǊ ŜŀŎƘ {{L5 ōȅ ǎŜƭŜŎǘƛƴƎ ŦǊƻƳ ǘƘŜ a!/ !ŘŘǊŜǎǎ 

CƛƭǘŜǊ ŘǊƻǇ-Řƻǿƴ ƭƛǎǘ ƳŜƴǳΦ 

 

Step 3 !ŘŘ ǊǳƭŜόǎύΦ 

1. Click Add. 
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2. Enter the MAC Address of a client to which a rule applies to, then enter the Remark of the 
client, and select the wireless network from the drop-down list menu of the Effective 
Network. 

3. Click Save. The rule appears on the MAC Filter List. 

 

----9ƴŘ  
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5.3.3  Example of configuring MAC filters rule 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘΥ hƴƭȅ ŀ ǇǊƻŎǳǊŜƳŜƴǘ ƳŀƴŀƎŜǊΩǎ ŎƻƳǇǳǘŜǊ ƛǎ ŀƭƭƻǿŜŘ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ²ƛCƛ ƴŜǘǿƻǊƪ 
όtǊƻŎǳǊŜƳŜƴǘύ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŦƻǊ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎΦ hǘƘŜǊ ǎǘŀŦŦ Ŏŀƴƴƻǘ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪΦ 

Solution 

¢ƘŜ a!/ ŦƛƭǘŜǊǎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ǇƘȅǎƛŎŀƭ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ 
ŎƻƳǇǳǘŜǊ ƻŦ ǘƘŜ ǇǊƻŎǳǊŜƳŜƴǘ ƳŀƴŀƎŜǊ ƛǎ //Υо!ΥсмΥтмΥм.Υс9Φ 

Configuration procedure 

Step 1 9ƴŀōƭŜ ǘƘŜ a!/ ŦƛƭǘŜǊǎ ŦǳƴŎǘƛƻƴΦ 

1. Navigate to Wireless > MAC Filters. 

2. Toggle on MAC Filters. 

3. Click Save. 

 

Step 2 {Ŝǘ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ ƳƻŘŜΦ 

1. Select a MAC address filter mode for the WiFi network Procurement, which is Only Allow 
in this example. 

2. Click Save at the bottom of the page. 
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Step 3 !ŘŘ ŀ a!/ ŦƛƭǘŜǊ ǊǳƭŜΦ 

1. Click +Add. 

 

2. On the Add configuration window, set the following parameters: 

(1) Set MAC Address to CC:3A:61:71:1B:6E. 

(2) (Optional) Set Remark to Procurement manager. 

(3) Select Procurement from the drop-down list of Effective Network. 

(4) Click Save. 

 

----9ƴŘ 

!ŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 
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Verification 

Only the before-mentioned wireless client can connect to the WiFi network Procurement while 
other clients are blocked.  
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5.4  Advanced settings 

/ƭƛŎƪ ²ƛǊŜƭŜǎǎ Ҕ !ŘǾŀƴŎŜŘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǿƛǊŜƭŜǎǎ-ǊŜƭŀǘŜŘ ŀŘǾŀƴŎŜŘ ǎŜǘǘƛƴƎǎ ǎǳŎƘ ŀǎ ǘǊŀƴǎƳƛǘ ǇƻǿŜǊΣ ƴŜǘǿƻǊƪ 
ƳƻŘŜΣ ŎƘŀƴƴŜƭ ŀƴŘ ŎƘŀƴƴŜƭ ōŀƴŘǿƛŘǘƘΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

2.4 GHz WiFi Network Enable or disable the 2.4 GHz wireless network of the router. 

5 GHz WiFi Network Enable or disable the 5 GHz wireless network of the router. 

Transmit Power 

Specifies the transmit power of this device. 

A higher value leads to wider WiFi coverage. However, decreasing the value properly 
increases performance and security of the wireless network. 

Country/Region 
Specifies the country/region that you set for the router in order to conform to the 
regulations of different countries or regions concerning channels. 

Network Mode 

Specifies the wireless network mode (also called 802.11 mode, radio mode, or 
wireless mode) of the router. A proper network mode enables the clients to get the 
maximum transfer rate and compatibility. 

Available options for 2.4 GHz band: 11b, 11g, 11b/g, 11b/g/n  and 11b/g/n/ax  
(default). 

Available options for 5 GHz band: 11a, 11ac, 11a/n mixed, 11a/n/ac, 11a/n/ac/ax 
(default). 

You are recommended to keep the default settings. 

Channel 

Specifies the channel in which the wireless data is transmitted and received. The 
available channels are determined by the current country/region and wireless band. 

Auto: The router automatically detects the occupation rate of channels and selects 
the appropriate working channel accordingly. 

If connection drop, freeze or slow internet occurs frequently when you are using the 
WiFi network, you can try changing the working channel. You can check the channels 
with low occupation rate and little interference using software tools (such as WiFi 
analyzer). 

Channel Bandwidth 

Specifies the bandwidth of the working channel. A high channel bandwidth means a 
higher transmission rate, but the penetration capability is reduced and the 
transmission distance is shortened. 

 ̧ 20MHz: The router uses the 20MHz channel bandwidth. 

 ̧ 40MHz: The router uses the 40MHz channel bandwidth. 

 ̧ 20MHz/40MHz: This channel bandwidth is available only for the 2.4 GHz. The 
router automatically adjusts the channel bandwidth to 20MHz or 40MHz based on 
the surrounding environment. 

 ̧ 80MHz: This channel bandwidth is available only for the 5 GHz. The router uses the 
80MHz channel bandwidth. 

 ̧ 160MHz: This channel bandwidth is available only for the 5 GHz. The router uses 
the 160MHz channel bandwidth. 

RSSI Threshold 

Specifies the minimum wireless client signal strength acceptable to the router. A 
mobile client with signal strength lower than this threshold cannot connect to the 
router. You can set this parameter to ensure that mobile clients connect to router 
with strong signal strength. 
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Parameter Description 

Deployment Mode 

Specifies the deployment mode of the router. This parameter is valid only for 2.4 
GHz networks. Set this parameter based on the application scenario. The options 
include: 

 ̧ Coverage-oriented: Applies to scenarios with large area, multiple walls, 
decentralized users and less than 10 SSIDs in the ambient environment. 

 ̧ Capacity-oriented: Applies to scenarios with intensive users, open and large areas, 
and more than 25 SSIDs in ambient environment. 

Prioritize 5 GHz 
Specifies that a wireless client uses the 5 GHz SSID first to connect to the device if 
the wireless client supports both 5 GHz and 2.4 GHz networks and the networks use 
the same SSID and password. 

Prioritize 5 GHz 
Threshold 

When Prioritize 5 GHz is enabled, if the client signal strength received by the router 
in 5 GHz is larger than the threshold value, the router allows the client to connect to 
the 5 GHz for priority; if it is smaller than the value, the router only allows the client 
to connect to the 2.4 GHz. 

The default value is -80 dBm. You are recommended to keep the default settings. 

Air Interface Scheduling 

Specifies whether to enable the air interface scheduling function. 

This function allows all clients to transmit data for the same duration. If a client 
transmits data at a low speed and does not finish data transmission within the 
duration, it can continue transmitting data only in its next data transmission 
duration. This prevents some slow clients from occupying excessive airtime 
resources, so as to improve the overall AP efficiency and effectively ensure AP 
connections for a larger number of clients and greater throughputs. 

Short GI 

Short guard interval for preventing data block interference. 

Propagation delays may occur on the receiver side due to factors such as multipath 
wireless signal transmission. If a data block is transmitted at an overly high speed, it 
may interfere with the previous data block. The short GI helps prevent such 
interference. Enabling the short GI can yield a 10% improvement in wireless data 
throughput. 

APSD 

Specifies whether to enable the Automatic Power Save Delivery (APSD) mode. 

APSD is a WMM power saving protocol created by Wi-Fi Alliance. Enabling APSD 
helps reduce power consumption. By default, this mode is disabled. 

Client Timeout Interval 
Specifies the maximum period before a WiFi client is disconnected from the router if 
the client exchanges no data with the router. When data is exchanged within the 
period, countdown stops. 

Mandatory Rate By adjusting the mandatory rate and optional rate, you can limit access from 
low-speed clients, thus improving the internet experience of other clients. 

 ̧ Mandatory Rate: It is a group of mandatory rates of the router. Clients must 
support these mandatory rates; otherwise, the clients will fail to access the WiFi 
network. 

 ̧ Optional Rate: It is a collection of other rates supported by the router except for 
mandatory rates. These optional rates help clients realize connection with the 
router at a higher rate. 

Optional Rate 
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Parameter Description 

MU-MIMO 
After the function is enabled, the router can communicate with multiple terminals at 
the same time, improving network experience. 

OFDMA 
After the function is enabled, multiple clients can reuse the channel resource, 
improving the transmission rate and reducing network latency. 

TWT 

After the function is enabled, the router automatically optimizes the resource 
allocation among devices, awakens devices by negotiation, reduces disordered 
competition, increases the sleep time of devices and prolongs the battery life. For 
some terminals with old drive, incompatibility may occur. 

WMM 
After the function is enabled, the router can process data packets with priority 
information. It is recommended to enable this function. 
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5.5  Guest network 

/ƭƛŎƪ ²ƛǊŜƭŜǎǎ Ҕ DǳŜǎǘ bŜǘǿƻǊƪ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ōŀǎƛŎ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ƎǳŜǎǘ ƴŜǘǿƻǊƪΣ ǎǳŎƘ ŀǎ ŜƴŀōƭŜκŘƛǎŀōƭŜ ƎǳŜǎǘ 
ƴŜǘǿƻǊƪΣ ƳƻŘƛŦȅ ǘƘŜ {{L5Σ ŀƴŘ ǎŜǘ ǘƘŜ ²ƛCƛ ǇŀǎǎǿƻǊŘΦ 

/ƭƛŜƴǘǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƎǳŜǎǘ ƴŜǘǿƻǊƪ Ŏŀƴ ƻƴƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ƻǘƘŜǊ ǿƛǊŜƭŜǎǎ ŎƭƛŜƴǘǎ 
ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƎǳŜǎǘ ƴŜǘǿƻǊƪ ŀǎ ǿŜƭƭΣ ŀƴŘ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻǊ ǘƘŜ [!b 
ǿƘŜǊŜ ǘƘŜ ǇǊƛƳŀǊȅ ƴŜǘǿƻǊƪ ƛǎ ŘŜǇƭƻȅŜŘΦ ¢ƘŜ ƎǳŜǎǘ ƴŜǘǿƻǊƪ ƳŜŜǘǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǊŜǉǳƛǊŜƳŜƴǘ ƻŦ 
ƎǳŜǎǘǎ ŀƴŘ ŜƴǎǳǊŜǎ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ǘƘŜ ǇǊƛƳŀǊȅ ƴŜǘǿƻǊƪ ŀǎ ǿŜƭƭΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Guest 
Network 

Enable Guest 
Network 

Enable or disable the guest network. 

Unify 2.4&5 GHz 
SSID 

After this function is enabled, the 2.4 GHz guest network and the 5 GHz 
guest network share the same WiFi network name and password. A 
wireless client will be automatically connected to the WiFi network with 
the best network quality when connecting to the guest network. 

Isolate Client 
With this function enabled, clients connected to the guest network cannot 
communicate with each other, leading to higher wireless network security. 

SSID 

Specifies the wireless network name of the guest network. 

 

To differentiate the main network and the guest network, you are 
recommended to set the SSIDs differently. 

WiFi Password 
Specifies the password used for wireless internet connection. You are 
recommended to use the combination of digits, letters and special 
characters for higher security. 

Encryption Type Specifies the encryption types of the guest network. 

Guest 
Network IP 
Address 

IP Address 

Specifies the IP address (default: 192.168.168.1) of the guest network. The 
router assigns 192.168.168.X to wireless clients connected to it. 

You are recommended to keep the default settings. 

Subnet Mask 
Specifies the subnet mask of the guest network, which is used to define the 
address space of the guest network. 

Guest 
Network 
Bandwidth 
Limit 

Uplink 
Bandwidth 

Specify the uplink and downlink rate limits on guest network. 

Downlink 
Bandwidth 

Client Limit 
Specifies the maximum number of wireless devices allowed to connect to 
the guest network. 
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 6  Address reservation 

6.1  Address reservation 

/ƭƛŎƪ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǎǇŜŎƛŦȅ ŀ ǇǊŜ-ǎŜǘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǘƘŜ ǎǇŜŎƛŦƛŜŘ ŎƭƛŜƴǘ ŀƴŘ ƳŀƪŜ ǘƘŜ ŎƭƛŜƴǘ ƻōǘŀƛƴ ǘƘƛǎ Lt 
ŀŘŘǊŜǎǎ ŀƭƭ ǘƘŜ ǘƛƳŜΦ Lƴ ǘƘƛǎ ǿŀȅΣ ǎǳŎƘ ŦǳƴŎǘƛƻƴǎ ŘŜǇŜƴŘƛƴƎ ƻƴ Lt ŀŘŘǊŜǎǎ ŀǎ ŦƛƭǘŜǊ ƳŀƴŀƎŜƳŜƴǘΣ 
ōŀƴŘǿƛŘǘƘ ŎƻƴǘǊƻƭΣ ŀƴŘ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎ ǿƛƭƭ ƴƻǘ ōŜ ƛƴŜŦŦŜŎǘƛǾŜ ōŜŎŀǳǎŜ ƻŦ Lt ŀŘŘǊŜǎǎ ŎƘŀƴƎŜΦ 

¢Ƙƛǎ ŦǳƴŎǘƛƻƴ ǘŀƪŜǎ ŜŦŦŜŎǘ ƻƴƭȅ ǿƘŜƴ ǘƘŜ 5I/t ǎŜǊǾŜǊ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŜƴŀōƭŜŘΦ ¢ƘŜ ǊƻǳǘŜǊ 
ǎǳǇǇƻǊǘǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘǿƻ ŀŘŘǊŜǎǎ ǊŜǎŜǊǾŀǘƛƻƴ ƳŜǘƘƻŘǎΥ 

ī vǳƛŎƪ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴΥ ¸ƻǳ Ŏŀƴ ŎƘŜŎƪ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ŎƭƛŜƴǘǎ ƻōǘŀƛƴƛƴƎ Lt 
ŀŘŘǊŜǎǎŜǎ ŦǊƻƳ ǘƘŜ 5I/t ǎŜǊǾŜǊ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ǊŜǎŜǊǾŜ Lt ŀŘŘǊŜǎǎŜǎ ŦƻǊ ŎƭƛŜƴǘǎ ōȅ 
Ƨǳǎǘ ŎƭƛŎƪƛƴƎ wŜǎŜǊǾŜΦ Lƴ ǘƘƛǎ ǿŀȅΣ ǘƘŜ 5I/t ǎŜǊǾŜǊ ǿƛƭƭ ŀǎǎƛƎƴ ǘƘŜ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ 
ǘƘŜ ŦƛȄŜŘ ŎƭƛŜƴǘ ŀƭƭ ǘƘŜ ǘƛƳŜΦ 

ī aŀƴǳŀƭ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴΥ ¸ƻǳ Ŏŀƴ Ƴŀƴǳŀƭƭȅ ǊŜǎŜǊǾŜ ŀŘŘǊŜǎǎ ŦƻǊ ŎƭƛŜƴǘ ǘƻ ƭŜǘ ǘƘŜ 
5I/t ǎŜǊǾŜǊ ŀǎǎƛƎƴ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ŦƛȄŜŘ ŎƭƛŜƴǘ ŀƭƭ ǘƘŜ ǘƛƳŜΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

vǳƛŎƪ !ŘŘǊŜǎǎ 
wŜǎŜǊǾŀǘƛƻƴ 

wŜǎŜǊǾŜ ¦ǎŜŘ ǘƻ ōƛƴŘ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŀƴŘ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǎŜƭŜŎǘŜŘ ŎƭƛŜƴǘΦ 

Iƻǎǘ bŀƳŜ {ǇŜŎƛŦƛŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘΦ 

Lt !ŘŘǊŜǎǎ {ǇŜŎƛŦƛŜǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƭƛŜƴǘΦ 

a!/ !ŘŘǊŜǎǎ {ǇŜŎƛŦƛŜǎ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƭƛŜƴǘΦ 

wŜǎŜǊǾŀǘƛƻƴ 
{ǘŀǘǳǎ 

/ƭƛŎƪ wŜǎŜǊǾŜ ǘƻ ōƛƴŘ ǘƘŜ Lt ŀŘŘǊŜǎǎ ŀƴŘ a!/ ŀŘŘǊŜǎǎ ǘƻƎŜǘƘŜǊΣ ǎƻ ǘƘŜ 
ŎƭƛŜƴǘ ǿƛƭƭ ƻōǘŀƛƴ ǘƘŜ ǊŜǎŜǊǾŜŘ Lt ŀŘŘǊŜǎǎ ŀƭƭ ǘƘŜ ǘƛƳŜΦ LŦ ǘƘŜ ǊŜǎŜǊǾŀǘƛƻƴ ƛǎ 
ǎǳŎŎŜǎǎŦǳƭΣ ǘƘŜ ǊŜǎŜǊǾŀǘƛƻƴ ǎǘŀǘǳǎ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ ŀǎ wŜǎŜǊǾŜŘΦ 

aŀƴǳŀƭ 
!ŘŘǊŜǎǎ 
wŜǎŜǊǾŀǘƛƻƴ 

Iƻǎǘ bŀƳŜ 
{ǇŜŎƛŦƛŜǎ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ŎƭƛŜƴǘ ƻǊ ǊŜƳŀǊƪǎ ƻŦ ǎǘŀǘƛŎ Lt ŀŘŘǊŜǎǎ ǊŜǎŜǊǾŀǘƛƻƴ 
ǊǳƭŜΦ 

Lt !ŘŘǊŜǎǎ 
{ǇŜŎƛŦƛŜǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ǊŜǎŜǊǾŜŘ ŦƻǊ ǘƘŜ ŎƭƛŜƴǘ ǿƛǘƘ ǘƘŜ ǘŀǊƎŜǘ a!/ 
ŀŘŘǊŜǎǎΦ 

a!/ !ŘŘǊŜǎǎ {ǇŜŎƛŦƛŜǎ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƭƛŜƴǘΦ 

{ǘŀǘǳǎ 
{ǇŜŎƛŦƛŜǎ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ǊǳƭŜΦ ¸ƻǳ Ŏŀƴ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ ǊǳƭŜ ŀǎ 
ǊŜǉǳƛǊŜŘΦ 

!Ŏǘƛƻƴ 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƻǇŜǊŀǘƛƻƴǎ ȅƻǳ Ŏŀƴ ǇŜǊŦƻǊƳ ƻƴ ǘƘŜ ǊǳƭŜΦ 

Υ /ƭƛŎƪ ƛǘ ǘƻ ŜŘƛǘ ǘƘŜ ǊǳƭŜΦ 

Υ /ƭƛŎƪ ƛǘ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ǊǳƭŜΦ 

9ȄǇƻǊǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ /ƭƛŎƪ 9ȄǇƻǊǘ ǘƻ ōŀŎƪ ǳǇ ǘƘŜ ǎǘŀǘƛŎ Lt ǊŜǎŜǊǾŀǘƛƻƴ ǘŀōƭŜ ǘƻ ǘƘŜ ƭƻŎŀƭ ŎƻƳǇǳǘŜǊΦ 

LƳǇƻǊǘ /ƻƴŦƛƎǳǊŀǘƛƻƴ 
{ŜƭŜŎǘ ŀ ŦƛƭŜ ŀƴŘ ŎƭƛŎƪ LƳǇƻǊǘ ǘƻ ƛƳǇƻǊǘ ǘƘŜ ōŀŎƪŜŘ ǳǇ ǎǘŀǘƛŎ Lt ǊŜǎŜǊǾŀǘƛƻƴ 
ǘŀōƭŜ ǘƻ ǘƘŜ ǊƻǳǘŜǊΦ 
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6.2  Configure address reservation 

LŦ ȅƻǳ ǿŀƴǘ ǘƻ ŀǎǎƛƎƴ Lt ŀŘŘǊŜǎǎ ŦƻǊ ŎƭƛŜƴǘǎ ŀƭǊŜŀŘȅ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪΣ ƛǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ 
ǘƘŀǘ ȅƻǳ ŎƻƴŦƛƎǳǊŜ ƛƴ ǘƘŜ vǳƛŎƪ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ ƳƻŘǳƭŜΦ hǘƘŜǊǿƛǎŜΣ ŎƻƴŦƛƎǳǊŜ ƛƴ ǘƘŜ aŀƴǳŀƭ 
!ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ ƳƻŘǳƭŜΦ 

6.2.1  Quick address reservation 

Reserve IP address for one client 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ Ҕ vǳƛŎƪ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴΦ 

Step 2 {ŜƭŜŎǘ ǘƘŜ ŎƭƛŜƴǘ ȅƻǳ ǿŀƴǘ ǘƻ ǊŜǎŜǊǾŜ ŀ ǎǘŀǘƛŎ Lt ŀŘŘǊŜǎǎΣ ŀƴŘ ŎƭƛŎƪ wŜǎŜǊǾŜΦ 

 

----9ƴŘ 

After the IP address is reserved successfully, you can check the added rule in the Address 
Reservation > Manual Address Reservation module. The rule will take effect the next time when 
the client requests for an IP address. 
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Reserve IP addresses for multiple clients  

Step 1 bŀǾƛƎŀǘŜ ǘƻ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ Ҕ vǳƛŎƪ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴΦ 

Step 2 {ŜƭŜŎǘ ǘƘŜ ƳǳƭǘƛǇƭŜ ŎƭƛŜƴǘǎ ȅƻǳ ǿŀƴǘ ǘƻ ǊŜǎŜǊǾŜ ǎǘŀǘƛŎ Lt ŀŘŘǊŜǎǎŜǎΣ ŀƴŘ ŎƭƛŎƪ ǘƘŜ ǳǇǇŜǊ 

wŜǎŜǊǾŜΦ 

 

----9ƴŘ 

After the IP addresses are reserved successfully, you can check the added rules in the Address 
Reservation > Manual Address Reservation module. The rules will take effect the next time when 
the client requests for an IP address. 
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6.2.2  Manual address reservation 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ Ҕ aŀƴǳŀƭ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴΦ 

Step 2 /ƭƛŎƪ Ҍ!ŘŘΦ 

 

Step 3 9ƴǘŜǊ ǘƘŜ Lt !ŘŘǊŜǎǎΣ a!/ !ŘŘǊŜǎǎ ŀƴŘ wŜƳŀǊƪ όhǇǘƛƻƴŀƭύΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

Click  +  to add a rule and click  -  to delete an unsaved rule. 

 

----9ƴŘ 

!ŦǘŜǊ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƛǎ ǊŜǎŜǊǾŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΣ ȅƻǳ Ŏŀƴ ŎƘŜŎƪ ǘƘŜ ŀŘŘŜŘ ǊǳƭŜ ƛƴ ǘƘŜ !ŘŘǊŜǎǎ 
wŜǎŜǊǾŀǘƛƻƴ Ҕ aŀƴǳŀƭ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ ƳƻŘǳƭŜΦ ¢ƘŜ ǊǳƭŜ ǿƛƭƭ ǘŀƪŜ ŜŦŦŜŎǘ ǘƘŜ ƴŜȄǘ ǘƛƳŜ ǿƘŜƴ 
ǘƘŜ ŎƭƛŜƴǘ ǊŜǉǳŜǎǘǎ ŦƻǊ ŀƴ Lt ŀŘŘǊŜǎǎΦ 
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 7  Bandwidth control 

7.1  Overview 

/ƭƛŎƪ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ the network administrator can control the rate of users, so the limited bandwidth can be 
properly distributed. 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

tŀǊameter 5ŜǎŎǊƛǇǘƛƻƴ 

²!b 
.ǊƻŀŘōŀƴŘ 

¦ǇƭƻŀŘ wŀǘŜ 
Enter the bandwidth provided by your ISP for better internet experience. 

Download Rate 

/ƻƴǘǊƻƭ aƻŘŜ 

bƻ [ƛƳƛǘ No limitations are set on the upload/download rate of LAN users. 

aŀƴǳŀƭ 

¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊΣ ōŀǎŜŘ ƻƴ ǘƘŜ ŀŎǘǳŀƭ ŎƻƴŘƛǘƛƻƴǎΣ ǎŜǘǎ ǘƘŜ 
ƳŀȄƛƳǳƳ ǳǇƭƻŀŘκŘƻǿƴƭƻŀŘ ǊŀǘŜ ŦƻǊ ŜŀŎƘ ŎƻƴƴŜŎǘŜŘ ŎƭƛŜƴǘΣ ƻǊ ǎŜǘ ŀƴ 
ǳǇƭƻŀŘκŘƻǿƴƭƻŀŘ ǊŀǘŜ ŦƻǊ ŀƭƭ ǘƘŜ ŎƻƴƴŜŎǘŜŘ ŎƭƛŜƴǘǎΦ 

¢ƘŜ Ƴŀƴǳŀƭ ŎƻƴǘǊƻƭ ƳƻŘŜ ƛǎ ƳƻǊŜ ŦƭŜȄƛōƭŜ ŎƻƳǇŀǊŜŘ ǿƛǘƘ ǘƘŜ ƭƛƳƛǘ ōȅ 
ƎǊƻǳǇ ŎƻƴǘǊƻƭ ƳƻŘŜΦ 

!ǳǘƻ 

The system, based on the WAN upload/download rate set on the 
Bandwidth Control page, evenly distributes bandwidth to LAN users. 

[ƛƳƛǘ .ȅ DǊƻǳǇ 

¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊΣ ōŀǎŜŘ ƻƴ ǘƘŜ ŀŎǘǳŀƭ ŎƻƴŘƛǘƛƻƴǎΣ ǎŜǘǎ ǊŀǘŜ ƭƛƳƛǘ 
ǊǳƭŜǎ ŦƻǊ ŘƛŦŦŜǊŜƴǘ ƎǊƻǳǇǎΦ 

¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ŎƻƴǘǊƻƭǎ ǘƘŜ ŘŜŘƛŎŀǘŜŘ ƻǊ ǎƘŀǊŜŘ 
ǳǇƭƻŀŘκŘƻǿƴƭƻŀŘ ǊŀǘŜ ŦƻǊ ǳǎŜǊǎ ƛƴ ǘƘŜ ǎǇŜŎƛŦƛŜŘ Lt ƎǊƻǳǇ ƛƴ ǘƘŜ ǎǇŜŎƛŦƛŜŘ 
ǘƛƳŜ ƎǊƻǳǇΣ ŀƴŘ ŀƭǎƻΣ ǎŜǘǎ ǘƘŜ ŎƻƴŎǳǊǊŜƴǘ ǎŜǎǎƛƻƴǎ ŦƻǊ ŜŀŎƘ ŎƭƛŜƴǘΦ 
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7.2  Manual 

!ǎǎǳƳŜ ǘƘŀǘ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǇŀǊŀǘŜƭȅ ǎŜǘ ǘƘŜ ƳŀȄƛƳǳƳ ǳǇƭƻŀŘκŘƻǿƴƭƻŀŘ ǊŀǘŜǎ ŦƻǊ ŎƻƴƴŜŎǘŜŘ ŎƭƛŜƴǘǎΦ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜ 

Step 1 /ƭƛŎƪ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭΦ 

Step 2 {Ŝǘ /ƻƴǘǊƻƭ aƻŘŜ ǘƻ aŀƴǳŀƭΦ 

Step 3 {ŜƭŜŎǘ hƴƭƛƴŜ 5ŜǾƛŎŜǎ ƻǊ hŦŦƭƛƴŜ 5ŜǾƛŎŜǎ ŀǎ ǊŜǉǳƛǊŜŘΦ 

Step 4 {Ŝǘ ¦ǇƭƻŀŘκ5ƻǿƴƭƻŀŘ [ƛƳƛǘ ŦƻǊ ǘƘŜ ŘŜǾƛŎŜǎΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Host Name Specifies the name of client connected to the router. 

Total Download Specifies the total download traffic utilized by each client. 

Offline Time 
Only available for offline devices. 

Indicates the time when the client is disconnected. 

Upload Bandwidth Indicates the real-time upload/download bandwidth of each client. 

1 Mbps=128 KB/s=1024 kb/s. Download Bandwidth 

Upload Limit 
Specifies the maximum upload/download rate you set for each client. 

Download Limit 
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!ǎǎǳƳŜ ǘƘŀǘ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǘ ǘƘŜ ƳŀȄƛƳǳƳ ǳǇƭƻŀŘκŘƻǿƴƭƻŀŘ ǊŀǘŜǎ ŦƻǊ ŀƭƭ ǘƘŜ ƻƴƭƛƴŜ ƻǊ ƻŦŦƭƛƴŜ 
ŎƭƛŜƴǘǎ ƛƴ ǘƘŜ [!bΦ 

/ƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜ 

Step 1 /ƭƛŎƪ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭΦ 

Step 2 {Ŝǘ /ƻƴǘǊƻƭ aƻŘŜ ǘƻ aŀƴǳŀƭΦ 

Step 3 {ŜƭŜŎǘ hƴƭƛƴŜ 5ŜǾƛŎŜǎ ƻǊ hŦŦƭƛƴŜ 5ŜǾƛŎŜǎ ŀǎ ǊŜǉǳƛǊŜŘΦ IŜǊŜ ǘŀƪŜǎ hƴƭƛƴŜ 5ŜǾƛŎŜǎ ŀǎ ŀƴ 

ŜȄŀƳǇƭŜΦ 

Step 4 Click Limit All. 

 

Step 5 Set the maximum Upload Rate and Download rate for all the online and offline clients in 

the LAN, and click Save. 

 

----9ƴŘ 
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7.3  Auto 

¢Ƙƛǎ ƳƻŘŜ distributes bandwidth evenly to the online clients connected to the router. 

/ƻƴŦƛƎǳǊŀǘƛƻƴ ǇǊƻŎŜŘǳǊŜ 

Step 1 /ƭƛŎƪ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭΦ 

Step 2 {Ŝǘ ǘƘŜ ¦ǇƭƻŀŘ wŀǘŜ ŀƴŘ 5ƻǿƴƭƻŀŘ wŀǘŜ ƻŦ ǘƘŜ ǘŀǊƎŜǘ ²!b ǇƻǊǘ ōŀǎŜŘ ƻƴ ǘƘŜ ōŀƴŘǿƛŘǘƘ 

ǇǊƻǾƛŘŜŘ ōȅ ȅƻǳǊ L{tΦ 

Step 3 {Ŝǘ /ƻƴǘǊƻƭ aƻŘŜ ǘƻ !ǳǘƻΦ 

Step 4 Click Save at the bottom of the page. 

 

----9ƴŘ 
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7.4  Limit by group 

¢ƘǊƻǳƎƘ ǘƘŜ ƭƛƳƛǘ ōȅ ƎǊƻǳǇ ŦǳƴŎǘƛƻƴΣ ȅƻǳ Ŏŀƴ ǎŜǘ ŀ ŘŜŘƛŎŀǘŜŘ ƻǊ ǎƘŀǊŜŘ ǳǇƭƻŀŘκŘƻǿƴƭƻŀŘ ǊŀǘŜ ŦƻǊ 
ŎƭƛŜƴǘǎ ƛƴ ŀƴ Lt ƎǊƻǳǇ ǘƻ ǳǎŜ ƛƴ ŀ ǇŜǊƛƻŘ ƻŦ ǘƛƳŜΦ 

 

¢ƻ ŎƻƴǘǊƻƭ ǘƘŜ ōŀƴŘǿƛŘǘƘ ōŀǎŜŘ ƻƴ ƎǊƻǳǇǎΣ ȅƻǳ ƴŜŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ Lt ƎǊƻǳǇ ŀƴŘ ǘƛƳŜ ƎǊƻǳǇ ŦƛǊǎǘ ōȅ 
ƴŀǾƛƎŀǘƛƴƎ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇΦ 

Step 1 /ƭƛŎƪ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭΦ 

Step 2 {Ŝǘ /ƻƴǘǊƻƭ aƻŘŜ ǘƻ [ƛƳƛǘ .ȅ DǊƻǳǇΦ 

Step 3 /ƭƛŎƪ Ҍ!ŘŘΦ 

 

Step 4 /ƻƴŦƛƎǳǊŜ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ǘƘŜ !ŘŘ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ 
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¸ƻǳ Ŏŀƴ ŎƘŜŎƪ ǘƘŜ ŀŘŘŜŘ ǊǳƭŜ ƻƴ ǘƘŜ ǇŀƎŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Lt DǊƻǳǇ 
{ǇŜŎƛŦƛŜǎ ǘƘŜ Lt ƎǊƻǳǇ ǘƻ ōŜ ǳǎŜŘΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǘƻ ŘŜǎƛƎƴŀǘŜ ǘƘŜ ŎƭƛŜƴǘǎ ǿƛǘƘ ǘƘŜǎŜ Lt 
ŀŘŘǊŜǎǎŜǎΦ Lt ƎǊƻǳǇ ǎƘƻǳƭŘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ŀŘǾŀƴŎŜ ƻƴ ǘƘŜ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt 
DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇ ǇŀƎŜΦ 

¢ƛƳŜ DǊƻǳǇ 
{ǇŜŎƛŦƛŜǎ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ ǘƻ ōŜ ǳǎŜŘΣ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǘƻ ŘŜǎƛƎƴŀǘŜ ǘƘŜ ǾŀƭƛŘƛǘȅ ǇŜǊƛƻŘ ƻŦ ǘƘŜ 
ǊǳƭŜΦ ¢ƛƳŜ ƎǊƻǳǇ ǎƘƻǳƭŘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ŀŘǾŀƴŎŜ ƻƴ ǘƘŜ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt 
DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇ ǇŀƎŜΦ 

/ƻƴŎǳǊǊŜƴǘ 
{Ŝǎǎƛƻƴǎ 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ƴǳƳōŜǊ ƻŦ ŎƻƴƴŜŎǘƛƻƴǎ ŜŀŎƘ ŎƭƛŜƴǘ ǿƛǘƘƛƴ ǘƘŜ ǎǇŜŎƛŦƛŜŘ Lt ŀŘŘǊŜǎǎ 
ǊŀƴƎŜ Ŏŀƴ ǳǎŜΦ ¦ƴƭŜǎǎ ȅƻǳ ƘŀǾŜ ŀƴȅ ǎǇŜŎƛŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ƛǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǎŜǘ ǘƘŜ 
ǇŀǊŀƳŜǘŜǊ ǘƻ сллΦ 

/ƻƴǘǊƻƭ aƻŘŜ 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƳƻŘŜ ƻŦ ōŀƴŘǿƛŘǘƘ ŎƻƴǘǊƻƭ ǊǳƭŜǎΦ 

 ̧ Dedicated: Specifies that every client within the specified IP address range uses the set 
upload/download rate. Under this mode, every client obtains the same bandwidth. 

 ̧ Shared: Specifies that all clients within the specified IP address range use the set 
upload/download rate together. Under this mode, every client may obtain different 
bandwidths. 

¦ǇƭƻŀŘ wŀǘŜ 
{ǇŜŎƛŦƛŜǎ ǘƘŜ ƳŀȄƛƳǳƳ ǳǇƭƻŀŘκŘƻǿƴƭƻŀŘ ǊŀǘŜ ȅƻǳ ǎŜǘΦ 

5ƻǿƴƭƻŀŘ wŀǘŜ 

{ǘŀǘǳǎ {ǇŜŎƛŦƛŜǎ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ǊǳƭŜΦ ¸ƻǳ Ŏŀƴ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ ǊǳƭŜ ŀǎ ǊŜǉǳƛǊŜŘΦ 

hǇŜǊŀǘƛƻƴ 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƻǇŜǊŀǘƛƻƴǎ ȅƻǳ Ŏŀƴ ǇŜǊŦƻǊƳ ƻƴ ǘƘŜ ǊǳƭŜΦ 

Υ /ƭƛŎƪ ƛǘ ǘƻ ŜŘƛǘ ǘƘŜ ǊǳƭŜΦ 

Υ /ƭƛŎƪ ƛǘ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ǊǳƭŜΦ 
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7.5  Example of configuring limit by group rules 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όлуΥлл ǘƻ муΥлл ŜǾŜǊȅ ǿƻǊƪŘŀȅύΣ ǇǊƻŎǳǊŜƳŜƴǘ ǇŜǊǎƻƴƴŜƭΩǎ ŎƻƳǇǳǘŜǊǎ ǿƛǘƘ Lt 
ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ мфнΦмсуΦлΦн ǘƻ мфнΦмсуΦлΦнрл Ŏŀƴ ǳǎŜ ŀ ŦƛȄŜŘ ǳǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ 
ōŀƴŘǿƛŘǘƘ ƻŦ м aōǇǎΦ CƻǊ ƻǘƘŜǊ ŎƭƛŜƴǘǎ ƛƴ ǘƘŜ [!bΣ ƴƻ ōŀƴŘǿƛŘǘƘ ŎƻƴǘǊƻƭ ǊǳƭŜǎ ŀǊŜ ŀŘŘŜŘΦ 

Group name IP range Effective time 
Upload 
bandwidth 

Download 
bandwidth 

Procurement 192.168.0.2~250 08:00~18:00 on weekdays 1 Mbps 1 Mbps 

Solution 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ [ƛƳƛǘ .ȅ DǊƻǳǇ ōŀƴŘǿƛŘǘƘ ŎƻƴǘǊƻƭ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 
Assume that the concurrent sessions of each client is 600. 

Configuration procedure 

Step Task Description 

1 Set a time group 
{Ŝǘ ǘƘŜ ǘƛƳŜ ƎǊƻǳǇ ƻƴ ǘƘŜ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇ 
ǇŀƎŜΦ 

2 {Ŝǘ ŀƴ Lt ƎǊƻǳǇ 
{Ŝǘ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƎǊƻǳǇ ƻƴ ǘƘŜ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ 
DǊƻǳǇ ǇŀƎŜΦ 

3 
{Ŝǘ ŀ ōŀƴŘǿƛŘǘƘ ŎƻƴǘǊƻƭ 
ǊǳƭŜ 

{Ŝǘ ŀ ƭƛƳƛǘ ōȅ ƎǊƻǳǇ ǊǳƭŜ ƻƴ ǘƘŜ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭ ǇŀƎŜΦ 

Step 1 {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇΦ 

1. Navigate to Filter Management > IP Group/ Time Group. 

2. Set the time group shown in the following figure. 
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Step 2 {Ŝǘ ŀƴ Lt ƎǊƻǳǇΦ 

1. Navigate to Filter Management > IP Group/ Time Group. 

2. Set the IP group shown in the following figure. 

 

Step 3 {Ŝǘ ŀ ōŀƴŘǿƛŘǘƘ ŎƻƴǘǊƻƭ ǊǳƭŜΦ 

1. On the Bandwidth Control page, set Control Mode to Limit By Group. 

2. Click Save at the bottom of the page. 

 

3. Click +Add. 
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4. Configure parameters in the Add window, and click Save. 

(1) Select Procurement for IP Group. 

(2) Select BusinessHour for Time Group. 

(3) Set Concurrent Sessions of each client to 600 in this example. 

(4) Set Control Mode to Dedicated. 

(5) Set the maximum upload/download rate of clients to both 128 KB/s in this example. 

 

----9ƴŘ 

Verification 

5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ ŦǊƻƳ луΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎΣ ŜŀŎƘ ŎƻƳǇǳǘŜǊ ǿƛǘƘ ŀƴ Lt ŀŘŘǊŜǎǎ ǊŀƴƎƛƴƎ 
ŦǊƻƳ мфнΦмсуΦлΦн ǘƻ мфнΦмсуΦлΦнрл ƛǎ ŀƭƭƻŎŀǘŜŘ м aōǇǎ όмну Y.κǎύ ǳǇƭƻŀŘ ŀƴŘ ŘƻǿƴƭƻŀŘ ōŀƴŘǿƛŘǘƘΦ 
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 8  !ǳǘƘŜƴǘƛŎŀǘƛƻƴ 

8.1  Captive portal 

8.1.1  Overview 

.ȅ ŘŜŦŀǳƭǘΣ ŀŦǘŜǊ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘƘŜ [!b ǳǎŜǊǎ ǿƛƭƭ ƘŀǾŜ ƛƴǘŜǊƴŜǘ ŀǾŀƛƭŀōƛƭƛǘȅΦ 
!ŦǘŜǊ ǘƘŜ /ŀǇǘƛǾŜ tƻǊǘŀƭ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǳǎŜǊǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƴŜǘǿƻǊƪ ƴŜŜŘ ǘƻ 
Ǉŀǎǎ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ōŜŦƻǊŜ ƎŀƛƴƛƴƎ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎΦ 

/ƭƛŎƪ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ Ҕ /ŀǇǘƛǾŜ tƻǊǘŀƭ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

Here, you can configure the authentication page and authentication policy. 
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Parameter description 

Parameter Description 

Captive Portal Enable or disable the captive portal function of the router. 

Authentication Type 

Specifies the types of the captive portal. 

 ̧ WiFi via SMS: It allows a user to access the internet with a verification code sent by 
SMS when receiving an authentication web page. To enable this authentication 
type, you need to configure SMS Provider Settings first. 

 ̧ Local User Authentication: It allows a user to access the internet with a username 
and password on the authentication web page. The username and password should 
be added on Authentication > User Management page. 

 ̧ Email Authentication: It allows a user to access the internet with a verification code 
sent through email when receiving an authentication web page. To enable this 
authentication type, you need to configure Email Server Settings first. 

 ̧ One-key Authentication: It allows a user to access the internet by clicking Connect 
when receiving an authentication web page. 

Valid Duration 
Specifies the authentication validity period. A user must be re-authenticated for 
accessing the internet after the period expires. 

Apply to 

Wired Network: Specifies that the authentication rule will be applied to the devices 
connected to the router through the selected ports. 

WiFi Network: Specifies that the authentication rule will be applied to the wireless 
devices connected to the router through the selected WiFi networks. 

 

If the user does not select a kind of network, the captive portal authentication is 
effective to all networks in the list. 

People Shared with 

Only available for Email Authentication. 

Specifies the number of users allowed to access the internet using a same email 
address. 

Logo 
Specifies the logo image of the web authentication page. Click Change to change the 
logo picture, and click Delete to delete the uploaded picture. 

Title 
Specifies the title information of the web authentication page. It is Welcome to Tenda 
by default. 

Background Image 
Specifies the background image of the web authentication page. Click Change to 
change the picture, and click Delete to delete the uploaded picture. 

Disclaimer Specifies the disclaimer information on the web authentication page. 

Redirect To 

Specifies the website that the client automatically redirects to after passing 
authentication: 

 ̧ Previous Page: When the captive portal is passed, the page would redirect to the 
previous page the user visited. For example, if a user is visiting Google search page 
before authentication, the user will stay on Google search page after passing the 
authentication. 

 ̧ Specified Page: Specifies the website redirected to after passing the captive portal. 
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SMS provider settings 

{a{ ǇǊƻǾƛŘŜǊ ƛǎ ǘƘŜ ǇǊƻǾƛŘŜǊ ǿƘƻ ƛǎǎǳŜǎ ŀǳǘƘƻǊƛȊŀǘƛƻƴ ǾŜǊƛŦƛŎŀǘƛƻƴ ŎƻŘŜ ǘƻ ŘŜǎƛƎƴŀǘŜŘ ƳƻōƛƭŜ ǇƘƻƴŜ 
ƴǳƳōŜǊΦ !ǘ ǇǊŜǎŜƴǘΣ ǎǳǇǇƻǊǘŜŘ {a{ ǇǊƻǾƛŘŜǊǎ ƛƴŎƭǳŘŜ WƛȄƛƴǘƻƴƎ ŀƴŘ b9·ahΣ ŀƴŘ ȅƻǳ Ŏŀƴ ŀƭǎƻ 
ŎƘƻƻǎŜ /ǳǎǘƻƳ I¢¢t LƴǘŜǊŎƻƴƴŜŎǘƛƻƴ ǘƻ ǳǎŜ ƻǘƘŜǊ {a{ ǇǊƻǾƛŘŜǊǎΦ 

 

You need to purchase an SMS package in the corresponding SMS provider first, and then configure the 
applied interconnection information to this router. 

 

Parameter description 

Parameter Description 

Jixintong 

User name from 
your SMS provider 

Enter the user name and password youΩve applied on the Jixintong 
platform. 

Password from 
your SMS provider 

Content 

Customize the short message sent to users. 

 

The verification code format is $$CODE$$, which cannot be modified. 
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Parameter Description 

NEXMO 

api_key Enter the api_key youΩve applied on the NEXMO platform.

api_secret Enter the api_secret youΩve applied on the NEXMO platform. 

Content 

Customize the short message sent to users. 

 

The verification code format is $$CODE$$, which cannot be modified. 

Customize HTTP 
Interconnection 

Encoding 
Specifies the character encoding format. Select the encoding format 
that your SMS provider supports. 

Content 

Customize the short message sent to users. 

 

The verification code format is $$CODE$$, which cannot be modified. 

SMS Gateway URL 
Interface 

Enter the URL interface address of SMS gateway provided by SMS 
service provider. In general, SMS service providers provide the format 
of SMS Gateway URL Interface and users need to complete the URL 
interface address of SMS gateway according to the information 
applied for in SMS service providers. 

SMS Error Code 

Enter the SMS error code of SMS service provider. After the SMS 
platform fails to send an SMS message, it will send the message to 
this router. Users can consult the corresponding SMS service provider 
based on relevant information. 

For the specific content of the SMS error code, consult the 
corresponding SMS service provider. 

!ŦǘŜǊ ǘƘŜ {a{ tǊƻǾƛŘŜǊ {ŜǘǘƛƴƎǎΣ ȅƻǳ Ŏŀƴ ŎƻƴŘǳŎǘ ǘƘŜ ±ŀƭƛŘƛǘȅ ¢Ŝǎǘ ǘƻ ŎƘŜŎƪ ǿƘŜǘƘŜǊ ǘƘŜ ǎŜǘǘƛƴƎǎ 
ȅƻǳ ƳŀŘŜ ŀǊŜ ŎƻǊǊŜŎǘΦ ¢ƘŜ ǎǘŜǇǎ ŀǊŜ ŀǎ ŦƻƭƭƻǿǎΥ 

Step 1 /ƭƛŎƪ ±ŀƭƛŘƛǘȅ ¢ŜǎǘΦ 
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Step 2 9ƴǘŜǊ ǘƘŜ tƘƻƴŜ bǳƳōŜǊ ŀƴŘ ǘƘŜ ǎƘƻǊǘ ƳŜǎǎŀƎŜ /ƻƴǘŜƴǘ ǎŜƴǘ ōȅ ǘƘŜ {a{ ǇƭŀǘŦƻǊƳΣ ŀƴŘ 

ŎƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ LŦ ǘƘŜ ƛƴǘŜǊŎƻƴƴŜŎǘƛƻƴ ƛǎ ǎǳŎŎŜǎǎŦǳƭΣ ǘƘŜ ǇƘƻƴŜ ƴǳƳōŜǊ ǿƛƭƭ ǊŜŎŜƛǾŜ ŀƴ {a{ 
ƳŜǎǎŀƎŜ ŎƻƴǘŀƛƴƛƴƎ ŀ ǾŜǊƛŦƛŎŀǘƛƻƴ ŎƻŘŜΦ 

Email server settings 

¢Ƙƛǎ ǊƻǳǘŜǊ ǎǳǇǇƻǊǘǎ ŜƳŀƛƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ wŜƭŀǘŜŘ ǇŀǊŀƳŜǘŜǊǎ ŀǊŜ ŀǎ ŦƻƭƭƻǿǎΦ 

 

Parameter description 

Parameter Description 

Email Address Specifies the email account that sends email. 

Email Password Specifies the password or authorization code of the email account. 
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Parameter Description 

SMTP Server 

Specifies the SMTP server address. It could be an IP address or domain name address. 

 

The SMTP (Simple Mail Transfer Protocol) server is a mail delivery server. The address 
and port of the SMTP server of each mail service provider are different. Please check on 
your own. 

SSL 

Secure Sockets Layer, a security protocol. 

It uses data encryption, identity authentication and message integrity verification 
mechanism to ensure the security of network data transmission. 

SMTP Server Port 

Specifies the SMTP service port. By default, it is 25. 

 

If you select SSL, the server port will change. Please contact your email service provider 
for the information. 

Account for Test 
Specifies the email account, which is used to test whether the email server settings are 
valid. 

8.1.2  Configure SMS authentication 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ Ҕ /ŀǇǘƛǾŜ tƻǊǘŀƭΦ 

Step 2 9ƴŀōƭŜ /ŀǇǘƛǾŜ tƻǊǘŀƭΦ 

Step 3 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎΣ ǘƘŜƴ ŎƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ 

1. Set Authentication Type to WiFi via SMS. 

2. Click SMS Provider Settings, then the configuration window appears. 

 

3. Configure the following parameters related to the SMS provider, and click Save. 

(1) Select the SMS provider from which you have purchased an SMS package, such as 
Jixintong. 

(2) Enter the User name and Password from your SMS provider, such as Tom123 and 
Tommy456. 
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(3) Customize the SMS Content sent to the user by the SMS platform for verification. 

 

4. Set the Valid Duration, such as 8 hrs. 

5. Click Choose, choose the network(s) to be applied, and click Save. 
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6. Configure the authentication page settings. 

(1) Click Change and upload the company logo image. 

(2) Set the title of the captive portal page, such as Welcome to XX. 

(3) Click Change and upload the background image of the captive portal page, such as the 
enterprise promotion photo. 

(4) Set the disclaimer information of the enterprise, such as Copyright © 2022 XX. All 
rights reserved. 

(5) Select the Previous Page or enter a Specified Page as the page to which the users are 
redirected after passing the authentication. 

 

----9ƴŘ 
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8.1.3  Configure local user authentication 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ Ҕ /ŀǇǘƛǾŜ tƻǊǘŀƭΦ 

Step 2 9ƴŀōƭŜ /ŀǇǘƛǾŜ tƻǊǘŀƭΦ 

Step 3 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎΣ ǘƘŜƴ ŎƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ 

1. Set Authentication Type to Local User Authentication. 

2. Set the Valid Duration, such as 8 hrs. 

3. Click Choose, choose the network(s) to be applied, and click Save. 

 

 

4. Configure the authentication page settings. 

(1) Click Change and upload the company logo image. 

(2) Set the title of the captive portal page, such as Welcome to XX. 

(3) Click Change and upload the background image of the captive portal page, such as the 
enterprise promotion photo. 
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(4) Set the disclaimer information of the enterprise, such as Copyright © 2022 XX. All 
rights reserved. 

(5) Select the Previous Page or enter a Specified Page as the page to which the users are 
redirected after passing the authentication. 

 

Step 4 {Ŝǘ ǘƘŜ ¦ǎŜǊ bŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘ ōȅ ǊŜŦŜǊǊƛƴƎ ǘƻ !ŘŘ ǳǎŜǊ ŀŎŎƻǳƴǘǎ ŦƻǊ ƭƻŎŀƭ ǳǎŜǊ 

ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ 

----9ƴŘ  
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8.1.4  Configure email authentication 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ Ҕ /ŀǇǘƛǾŜ tƻǊǘŀƭΦ 

Step 2 9ƴŀōƭŜ /ŀǇǘƛǾŜ tƻǊǘŀƭΦ 

Step 3 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎΣ ǘƘŜƴ ŎƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ 

1. Set Authentication Type to Email Authentication. 

2. Set the Valid Duration, such as 8 hrs. 

3. Set the People Shared with  (the number of users allowed to connect to the internet using 
the email at the same time), such as 3. 

4. Click Choose, choose the network(s) to be applied, and click Save. 

 

 

5. Configure the email server settings. 

(1) Enter the Email Address. 

(2) Enter the corresponding Email Password. 

(3) Enter the SMTP Server address. 
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(4) Enter the SMTP Server Port. It is recommended to keep the default settings. 

(5) Enter the Account for Test (a valid email address) to check whether the email server 
is effective. 

 

6. Configure the authentication page settings. 

(1) Set the Email Content ǎŜƴǘ ǘƻ ǳǎŜǊǎ όά$$CODE$$έ is the format of the email 
verification code and cannot be modified). 

(2) Click Change and upload the company logo image. 

(3) Set the title of the captive portal page, such as Welcome to XX. 

(4) Click Change and upload the background image of the captive portal page, such as the 
enterprise promotion photo. 

(5) Set the disclaimer information of the enterprise, such as Copyright © 2022 XX. All 
rights reserved. 

(6) Select the Previous Page or enter a Specified Page as the page to which the users are 
redirected after passing the authentication. 

 

----9ƴŘ  
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8.1.5  Configure one-key authentication 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ Ҕ /ŀǇǘƛǾŜ tƻǊǘŀƭΦ 

Step 2 9ƴŀōƭŜ /ŀǇǘƛǾŜ tƻǊǘŀƭΦ 

Step 3 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎΣ ǘƘŜƴ ŎƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ 

1. Set Authentication Type to One-key Authentication. 

2. Set the Valid Duration, such as 8 hrs. 

3. Click Choose, choose the network(s) to be applied, and click Save. 

 

 

4. Configure the authentication page settings. 

(1) Click Change and upload the company logo image. 

(2) Set the title of the captive portal page, such as Welcome to XX. 

(3) Click Change and upload the background image of the captive portal page, such as the 
enterprise promotion photo. 
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(4) Set the disclaimer information of the enterprise, such as Copyright © 2022 XX. All 
rights reserved. 

(5) Select the Previous Page or enter a Specified Page as the page to which the users are 
redirected after passing the authentication. 

 

----9ƴŘ 
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8.2  User management 

8.2.1  Overview 

/ƭƛŎƪ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ Ҕ ¦ǎŜǊ aŀƴŀƎŜƳŜƴǘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ŦƻǊ ŀŎŎƻǳƴǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ŜȄǇƻǊǘ ƻǊ ƛƳǇƻǊǘ 
ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀŎŎƻǳƴǘ ƛƴŦƻǊƳŀǘƛƻƴΣ ŀƴŘ ŀŘŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ-ŦǊŜŜ ƘƻǎǘǎΦ 

 

Parameter description 

Parameter Description 

Authentication-
free Host 

Host Type 
Specifies by which method you specify an authentication-free host. The 
router supports host name, IP address and MAC address. 

Host Name/IP 
/MAC 

Specifies the information of the authentication-free host. 

 ̧ If you select Host Name, enter the host name of the authentication-free 
device. Please fill in the host name on the System Status page. If the host 
name is modified, modify the host name here as well. 

 ̧ If you select IP Address, enter the IP address of the authentication-free 
device. You are recommended to bind the IP address for the device on the 
Address Reservation page. 

 ̧ If you select MAC Address, enter the MAC address of the 
authentication-free device. 

Remark Specifies the description of the authentication-free device. 
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Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 

Account 
Management 

User Name Specifies the user name and password of the authentication account. 

After the account authentication function is enabled, users need to use this 
user name and password for authentication on the browser page before 
gaining internet access. 

Password 

Remark Specifies the account description information. 

Client Status Specifies the status of the account (being used or not). 

Valid 
Duration 

Specifies the valid duration of the account. After the duration expires, users 
cannot use this account for internet access authentication. 

Status Specifies the status of the rule. You can enable it or disable it as needed. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 

Export 
Used to export the data of the configured authentication user account to 
the local computer. 

Import 
Used to import the previously exported authentication user account data to 
the router. 

8.2.2  Add user accounts for local user authentication 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ Ҕ ¦ǎŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ !ŎŎƻǳƴǘ aŀƴŀƎŜƳŜƴǘΦ 

Step 2 /ƭƛŎƪ Ҍ!ŘŘΦ 
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Step 3 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ 

Parameter description 

Parameter Description 

People Shared with Specifies the number of users allowed to access the internet using the same account. 

Concurrent Sessions 
Specifies the maximum number of connections that can be set up on each computer 
covered by the corresponding rule. 

Upload Rate 

Specifies the maximum upload/download rate of this account. 

Download Rate 
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8.3  Examples of configuring authentication 

8.3.1  Example of configuring SMS authentication 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǿŀƴǘǎ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ƴŜǘǿƻǊƪ ŀƴŘ ǊŜƎǳƭŀǘŜ ǘƘŜ ǳǎŜ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ǿƛǘƘ ǘƘŜ ǊƻǳǘŜǊΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 

ī {a{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ǊŜǉǳƛǊŜŘ ŦƻǊ ŜƳǇƭƻȅŜŜǎ ǿƘƻ ǿŀƴǘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ 
ǘƘŜ [!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻǊ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ¢ŜƴŘŀψмл5/5нΦ 

ī 9ƳǇƭƻȅŜŜǎ ŀǊŜ ŘƛǊŜŎǘŜŘ ǘƻ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳ ŀŦǘŜǊ ōŜƛƴƎ ŀǳǘƘŜƴǘƛŎŀǘŜŘΦ 

ī ¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƛǎ ŦǊŜŜ ŦǊƻƳ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƘŜƴ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

Solution 

¢ƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ Ŏŀƴ ōŜ ŀŎƘƛŜǾŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ²ƛCƛ Ǿƛŀ {a{ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

Assume that: 

ī ¢ƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ŎƻƳǇǳǘŜǊ ƛǎ ппΥотΥ9сΥмнΥопΥрсΦ 

ī ¢ƘŜ ǳǎŜǊ ƴŀƳŜ ŀǇǇƭƛŜŘ ōȅ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ƛƴ WƛȄƛƴǘƻƴƎ ƛǎ ¢ƻƳмноΦ 

ī ¢ƘŜ ǇŀǎǎǿƻǊŘ ƻŦ ǘƘŜ ŀŎŎƻǳƴǘ ŀǇǇƭƛŜŘ ōȅ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ƛƴ WƛȄƛƴǘƻƴƎ ƛǎ ¢ƻƳƳȅпрсΦ 

Configuration procedure 

Step 1 /ƻƴŦƛƎǳǊŜ ǘƘŜ {a{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎŜǘǘƛƴƎǎΦ 

1. Navigate to Authentication > Captive Portal. 

2. Enable Captive Portal. 

3. Configure the following parameters, and click Save at the bottom of the page. 

(1) Set Authentication Type to WiFi via SMS. 

(2) Click SMS Provider Settings, then the configuration window appears. 

 

http://www.tendacn.com/
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(3) Configure the following parameters related to the SMS provider, and click Save. 

-  {ŜƭŜŎǘ ǘƘŜ {a{ ǇǊƻǾƛŘŜǊ ŦǊƻƳ ǿƘƛŎƘ ȅƻǳ ƘŀǾŜ ǇǳǊŎƘŀǎŜŘ ŀƴ {a{ ǇŀŎƪŀƎŜΣ ǎǳŎƘ ŀǎ 
WƛȄƛƴǘƻƴƎΦ 

-  9ƴǘŜǊ ǘƘŜ ¦ǎŜǊ ƴŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘ ŦǊƻƳ ȅƻǳǊ {a{ ǇǊƻǾƛŘŜǊΣ ǿƘƛŎƘ ŀǊŜ ¢ƻƳмно 
ŀƴŘ ¢ƻƳƳȅпрс ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

-  /ǳǎǘƻƳƛȊŜ ǘƘŜ {a{ /ƻƴǘŜƴǘ ǎŜƴǘ ǘƻ ǘƘŜ ǳǎŜǊ ōȅ ǘƘŜ {a{ ǇƭŀǘŦƻǊƳ ŦƻǊ ǾŜǊƛŦƛŎŀǘƛƻƴΦ 

 

(4) Set the Valid Duration, such as 8 hrs. 

(5) Click Choose, choose the network(s) to be applied, and click Save. 
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(6) Configure the authentication page settings. 

-  /ƭƛŎƪ /ƘŀƴƎŜ ŀƴŘ ǳǇƭƻŀŘ ǘƘŜ ŎƻƳǇŀƴȅ ƭƻƎƻ ƛƳŀƎŜΦ 

-  {Ŝǘ ǘƘŜ ¢ƛǘƭŜ ƻŦ ǘƘŜ ŎŀǇǘƛǾŜ ǇƻǊǘŀƭ ǇŀƎŜΣ ǎǳŎƘ ŀǎ ²ŜƭŎƻƳŜ ǘƻ ··Φ 

-  /ƭƛŎƪ /ƘŀƴƎŜ ŀƴŘ ǳǇƭƻŀŘ ǘƘŜ ōŀŎƪƎǊƻǳƴŘ ƛƳŀƎŜ ƻŦ ǘƘŜ ŎŀǇǘƛǾŜ ǇƻǊǘŀƭ ǇŀƎŜΣ ǎǳŎƘ ŀǎ 
ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǇǊƻƳƻǘƛƻƴ ǇƘƻǘƻΦ 

-  {Ŝǘ ǘƘŜ ŘƛǎŎƭŀƛƳŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΣ ǎǳŎƘ ŀǎ /ƻǇȅǊƛƎƘǘ ϭ нлнн ··Φ !ƭƭ 
ǊƛƎƘǘǎ ǊŜǎŜǊǾŜŘΦ 

-  9ƴǘŜǊ ǘƘŜ {ǇŜŎƛŦƛŜŘ tŀƎŜΣ ǿƘƛŎƘ ƛǎ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 
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The overall configuration of SMS authentication is shown as below. 
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Step 2 !ŘŘ ŀƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ-ŦǊŜŜ ƘƻǎǘΦ 

1. Navigate to Authentication > User Management. 

2. Click +Add in the Authentication-free Host module. 

 

3. Configure the following parameters, then click Save. 

(1) Select MAC Address for Host Type. 

(2) Enter the MAC Address, which is 44:37:E6:12:34:56 in this example. 

(3) (Optional) Set a Remark for the host, which is Network Administrator in this 
example. 

 

----9ƴŘ 



 

96 

!ŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Verification 

¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƛǘƘƻǳǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ hǘƘŜǊ ŜƳǇƭƻȅŜŜǎ ƘŀǾŜ 
ǘƻ ǇŜǊŦƻǊƳ {a{ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǎ ŦƻƭƭƻǿǎΥ 

Step 1 {ǘŀǊǘ ŀ ǿŜō ōǊƻǿǎŜǊ ŀƴŘ Ǿƛǎƛǘ ŀƴȅ ǿŜōǎƛǘŜΦ ¢ƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀƎŜ ŀǇǇŜŀǊǎΦ 

Step 2 9ƴǘŜǊ ŀ ǾŀƭƛŘ ǇƘƻƴŜ ƴǳƳōŜǊ ŀƴŘ ǘŀǇ hōǘŀƛƴΦ 

Step 3 9ƴǘŜǊ ǘƘŜ ±ŜǊƛŦƛŎŀǘƛƻƴ /ƻŘŜ ƛƴ ǘƘŜ {a{ ǊŜŎŜƛǾŜŘΦ 

Step 4 ¢ŀǇ /ƻƴƴŜŎǘΦ 

 

!ŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ǘƘŜ ōǊƻǿǎŜǊ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǊŜŘƛǊŜŎǘ ǘƻ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳΦ  

http://www.tendacn.com/
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8.3.2  Example of configuring local user authentication 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǿŀƴǘǎ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ƴŜǘǿƻǊƪ ŀƴŘ ǊŜƎǳƭŀǘŜ ǘƘŜ ǳǎŜ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ǿƛǘƘ ǘƘŜ ǊƻǳǘŜǊΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 

ī [ƻŎŀƭ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ƛǎ ǊŜǉǳƛǊŜŘ ŦƻǊ ŜƳǇƭƻȅŜŜǎ ǿƘƻ 
ǿŀƴǘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ ǘƘŜ [!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻǊ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ 
¢ŜƴŘŀψмл5/5нΦ 

ī bƻ ǳǇƭƻŀŘ ƻǊ ŘƻǿƴƭƻŀŘ ǊŀǘŜ ƭƛƳƛǘ ƛǎ ǎǇŜŎƛŦƛŜŘ ŦƻǊ ŜƳǇƭƻȅŜŜǎΦ 

ī 9ƳǇƭƻȅŜŜǎ ŀǊŜ ŘƛǊŜŎǘŜŘ ǘƻ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳ ŀŦǘŜǊ ōŜƛƴƎ ŀǳǘƘŜƴǘƛŎŀǘŜŘΦ 

ī ¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƛǎ ŦǊŜŜ ŦǊƻƳ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƘŜƴ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

Solution 

¢ƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ Ŏŀƴ ōŜ ŀŎƘƛŜǾŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ƭƻŎŀƭ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

Assume that the MAC address of the network administratorΩs computer is 44:37:E6:12:34:56. 

Configuration procedure 

Step 1 /ƻƴŦƛƎǳǊŜ ǘƘŜ ƭƻŎŀƭ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎŜǘǘƛƴƎǎΦ 

1. Navigate to Authentication > Captive Portal. 

2. Enable Captive Portal. 

3. Configure the following parameters, then click Save at the bottom of the page. 

(1) Set Authentication Type to Local User Authentication. 

(2) Set the Valid Duration, such as 8 hrs. 

(3) Click Choose, choose the network(s) to be applied, and click Save. 

 

http://www.tendacn.com/
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(4) Configure the authentication page settings. 

-  /ƭƛŎƪ /ƘŀƴƎŜ ŀƴŘ ǳǇƭƻŀŘ ǘƘŜ ŎƻƳǇŀƴȅ ƭƻƎƻ ƛƳŀƎŜΦ 

-  {Ŝǘ ǘƘŜ ¢ƛǘƭŜ ƻŦ ǘƘŜ ŎŀǇǘƛǾŜ ǇƻǊǘŀƭ ǇŀƎŜΣ ǎǳŎƘ ŀǎ ²ŜƭŎƻƳŜ ǘƻ ··Φ 

-  /ƭƛŎƪ /ƘŀƴƎŜ ŀƴŘ ǳǇƭƻŀŘ ǘƘŜ ōŀŎƪƎǊƻǳƴŘ ƛƳŀƎŜ ƻŦ ǘƘŜ ŎŀǇǘƛǾŜ ǇƻǊǘŀƭ ǇŀƎŜΣ ǎǳŎƘ ŀǎ 
ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ǇǊƻƳƻǘƛƻƴ ǇƘƻǘƻΦ 

-  {Ŝǘ ǘƘŜ ŘƛǎŎƭŀƛƳŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΣ ǎǳŎƘ ŀǎ /ƻǇȅǊƛƎƘǘ ϭ нлнн ··Φ !ƭƭ 
ǊƛƎƘǘǎ ǊŜǎŜǊǾŜŘΦ 

-  9ƴǘŜǊ ǘƘŜ {ǇŜŎƛŦƛŜŘ tŀƎŜΣ ǿƘƛŎƘ ƛǎ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳ ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ  
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¢ƘŜ ƻǾŜǊŀƭƭ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ƭƻŎŀƭ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ǎƘƻǿƴ ŀǎ ōŜƭƻǿΦ 
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Step 2 !ŘŘ ƭƻŎŀƭ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀŎŎƻǳƴǘόǎύΦ 

1. Navigate to Authentication > User Management > Account Management. 

2. Click +Add. 

 

3. Configure the following parameters, and click Save. 

(1) {Ŝǘ ǘƘŜ ¦ǎŜǊ ƴŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ǎǳŎƘ ŀǎ ¢ƻƳмно ŀƴŘ ¢ƻƳƳȅпрсΦ 

(2) όhǇǘƛƻƴŀƭύ {Ŝǘ ŀ wŜƳŀǊƪ ŦƻǊ ǘƘŜ ǳǎŜǊΣ ǎǳŎƘ ŀǎ 9ƳǇƭƻȅŜŜΦ 

(3) {Ŝǘ ±ŀƭƛŘ 5ǳǊŀǘƛƻƴ ǘƻ !ƭǿŀȅǎ ǾŀƭƛŘΦ 

(4) {Ŝǘ tŜƻǇƭŜ {ƘŀǊŜŘ ǿƛǘƘ ǘƻ млΦ 

(5) {Ŝǘ ǘƘŜ /ƻƴŎǳǊǊŜƴǘ {Ŝǎǎƛƻƴǎ ŜǎǘŀōƭƛǎƘŜŘ ōȅ ǘƘŜ ŀŎŎƻǳƴǘ ŘŜǾƛŎŜΦ ¸ƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ 
ǘƻ ƪŜŜǇ ǘƘŜ ŘŜŦŀǳƭǘ ǎŜǘǘƛƴƎǎΦ 

 

Step 3 !ŘŘ ŀƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ-ŦǊŜŜ ƘƻǎǘΦ 

1. Navigate to Authentication > User Management. 
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2. Click +Add in the Authentication-free Host module. 

 

3. Configure the following parameters, then click Save. 

(1) Select MAC Address for Host Type. 

(2) Enter the MAC Address, which is 44:37:E6:12:34:56 in this example. 

(3) (Optional) Set a Remark for the host, which is Network Administrator in this 
example. 

 

----9ƴŘ 



 

102 

!ŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Verification 

¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƛǘƘƻǳǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ hǘƘŜǊ ŜƳǇƭƻȅŜŜǎ ƘŀǾŜ 
ǘƻ ǇŜǊŦƻǊƳ ƭƻŎŀƭ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǎ ŦƻƭƭƻǿǎΥ 

Step 1 {ǘŀǊǘ ŀ ǿŜō ōǊƻǿǎŜǊ ŀƴŘ Ǿƛǎƛǘ ŀƴȅ ǿŜōǎƛǘŜΦ ¢ƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀƎŜ ŀǇǇŜŀǊǎΦ 

Step 2 9ƴǘŜǊ ǘƘŜ ŎƻǊǊŜŎǘ ¦ǎŜǊ bŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘΦ 

Step 3 ¢ŀǇ /ƻƴƴŜŎǘΦ 

 

!ŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ǘƘŜ ōǊƻǿǎŜǊ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǊŜŘƛǊŜŎǘ ǘƻ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳΦ  

http://www.tendacn.com/
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8.3.3  Example of configuring email authentication 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǿŀƴǘǎ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ƴŜǘǿƻǊƪ ŀƴŘ ǊŜƎǳƭŀǘŜ ǘƘŜ ǳǎŜ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ǿƛǘƘ ǘƘŜ ǊƻǳǘŜǊΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 

ī 9Ƴŀƛƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ǊŜǉǳƛǊŜŘ ŦƻǊ ŜƳǇƭƻȅŜŜǎ ǿƘƻ ǿŀƴǘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ǘƘǊƻǳƎƘ ǘƘŜ [!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻǊ ǘƘŜ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ¢ŜƴŘŀψмл5/5нΦ 

ī bƻ ǳǇƭƻŀŘ ƻǊ ŘƻǿƴƭƻŀŘ ǊŀǘŜ ƭƛƳƛǘ ƛǎ ǎǇŜŎƛŦƛŜŘ ŦƻǊ ŜƳǇƭƻȅŜŜǎΦ 

ī 9ƳǇƭƻȅŜŜǎ ŀǊŜ ŘƛǊŜŎǘŜŘ ǘƻ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳ ŀŦǘŜǊ ōŜƛƴƎ ŀǳǘƘŜƴǘƛŎŀǘŜŘΦ 

ī ¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƛǎ ŦǊŜŜ ŦǊƻƳ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƘŜƴ ŀŎŎŜǎǎƛƴƎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

Solution 

¢ƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ Ŏŀƴ ōŜ ŀŎƘƛŜǾŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ŜƳŀƛƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 

!ǎǎǳƳŜ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ŎƻƳǇǳǘŜǊ ƛǎ ппΥотΥ9сΥмнΥопΥрсΣ ŀƴŘ ǘƘŜ 
ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ ŜƳŀƛƭ ǎŜǊǾŜǊ ŀǊŜ ŀǎ ŦƻƭƭƻǿǎΥ 

ī 9Ƴŀƛƭ !ŘŘǊŜǎǎΥ ¢ƻƳϪƎƳŀƛƭΦŎƻƳ 

ī 9Ƴŀƛƭ tŀǎǎǿƻǊŘΥ ¢ƻƳмрфорт 

ī {a¢t {ŜǊǾŜǊΥ ǎƳǘǇΦƎƳŀƛƭΦŎƻƳ ό{{[ ŜƴŀōƭŜŘύ 

ī {a¢t {ŜǊǾŜǊ tƻǊǘΥ пср 

ī !ŎŎƻǳƴǘ ŦƻǊ ¢ŜǎǘΥ ƭƛǎƛϪƎƳŀƛƭΦŎƻƳ 

Configuration procedure 

Step 1 /ƻƴŦƛƎǳǊŜ ǘƘŜ ƭƻŎŀƭ ǳǎŜǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎŜǘǘƛƴƎǎΦ 

1. Navigate to Authentication > Captive Portal. 

2. Enable Captive Portal. 

3. Configure the following parameters. 

(1) Set Authentication Type to Email Authentication. 

(2) Set the Valid Duration, such as 8 hrs. 

(3) Set the People Shared with  (the number of users allowed to connect to the internet 
using the email at the same time), which is 10 in this example. 

(4) Click Choose, choose the network(s) to be applied, and click Save. 

http://www.tendacn.com/
http://www.tendacn.com/
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4. Configure the email server settings. 

(1) Set Email Address to Tom@gmail.com. 

(2) Set Email Password to Tom159357. 

(3) Set SMTP Server to smtp.gmail.com. 

(4) Tick SSL. 

(5) Set SMTP Server Port to 465. 

(6) Enter another email address in Account for Test, which is lisi@gmail.com in this 
example. 

 

5. Configure the authentication page settings. 

(1) Set the Email Content ǎŜƴǘ ǘƻ ǳǎŜǊǎ όά$$CODE$$έ is the format of the email 
verification code and cannot be modified). 

(2) Click Change to upload a logo image. 

(3) Set the Title of the captive portal page, such as Welcome to XX. 

(4) Click Change to upload a background image. 

(5) Set the disclaimer information of the enterprise, such as Copyright © 2022 XX. All 
rights reserved. 

(6) Enter the Specified Page, which is www.tendacn.com in this example. 
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6. Click Save at the bottom of the page. 

 

7. Click Test in the Email Server Settings module, you can check whether the configuration of 
email server is correct. 

 

 

LŦ ǘƘŜ ǘŜǎǘ ŦŀƛƭǎΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƻƭǳǘƛƻƴǎΥ 

 /ƘŜŎƪ ƛŦ ǘƘŜ {a¢t ǎŜǊǾƛŎŜ ƛǎ ŜƴŀōƭŜŘ ŦƻǊ ǘƘŜ 9Ƴŀƛƭ !ŘŘǊŜǎǎΦ 

 /ƘŜŎƪ ƛŦ ǘƘŜ !ŎŎƻǳƴǘ ŦƻǊ ¢Ŝǎǘ ƛǎ ǾŀƭƛŘΦ 

 /ƘŀƴƎŜ ǘƘŜ 9Ƴŀƛƭ /ƻƴǘŜƴǘΦ 
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Step 2 !ŘŘ ŀƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ-ŦǊŜŜ ƘƻǎǘΦ 

1. Navigate to Authentication > User Management. 

2. Click +Add in the Authentication-free Host module. 

 

3. Configure the following parameters, then click Save. 

(1) Select MAC Address for Host Type. 

(2) Enter the MAC Address, which is 44:37:E6:12:34:56 in this example. 

(3) (Optional) Set a Remark for the host, which is Network Administrator in this 
example. 

 

----9ƴŘ 
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!ŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Verification 

¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǿƛǘƘƻǳǘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΦ hǘƘŜǊ ŜƳǇƭƻȅŜŜǎ ƘŀǾŜ 
ǘƻ ǇŜǊŦƻǊƳ ŜƳŀƛƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǎ ŦƻƭƭƻǿǎΥ 

Step 1 {ǘŀǊǘ ŀ ǿŜō ōǊƻǿǎŜǊ ŀƴŘ Ǿƛǎƛǘ ŀƴȅ ǿŜōǎƛǘŜΦ ¢ƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇŀƎŜ ŀǇǇŜŀǊǎΦ 

Step 2 9ƴǘŜǊ ŀ ǾŀƭƛŘ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ ǘŀǇ hōǘŀƛƴΦ 

Step 3 9ƴǘŜǊ ǘƘŜ ±ŜǊƛŦƛŎŀǘƛƻƴ /ƻŘŜ ƛƴ ǘƘŜ ŜƳŀƛƭ ǊŜŎŜƛǾŜŘΦ 

Step 4 ¢ŀǇ /ƻƴƴŜŎǘΦ 

 

!ŦǘŜǊ ǎǳŎŎŜǎǎŦǳƭ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴΣ ǘƘŜ ōǊƻǿǎŜǊ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǊŜŘƛǊŜŎǘ ǘƻ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳΦ 

  

http://www.tendacn.com/
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 9  !t ƳŀƴƎŜƳŜƴǘ 

9.1  Basic settings 

9.1.1  Overview 

/ƭƛŎƪ !t aŀƴŀƎŜƳŜƴǘ Ҕ .ŀǎƛŎ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ !t ƳŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ !ŦǘŜǊ ƛǘ ƛǎ ŜƴŀōƭŜŘΣ ȅƻǳ 
Ŏŀƴ ŎŜƴǘǊŀƭƭȅ ǎŜǘ ǳǇ ²ƛCƛ ƴŜǘǿƻǊƪ-ǊŜƭŀǘŜŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ƻŦ !tǎ ƛƴ ȅƻǳǊ ƭƻŎŀƭ ŀǊŜŀ ƴŜǘǿƻǊƪΣ ǎǳŎƘ ŀǎ 
ǾƛŜǿƛƴƎ ŀƴŘ ŜŘƛǘƛƴƎ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ƴŀƳŜǎ ό{{L5ύΣ ²ƛCƛ ǇŀǎǎǿƻǊŘǎΣ ŎƻƴŦƛƎǳǊƛƴƎ нΦп DIȊ ŀƴŘ р DIȊ 
²ƛCƛ ƴŜǘǿƻǊƪǎΣ ƘƛŘƛƴƎ ȅƻǳǊ ²ƛCƛ ƴŜǘǿƻǊƪ ǎƻ ǘƘŀǘ ƴŜŀǊōȅ ǿƛǊŜƭŜǎǎ ŎƭƛŜƴǘǎ Ŏŀƴƴƻǘ ŘŜǘŜŎǘ ƛǘΣ ŀƴŘ 
ǎǇŜŎƛŦȅƛƴƎ Ƙƻǿ Ƴŀƴȅ ǿƛǊŜƭŜǎǎ ŎƭƛŜƴǘǎ Ŏŀƴ ŎƻƴƴŜŎǘ ǘƻ ŀ ǿƛǊŜƭŜǎǎ ƴŜǘǿƻǊƪ ŀǘ ƳƻǎǘΦ 

¢ƘŜ ǿƛǊŜƭŜǎǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ȅƻǳ ŎƻƴŦƛƎǳǊŜŘ ƘŜǊŜ ǿƛƭƭ ōŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŘŜƭƛǾŜǊŜŘ ǘƻ ǘƘŜ ¢ŜƴŘŀ !tǎ 
ǿƛǘƘƛƴ ǘƘŜ [!b ƻŦ ǘƘŜ ǊƻǳǘŜǊΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

WiFi Signal 

Serial number of the wireless policies. 

 ̧ 1 to 4 policies: Used to apply to 1 to 4 wireless networks of APs 

 ̧ 5 to 8 policies: Used to apply to 5 to 8 wireless networks of APs. 

Status 
Enable or disable a wireless network policy or !tΩs corresponding SSID. By default, 
WiFi network policy 1 is enabled and the other policies are disabled. 

SSID Used to change the wireless network name. 

Frequency 

Select a band used by the wireless policy which will be delivered to APs. 

 ̧ 2.4G: The wireless policy will be applied to the 2.4 GHz wireless networks of APs. 

 ̧ 5G: The wireless policy will be applied to the 5 GHz wireless networks of APs. 

 ̧ 2.4G&5G: The wireless policy will be applied to both 2.4 GHz and 5 GHz wireless 
networks of APs. 

 

If a single band, such as 2.4G (or 5G), is selected in policies 1 to 4, the wireless 
networks at the other band will be disabled after the policy is delivered to APs. 

Encryption Type 

Specifies the encryption types of the wireless network. 

 ̧ None: Open wireless network. No password is required when a client connects to 
the wireless network. To secure the network, this option is not recommended. 

 ̧ WPA-PSK: The wireless network adopts the WPA-PSK authentication method (AES 
encryption rule). It is featured with better compatibility than WPA2-PSK. 

 ̧ WPA2-PSK: The wireless network adopts the WPA2-PSK authentication method 
(AES encryption rule). It is featured with higher security level than WPA-PSK. 

 ̧ WPA-PSK/WPA2-PSK: The wireless network adopts both WPA-PSK and WPA2-PSK. 

 ̧ WPA2-PSK/WPA3-SAE: The wireless network adopts both WPA2-PSK and 
WPA3-SAE. With Simultaneous Authentication of Equals (SAE) and Protected 
Management Frames (PMF), WPA3-SAE provides protection against dictionary 
attacks and information disclosure, saving you the trouble to set a complicated 
password. Through such mixed encryption mode, the router allows clients that do 
not support WPA3 to access the wireless network, ensuring both compatibility and 
security. 

 

WPA3-SAE is an upgraded version of WPA2-PSK. If your wireless client does not 
support WPA3-SAE, or the actual WiFi experience is bad, it is recommended to set 
the encryption type to WPA2-PSK. 

WiFi Password 
Specifies the pre-shared password for WPA-PSK, WPA2-PSK or WPA3-SAE, as well as 
the password required for connecting to the wireless network. 
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Parameter Description 

More 

For more settings, click the  icon and navigate to the configuration page: 

 ̧ Isolate Client: With this function enabled, clients connected to the wireless 
network cannot communicate with each other, improving the security of the 
wireless network. 

 ̧ Hide SSID: With this function enabled, nearby wireless clients cannot detect the 
SSID, and you need to manually enter the SSID on the wireless client to access the 
wireless network. 

 ̧ Max. Users: Maximum number of wireless clients that can be connected to the 
wireless network with the SSID. After the value is reached, this wireless network 
denies new connection requests. By default, it is set to 48. 

9.1.2  Distribute wireless policies to APs 

 

²ƘŜƴ ǿƛǊŜƭŜǎǎ ǇƻƭƛŎƛŜǎ ŀǊŜ ŘƛǎǘǊƛōǳǘŜŘ ǘƻ !tǎ ǘƘŀǘ Řƻ ƴƻǘ ǎǳǇǇƻǊǘ ǇŀǊǘ ƻŦ ǘƘŜ ŦǳƴŎǘƛƻƴǎΣ ǘƘŜǎŜ 
ǳƴǎǳǇǇƻǊǘŜŘ ǇƻƭƛŎƛŜǎ ǿƛƭƭ ǎǘƛƭƭ ōŜ ǊŜŎŜƛǾŜŘ ōǳǘ ǿƛƭƭ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘΦ  

CƻǊ ŜȄŀƳǇƭŜΣ ǿƘŜƴ ǇƻƭƛŎƛŜǎ ŎƻƴŎŜǊƴƛƴƎ рD ƴŜǘǿƻǊƪ ŀǊŜ ŘƛǎǘǊƛōǳǘŜŘ ǘƻ !tǎ ǘƘŀǘ Řƻ ƴƻǘ ǎǳǇǇƻǊǘ рDΣ 
ǘƘŜǎŜ ǇƻƭƛŎƛŜǎ ǿƛƭƭ ōŜ ǊŜŎŜƛǾŜŘ ōǳǘ ǿƛƭƭ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘ ƛƴ ǘƘŜǎŜ !tǎΦ 

Step 1 /ƘƻƻǎŜ !t aŀƴŀƎŜƳŜƴǘ Ҕ .ŀǎƛŎ {ŜǘǘƛƴƎǎΦ 

Step 2 /ƘŀƴƎŜ ǘƘŜ ǿƛǊŜƭŜǎǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ 

 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΦ ¢ƘŜ ǿƛǊŜƭŜǎǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴǎ ƻŦ !tǎ ƛƴ ǘƘŜ [!b ǿƛƭƭ ōŜ ǎŀƳŜ ŀǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǇƻƭƛŎƛŜǎΦ 
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9.2  AP settings 

9.2.1  Overview 

/ƭƛŎƪ !t aŀƴŀƎŜƳŜƴǘ Ҕ !t {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ƳŀƴŀƎŜ ¢ŜƴŘŀ !tǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ȅƻǳǊ ǊƻǳǘŜǊΣ ǎǳŎƘ ŀǎ ǳǇƎǊŀŘƛƴƎκǊŜǎŜǘǘƛƴƎκǊŜōƻƻǘƛƴƎ 
!tǎ ƛƴ ōŀǘŎƘŜǎΣ ŘŜƭŜǘƛƴƎ ƻŦŦƭƛƴŜ !tǎ ƛƴ ōŀǘŎƘŜǎΣ ƳƻŘƛŦȅƛƴƎ !tǎΩ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƛƴŘƛǾƛŘǳŀƭƭȅ ŀƴŘ 
ǾƛŜǿƛƴƎκŜȄǇƻǊǘƛƴƎ !tǎΩ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

AP Model Specifies the model of AP. 

Remark Specifies the remark of AP. 

IP/MAC/Firmware 
Version 

Specifies the IP address, MAC address and firmware version of AP. 

 

Click the IP address to visit the web UI of the AP. 

Frequency 

Specifies the band used by the wireless policy which will be delivered to APs. 

 ̧ 2.4G: The wireless policy will be applied to the 2.4 GHz wireless networks of APs. 

 ̧ 5G: The wireless policy will be applied to the 5 GHz wireless networks of APs. 

 ̧ 2.4G&5G: The wireless policy will be applied to both 2.4 GHz and 5 GHz wireless 
networks of APs. 

 

If a single band, such as 2.4G (or 5G), is selected in policies 1 to 4, the wireless 
networks at the other band will be disabled after the policy is delivered to APs. 

Transmit Power 

Specifies the transmit power of the AP. 

If the specified transmit power exceeds the limit power of an AP, the actual power is 
equal to the limit power. For example, if the specified power is greater than the 
maximum power of an AP, the actual power of the AP is the maximum power after 
the wireless policy is delivered, and vice versa. 

Channel Specifies the operating channel of AP. 
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Parameter Description 

Online/Limit 
Specify the online devices connected to the AP and the maximum devices allowed to 
connect to the AP. 

Status Specifies the status of AP. 

More Click the  icon for more Advanced Settings. 
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9.2.2  Upgrade the APs 

 

¢ƻ ŀǾƻƛŘ Řŀǘŀ ƭƻǎǎ ŀƴŘ ŘŜǾƛŎŜ ŘŀƳŀƎŜΣ 5ƻ bh¢ ǊŜƳƻǾŜ ǘƘŜ ǇƻǿŜǊ ƻŦ !tǎ ŀƴŘ ǘƘŜ ǊƻǳǘŜǊ ŘǳǊƛƴƎ ǘƘŜ 
ǳǇƎǊŀŘŜΦ 

Step 1 ±ƛǎƛǘ ǿǿǿΦǘŜƴŘŀŎƴΦŎƻƳ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜ ƭŀǘŜǎǘ ŦƛǊƳǿŀǊŜ ƻŦ ǘƘŜ !t ǘƻ ȅƻǳǊ ƭƻŎŀƭ ŎƻƳǇǳǘŜǊΦ 

Step 2 [ƻƎ ƛƴ ǘƻ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ƴŀǾƛƎŀǘŜ ǘƻ !t aŀƴŀƎŜƳŜƴǘ Ҕ !t {ŜǘǘƛƴƎǎΦ 

Step 3 {ŜƭŜŎǘ ǘƘŜ !tόǎύ ȅƻǳ ǿŀƴǘ ǘƻ ǳǇƎǊŀŘŜΣ ŎƭƛŎƪ ǘƘŜ ¦ǇƎǊŀŘŜ ōǳǘǘƻƴΣ ŀƴŘ Ŧƻƭƭƻǿ ǘƘŜ 

ƛƴǎǘǊǳŎǘƛƻƴǎΦ 

 

----9ƴŘ 

  

http://www.tendacn.com/
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9.2.3  Reset the APs 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !t aŀƴŀƎŜƳŜƴǘ Ҕ !t {ŜǘǘƛƴƎǎΦ 

Step 2 {ŜƭŜŎǘ ǘƘŜ !tόǎύ ȅƻǳ ǿŀƴǘ ǘƻ ǊŜǎŜǘΣ ŎƭƛŎƪ ǘƘŜ wŜǎŜǘ ōǳǘǘƻƴΣ ŀƴŘ Ŧƻƭƭƻǿ ǘƘŜ ƛƴǎǘǊǳŎǘƛƻƴǎΦ 

 

----9ƴŘ 
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9.2.4  Reboot the APs 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !t aŀƴŀƎŜƳŜƴǘ Ҕ !t {ŜǘǘƛƴƎǎΦ 

Step 2 {ŜƭŜŎǘ ǘƘŜ !tόǎύ ȅƻǳ ǿŀƴǘ ǘƻ ǊŜōƻƻǘΣ ŎƭƛŎƪ ǘƘŜ wŜōƻƻǘ ōǳǘǘƻƴΣ ŀƴŘ Ŧƻƭƭƻǿ ǘƘŜ ƛƴǎǘǊǳŎǘƛƻƴǎΦ 

 

----9ƴŘ 

!ŦǘŜǊ ǊŜōƻƻǘƛƴƎ ǎǳŎŎŜǎǎŦǳƭƭȅΣ ǘƘŜ !t ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ōŜŎƻƳŜ ƻƴƭƛƴŜΦ ¢ƘŜ ǘƛƳŜ ŦǊƻƳ ƻŦŦƭƛƴŜ ǘƻ 
ƻƴƭƛƴŜ ƭŀǎǘǎ ŀōƻǳǘ м ǘƻ н ƳƛƴǳǘŜǎΦ tƭŜŀǎŜ ǿŀƛǘ ǿƛǘƘ ǇŀǘƛŜƴŎŜΦ ¸ƻǳ Ŏŀƴ ŎƭƛŎƪ wŜŦǊŜǎƘ ǘƻ ǾƛŜǿ ǘƘŜ 
ǎǘŀǘǳǎΦ  
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9.2.5  Delete the APs 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŘŜƭŜǘŜ ƻŦŦƭƛƴŜ !tǎΦ 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !t aŀƴŀƎŜƳŜƴǘ Ҕ !t {ŜǘǘƛƴƎǎΦ 

Step 2 {ŜƭŜŎǘ ǘƘŜ ƻŦŦƭƛƴŜ !tόǎύ ȅƻǳ ǿŀƴǘ ǘƻ ŘŜƭŜǘŜΣ ŎƭƛŎƪ ǘƘŜ 5ŜƭŜǘŜ ōǳǘǘƻƴΣ ŀƴŘ Ŧƻƭƭƻǿ ǘƘŜ 

ƛƴǎǘǊǳŎǘƛƻƴǎΦ 
 

 

----9ƴŘ  
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9.2.6  Refresh the page 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŎƭƛŎƪ ǘƘŜ wŜŦǊŜǎƘ ōǳǘǘƻƴ ǘƻ ǾƛŜǿ ǘƘŜ ƭŀǘŜǎǘ ǎǘŀǘǳǎ ƻŦ !tΦ 

 

9.2.7  Export data 

¦ǎŜ 9ȄǇƻǊǘ 5ŀǘŀ ōǳǘǘƻƴ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ŘƻǿƴƭƻŀŘ ȅƻǳǊ !tǎΩ ƛƴŦƻǊƳŀǘƛƻƴ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ !t {ŜǘǘƛƴƎǎ 
ǇŀƎŜ ŀǎ ŀƴ 9ȄŎŜƭ ŘƻŎǳƳŜƴǘ ǘƻ ȅƻǳǊ ƭƻŎŀƭ ŎƻƳǇǳǘŜǊΦ  

Step 1 bŀǾƛƎŀǘŜ ǘƻ !t aŀƴŀƎŜƳŜƴǘ Ҕ !t {ŜǘǘƛƴƎǎΦ 

Step 2 /ƭƛŎƪ ǘƘŜ 9ȄǇƻǊǘ 5ŀǘŀ ōǳǘǘƻƴΣ ŀƴŘ Ŧƻƭƭƻǿ ǘƘŜ ƛƴǎǘǊǳŎǘƛƻƴǎΦ 

 

----9ƴŘ  
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9.2.8  More settings 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ƳƻŘƛŦȅ ŜŀŎƘ !tΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǎǳŎƘ ŀǎ ǘƘŜ ŎƻǳƴǘǊȅκǊŜƎƛƻƴΣ ŎƘŀƴƴŜƭΣ ǘǊŀƴǎƳƛǘ ǇƻǿŜǊΣ 
ŀƴŘ ǎƻ ƻƴΦ 

Step 1 bŀǾƛƎŀǘŜ ǘƻ !t aŀƴŀƎŜƳŜƴǘ Ҕ !t {ŜǘǘƛƴƎǎΦ 

Step 2 [ƻŎŀǘŜ ǘƘŜ !t ŀǎ ƴŜŜŘŜŘΣ ŀƴŘ ŎƭƛŎƪ Φ 

 

Step 3 aƻŘƛŦȅ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƻŦ ǘƘŜ !tΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ 

----9ƴŘ 
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9.3  Advanced settings 
/ƭƛŎƪ !t aŀƴŀƎŜƳŜƴǘ Ҕ !ŘǾŀƴŎŜŘ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǎŜǘ ǳǇ ǘƘŜ ŀŘǾŀƴŎŜŘ ǎŜǘǘƛƴƎǎ ŦƻǊ ǘƘŜ !tǎ ƛƴ ǘƘŜ [!bΦ 

 

2.4 GHz advanced settings / 5 GHz advanced settings 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Country/Region 
Country or region where this device is located. You can select the country or region 
to ensure that this device complies with the local regulations. 

Network Mode 

Specifies the wireless network mode (also called 802.11 mode, radio mode, or 
wireless mode) of the AP. A proper network mode enables the clients to get the 
maximum transfer rate and compatibility. 

Available options for 2.4 GHz band: 11b, 11g, 11b/g, 11b/g/n  and 11b/g/n/ax  
(default). 

Available options for 5 GHz band: 11a, 11ac, 11a/n and 11a/n/ac/ax (default). 

Channel Bandwidth 

Specifies the channel bandwidth for the AP. 

Available options for 2.4 GHz band: Auto (default), 20MHz, and 40MHz. 

Available options for 5 GHz band: 20MHz, 40MHz, 80MHz, 160MHz, and Auto 
(default). 
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Parameter Description 

Channel 

Specifies the channel in which the AP operates. 

The available channels are determined by the current country/region and wireless 
band. 

Transmit Power 

Specifies the transmit power of the AP. 

If the specified transmit power exceeds the limit power of an AP, the actual power 
is equal to the limit power. For example, if the specified power is greater than the 
maximum power of an AP, the actual power of the AP is the maximum power after 
the wireless policy is delivered, and vice versa. 

RSSI Threshold 

Used to set the minimum received signal strength threshold of wireless clients 
connected to the AP. 

After this function is enabled, wireless clients whose received signal strength is 
lower than this threshold cannot connect to the AP.  

An appropriate threshold ensures the connection quality of clients. 

Client Timeout Interval 
If a wireless client does not exchange data with the AP in the specified period, the 
AP disconnects the client. 

Prioritize 5 GHz 

Specifies that a wireless client compliant with dual-band wireless firstly connects to 
the 5 GHz band of the device if the corresponding wireless network uses the same 
SSID and password for both 2.4 GHz and 5 GHz.  

This function takes effect when: 

 ̧ The encryption mode is set to WPA-PSK, WPA2-PSK, or WPA-PSK&WPA2-PSK.  

 ̧ The SSID does not contain Chinese characters. 

Air Interface 
Scheduling: 

Air interface scheduling allocates equal download data transmission time for each 
client. In this way, high-speed clients can transmit more data packets and the AP 
has a higher throughput and client capacity. 

Isolate this network 

Specifies whether to disable communications among the clients connected to 
different wireless networks of this device. This function increases wireless network 
security. 

WMM 

After WMM is enabled, voice and video packets are transmitted with top priority. 
You are recommended to enable this function for better transmission of multimedia 
packets. 

APSD 

Specifies whether to enable the Automatic Power Save Delivery (APSD) mode. APSD 
is a WMM power saving protocol created by Wi-Fi Alliance. 

Enabling APSD helps reduce power consumption. By default, this mode is disabled. 

Deployment Mode 

Specifies the deployment mode of the router. This parameter is valid only for 2.4 
GHz networks. Select a mode that conforms to your application scenario.  

Available options: 

 ̧ Default: This option is a balance between Coverage-oriented and 
Capacity-oriented. 

 ̧ Coverage-oriented: This mode applies to scenarios that the network environment 
is complex, users are scattered, and the interference is weak. 

 ̧ Capacity-oriented: This mode applies to scenarios that the area is open and 
crowded with users and the interference is strong. 
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Global settings 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ǾƛŜǿ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ 9ǘƘŜǊƴŜǘ ƳƻŘŜΣ [95 ƛƴŘƛŎŀǘƻǊ ǎǘŀǘǳǎ ŀƴŘ ǊŜōƻƻǘ ǎŎƘŜŘǳƭŜ ƻŦ 
!tǎ ƛƴ ŀ Ǝƭƻōŀƭ ǿŀȅΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Ethernet Mode 

Select the Ethernet mode for the ports of AP. Available options: 

 ̧ Standard (default): This mode features a high data rate but short transmission 
distance. 

 ̧ 10 Mbps Full Duplex: This mode features long transmission distance but low data 
rate. If the distance between the Ethernet port of the AP and the peer device is 
longer than 100 meters, this mode is recommended. In this case, ensure that the 
peer device adopts auto negotiation mode. 

LED Indicator 
Used to turn on/off the LED indicators of AP. By default, it is enabled. 

You can judge the working status of AP through the LED indicators. 

Reboot Schedule 

Select the reboot schedule mode for the AP. Available options: 

 ̧ Disable (default). 

 ̧ Reboot Schedule: The AP reboots at the specified date and time.  

 ̧ Reboot Interval: The AP reboots every interval. 
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10  ¦{. ǎƘŀǊƛƴƎ 

10.1  Overview 

¢ƘŜ ǊƻǳǘŜǊ ǇǊƻǾƛŘŜǎ ŀ ¦{. ǇƻǊǘ ŦƻǊ ŦƛƭŜ ǎƘŀǊƛƴƎΦ 

¢ƘŜ ǊƻǳǘŜǊ Ŏŀƴ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛŘŜƴǘƛŦȅ ǘƘŜ ¦{. ǎǘƻǊŀƎŜ ŘŜǾƛŎŜ ǇƭǳƎƎŜŘ ƛƴǘƻ ƛǘǎ ¦{. ǇƻǊǘΣ ŀƴŘ ŘƛǎǇƭŀȅ 
ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎǳŎƘ ŀǎ ǘƘŜ Řƛǎƪ ǳǎŀƎŜ ƻŦ ǘƘŜ ¦{. ŘŜǾƛŎŜ ƻƴ ǘƘŜ ǿŜō ¦LΦ ¢ƘŜ ǊƻǳǘŜǊ ŀƭǎƻ ǎǳǇǇƻǊǘǎ 
ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ƻƴ ŦƛƭŜ ŀŎŎŜǎǎ ǇŜǊƳƛǎǎƛƻƴΣ ŀƴŘ [!b ǳǎŜǊǎ Ŏŀƴ ŀŎŎŜǎǎ ŦƛƭŜǎ ǎƘŀǊŜŘ ƻƴ ǘƘŜ ¦{. 
ǎǘƻǊŀƎŜ ŘŜǾƛŎŜΦ 

10.2  USB sharing 

/ƭƛŎƪ ¦{. {ƘŀǊƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

!ŦǘŜǊ ŀ ¦{. ŘŜǾƛŎŜ ƛǎ ǇƭǳƎƎŜŘ ƛƴΣ ǘƘŜ ǊƻǳǘŜǊ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛŘŜƴǘƛŦȅ ǘƘŜ ŘŜǾƛŎŜ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

sda1 Specifies the status and occupation percentage of the USB device. 
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Parameter Description 

Eject Safely Click it to safely eject the USB device. 

Local Access 

Specifies the access address LAN users use to access the USB disk device. 

\ \192.168.0.1: You can type this address into the Start > Run menu on your 
computer to get local access. 

192.168.0.1 is the default LAN IP address of the router. If the address is changed, you 
need to type in the new address to get local access. 

User Name 
Specifies the user name/password of the read-write or the read-only user. 

Password 

Permission 

Specifies the permission of the target user. 

 ̧ Read-write : The user can read, add, or delete files on the USB device. By default, 
the user name and password are both admin. 

 ̧ Read-only: The user can only read files on the USB device. By default, the user 
name and password are both guest. 
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10.3  Example of configuring USB sharing 

10.3.1  Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ōǳƛƭŘ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘΥ ! ƳƻōƛƭŜ ǎǘƻǊŀƎŜ ŘŜǾƛŎŜΣ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ¦{. ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊΣ ǎŜǊǾŜǎ ŀǎ ǘƘŜ ŦƛƭŜ 
ǎŜǊǾŜǊΦ 9ƳǇƭƻȅŜŜǎ Ŏŀƴ ǎŜŀǊŎƘ ŀƴŘ ŘƻǿƴƭƻŀŘ ŦƛƭŜǎ ŦǊƻƳ ǘƘŜ ŦƛƭŜ ǎŜǊǾŜǊ ƛƴ ƭƻŎŀƭ ƴŜǘǿƻǊƪ ƻǊ ǘƘǊƻǳƎƘ 
ƛƴǘŜǊƴŜǘΦ 

!ǎǎǳƳŜ ǘƘŀǘΥ 

ī wŜŀŘ-ǿǊƛǘŜ ǳǎŜǊ ƴŀƳŜκǇŀǎǎǿƻǊŘ ŀǊŜ ōƻǘƘ ȄȄŀŘƳƛƴΦ 

ī wŜŀŘ-ƻƴƭȅ ǳǎŜǊ ƴŀƳŜκǇŀǎǎǿƻǊŘ ŀǊŜ ōƻǘƘ ȄȄƎǳŜǎǘΦ 

10.3.2  Network topology 

 

  

LƴǘŜǊƴŜǘ 
²!b 

[!b LtΥ мфнΦмсуΦлΦм 

[!b 

wƻǳǘŜǊ {ǿƛǘŎƘ 

[!b ¦ǎŜǊǎ 
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10.3.3  Configuration procedure 

Step 1 tƭǳƎ ǘƘŜ ƳƻōƛƭŜ ǎǘƻǊŀƎŜ ŘŜǾƛŎŜ ƛƴǘƻ ǘƘŜ ǊƻǳǘŜǊΦ 

Step 2 /ƭƛŎƪ ¦{. {ƘŀǊƛƴƎΦ 

Step 3 {Ŝǘ ǘƘŜ ǊŜŀŘ-ǿǊƛǘŜ ǳǎŜǊ ƴŀƳŜκǇŀǎǎǿƻǊŘ ŀǎ ȄȄŀŘƳƛƴΣ ŀƴŘ ǘƘŜ ǊŜŀŘ-ƻƴƭȅ ǳǎŜǊ 

ƴŀƳŜκǇŀǎǎǿƻǊŘ ŀǎ ȄȄƎǳŜǎǘΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ  
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10.3.4  Verification 

¢ŀƪŜ ²ƛƴŘƻǿǎ мл ŀǎ ŀƴ ŜȄŀƳǇƭŜΥ 9ƴǘŜǊ ξξмфнΦмсуΦлΦм ƛƴ ǘƘŜ ǎŜŀǊŎƘ ōŀǊ ŀǘ ǘƘŜ ƭƻǿŜǊ-ƭŜŦǘ ƻŦ ȅƻǳǊ 
ŎƻƳǇǳǘŜǊ ǎŎǊŜŜƴΦ ¢ƘŜƴΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀƎŜ ŀǇǇŜŀǊǎΦ 9ƴǘŜǊ ŀǳǘƘƻǊƛȊŜŘ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘΣ ŀƴŘ 
ŎƭƛŎƪ hYΦ 

 

!ŎŎŜǎǎ ǘƘŜ ŦƛƭŜǎ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 
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11  CƛƭǘŜǊ ƳŀƴŀƎŜƳŜƴǘ 

11.1  IP group/time group 

11.1.1  Overview 

/ƭƛŎƪ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

²ƘŜƴ ŎƻƴŦƛƎǳǊƛƴƎ ŦǳƴŎǘƛƻƴǎ ǿƘƛŎƘ ǘŀƪŜ ŜŦŦŜŎǘ ŘŜǇŜƴŘƛƴƎ ƻƴ Lt ƎǊƻǳǇ ƻǊ ǘƛƳŜ ƎǊƻǳǇΣ ǎǳŎƘ ŀǎ a!/ 
ŀŘŘǊŜǎǎ ŦƛƭǘŜǊΣ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊΣ ǇƻǊǘ ŦƛƭǘŜǊΣ ¦w[ ŦƛƭǘŜǊΣ ōŀƴŘǿƛŘǘƘ ƭƛƳƛǘ ōȅ ƎǊƻǳǇ ŀƴŘ Ƴǳƭǘƛ-²!b ǇƻƭƛŎȅΣ 
ȅƻǳ ƴŜŜŘ ǘƻ ŦƛǊǎǘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǘŀǊƎŜǘ Lt ƎǊƻǳǇ ŀƴŘκƻǊ ǘƛƳŜ ƎǊƻǳǇΦ 

.ȅ ŘŜŦŀǳƭǘΣ ŀ ǘƛƳŜ ƎǊƻǳǇ ŀƴŘ ŀƴ Lt ƎǊƻǳǇ ƘŀǾŜ ōŜŜƴ ŀŘŘŜŘ ƻƴ ǘƘŜ ǊƻǳǘŜǊΣ ŀƴŘ ǘƘŜ ŘŜŦŀǳƭǘ ǘƛƳŜ ƎǊƻǳǇ 
ŀƴŘ Lt ƎǊƻǳǇ Ŏŀƴƴƻǘ ōŜ ŘŜƭŜǘŜŘ ƻǊ ŜŘƛǘŜŘΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Time 
Group 
Settings 

Group Name Specifies the name of the time group. The name must be unique. 

Date Specifies the dates included in the time group. 

Time 
Specifies the start and end time of the time group. 00:00~00:00 indicates a whole 
day. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 

IP Group 
Settings 

IP Group Specifies the name of the IP group. The name must be unique. 

IP Range Specifies the start and end IP address of the IP group. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 
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11.1.2  Add a time group 

Step 1 bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇ Ҕ ¢ƛƳŜ DǊƻǳǇ {ŜǘǘƛƴƎǎΦ 

Step 2 /ƭƛŎƪ Ҍ!ŘŘΦ 

 

Step 3 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ǘƘŜ !ŘŘ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ  
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11.1.3  Add an IP group 

Step 1 bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇ Ҕ Lt DǊƻǳǇ {ŜǘǘƛƴƎǎΦ 

Step 2 /ƭƛŎƪ Ҍ!ŘŘΦ 

 

Step 3 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ǘƘŜ !ŘŘ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ 
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11.2  MAC address filter 

11.2.1  Overview 

¢ƘǊƻǳƎƘ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊΣ ȅƻǳ Ŏŀƴ ŀƭƭƻǿ ƻǊ ōƭƻŎƪ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǘƘǊƻǳƎƘ ǘƘƛǎ ǊƻǳǘŜǊ ŦƻǊ ǎǇŜŎƛŦƛŜŘ 
ŎƭƛŜƴǘǎΦ 

/ƭƛŎƪ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ a!/ !ŘŘǊŜǎǎ CƛƭǘŜǊ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

MAC Address Filter Enable or disable the MAC address filter function. 

Filter Mode 

Specifies the MAC address filter modes. 

 ̧ Whitelist: Specifies that internet access is allowed. In this mode, clients with 
the specified MAC address can access the internet only within the specified 
time period. 

 ̧ Blacklist: Specifies that internet access is blocked. In this mode, clients with the 
specified MAC address cannot access the internet only within the specified 
time period. 

MAC Address Specifies the MAC address of the client to which the rule applies. 

Time Group 

The time group used to specify the time period during which the rule takes 
effect. 

The time group rule should be configured in advance on the Filter 
Management > IP Group/Time Group page. 
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Parameter Description 

Remark Specifies the remark of the MAC address filter rule. 

Status 
Specifies the status of the MAC address filter rule. You can enable or disable the 
rule as required. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 

Allow clients with disabled 
status or clients not on the 
list to access the internet 
through this device. 

 ̧ If this option is selected, clients to which the disabled rules in the list apply and 
clients not in the list can both access the internet. 

 ̧ If this option is not selected, clients to which the disabled rules in the list apply 
and clients not in the list can neither access the internet. 

11.2.2  Configure a MAC address filter rule 

 

.ŜŦƻǊŜ ŎƻƴŦƛƎǳǊƛƴƎ ŀ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ ǊǳƭŜΣ ǇƭŜŀǎŜ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǘŀǊƎŜǘ ǘƛƳŜ ƎǊƻǳǇ ŦƛǊǎǘΦ 

Step 1 9ƴŀōƭŜ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊΦ 

1. Navigate to Filter Management > MAC Address Filter. 

2. Enable MAC Address Filter, and click Save at the bottom of the page. 

 

Step 2 !ŘŘ ŀ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ ǊǳƭŜΦ 

1. Click +Add. 
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2. Configure the following parameters in the Add window, and click Save. 

 

----9ƴŘ 

11.2.3  Example of configuring a MAC address filter rule 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ōǳƛƭŘ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘΥ 

5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όлуΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎύΣ ƻƴƭȅ ŀ ǇǳǊŎƘŀǎŜǊ ƛǎ ŀƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ 
ƛƴǘŜǊƴŜǘΦ 

Solution 

¢ƘŜ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǇǳǊŎƘŀǎŜǊΩǎ ŎƻƳǇǳǘŜǊ ƛǎ //Υо!ΥсмΥтмΥм.Υс9Φ 

Configuration procedure 

 

 

Step 1 {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇΦ 

bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇΦ {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇ ǎƘƻǿƴ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

{Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇ 9ƴŀōƭŜ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ!ŘŘ ŀ a!/ ŦƛƭǘŜǊ ǊǳƭŜ 
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Step 2 9ƴŀōƭŜ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊΦ 

1. Navigate to Filter Management > MAC Address Filter. 

2. Enable MAC Address Filter, and click Save at the bottom of the page. 

 

Step 3 !ŘŘ ŀ a!/ ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ ǊǳƭŜΦ 

1. Click +Add. 

 

2. Configure the following parameters, and click Save. 

(1) Set Filter Mode to Allow access to the internet (whitelist). 

(2) Select the target Time Group, which is BusinessHour in this example. 

(3) Enter the MAC Address ƻŦ ǘƘŜ ǇǳǊŎƘŀǎŜǊΩǎ ŎƻƳǇǳǘŜǊΣ ǿƘƛŎƘ ƛǎ CC:3A:61:71:1B:6E in 
this example. 
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(4) (Optional) Enter a Remark for the rule, for example, Purchaser 1. 

 

3. Deselect Allow clients with disabled status or clients not on the list to access the internet 
through this device. 

 

4. Click Save at the bottom of the page. 

----9ƴŘ 

Verification 

5ǳǊƛƴƎ луΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎΣ ƻƴƭȅ ǘƘŜ ǇǳǊŎƘŀǎŜǊΩǎ ŎƻƳǇǳǘŜǊ ǿƛǘƘ a!/ ŀŘŘǊŜǎǎ 
//Υо!ΥсмΥтмΥм.Υс9 Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ  
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11.3  IP address filter  

11.3.1  Overview 

¢ƘǊƻǳƎƘ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊΣ ȅƻǳ Ŏŀƴ ŀƭƭƻǿ ƻǊ ōƭƻŎƪ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǘƘǊƻǳƎƘ ǘƘƛǎ ǊƻǳǘŜǊ ŦƻǊ ǎǇŜŎƛŦƛŜŘ 
ŎƭƛŜƴǘǎΦ 

/ƭƛŎƪ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt !ŘŘǊŜǎǎ CƛƭǘŜǊ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

IP Address Filter Enable or disable the IP address filter function. 

Filter Mode 

Specifies the IP address filter modes. 

 ̧ Whitelist: Specifies that internet access is allowed. In this mode, clients with 
the specified IP address can access the internet only within the specified time 
period. 

 ̧ Blacklist: Specifies that internet access is blocked. In this mode, clients with the 
specified IP address cannot access the internet only within the specified time 
period. 

IP Group 

The IP group used to specify the client to which the rule applies. 

The IP group rule should be configured in advance on the Filter Management > IP 
Group/Time Group page. 

Time Group 

The time group used to specify the time period during which the rule takes 
effect. 

The time group rule should be configured in advance on the Filter 
Management > IP Group/Time Group page. 
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Parameter Description 

Remark Specifies the remark of the IP address filter rule. 

Status 
Specifies the status of the IP address filter rule. You can enable or disable the rule 
as required. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 

Allow clients with disabled 
status or clients not on the 
list to access the internet 
through this device. 

 ̧ If this option is selected, clients to which the disabled rules in the list apply and 
clients not in the list can both access the internet. 

 ̧ If this option is not selected, clients to which the disabled rules in the list apply 
and clients not in the list can neither access the internet. 

11.3.2  Configure an IP address filter rule 

 

.ŜŦƻǊŜ ŎƻƴŦƛƎǳǊƛƴƎ ŀƴ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ ǊǳƭŜΣ ǇƭŜŀǎŜ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǘŀǊƎŜǘ Lt ƎǊƻǳǇ ŀƴŘ ǘƛƳŜ ƎǊƻǳǇ ŦƛǊǎǘΦ 

Step 1 9ƴŀōƭŜ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊΦ 

1. Navigate to Filter Management > IP Address Filter. 

2. Enable IP Address Filter, and click Save at the bottom of the page. 

 

Step 2 !ŘŘ ŀƴ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ ǊǳƭŜΦ 

1. Click +Add. 
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2. Configure the following parameters in the Add window, and click Save. 

 

----9ƴŘ 

11.3.3  Example of configuring an IP address filter rule 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ōǳƛƭŘ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘΥ 

5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όлуΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎύΣ ƻƴƭȅ ǇǳǊŎƘŀǎŜǊǎ ŀǊŜ ŀƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ 
ƛƴǘŜǊƴŜǘΦ 

Solution 

¢ƘŜ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ ǘƘŜ ǇǳǊŎƘŀǎŜǊǎΩ ŎƻƳǇǳǘŜǊǎ ǊŀƴƎŜ ŦǊƻƳ мфнΦмсуΦлΦн ǘƻ 
мфнΦмсуΦлΦмлΦ 

Configuration procedure 

 

 

Step 1 {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇΦ 

bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇΦ {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇ ǎƘƻǿƴ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

{Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇ 9ƴŀōƭŜ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ!ŘŘ ŀƴ Lt ŦƛƭǘŜǊ ǊǳƭŜ {Ŝǘ ŀƴ Lt ƎǊƻǳǇ 
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Step 2 {Ŝǘ ŀƴ Lt ƎǊƻǳǇΦ 

bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇΦ {Ŝǘ ŀƴ Lt ƎǊƻǳǇ ǎƘƻǿƴ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Step 3 9ƴŀōƭŜ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊΦ 

1. Navigate to Filter Management > IP Address Filter. 

2. Enable IP Address Filter, and click Save at the bottom of the page. 

 

Step 4 !ŘŘ ŀƴ Lt ŀŘŘǊŜǎǎ ŦƛƭǘŜǊ ǊǳƭŜΦ 

1. Click +Add. 
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2. Configure the following parameters, and click Save. 

(1) Set Filter Mode to Allow access to the internet (whitelist). 

(2) Select the target Time Group, which is BusinessHour in this example. 

(3) Select the target IP Group, which is Purchasers in this example. 

(4) (Optional) Enter a Remark for the rule, for example, Purchasers. 

 

3. Deselect Allow clients with disabled status or clients not on the list to access the internet 
through this device. 
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4. Click Save at the bottom of the page. 

----9ƴŘ 

Verification 

5ǳǊƛƴƎ луΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎΣ ƻƴƭȅ ǘƘŜ ǇǳǊŎƘŀǎŜǊǎΩ ŎƻƳǇǳǘŜǊǎ ǿƛǘƘ Lt ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ 
мфнΦмсуΦлΦн ǘƻ мфнΦмсуΦлΦмл Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 
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11.4  Port filter  

11.4.1  Overview 

¢ƘŜ ǇǊƻǘƻŎƻƭǎ ƻŦ ǾŀǊƛƻǳǎ ǎŜǊǾƛŎŜǎ ŀǾŀƛƭŀōƭŜ ƻǾŜǊ ǘƘŜ ƛƴǘŜǊƴŜǘ ǳǎŜ ŘŜŘƛŎŀǘŜŘ ǇƻǊǘ ƴǳƳōŜǊǎΦ ¢ƘŜ 
ŎƻƳƳƻƴ ǎŜǊǾƛŎŜ ǇƻǊǘ ƴǳƳōŜǊǎ ǊŀƴƎŜ ŦǊƻƳ л ǘƻ млно ŀƴŘ ŀǊŜ ƎŜƴŜǊŀƭƭȅ ŀǎǎƛƎƴŜŘ ǘƻ ǎǇŜŎƛŦƛŎ ǎŜǊǾƛŎŜǎΦ 

¢ƘŜ ǇƻǊǘ ŦƛƭǘŜǊ ǇǊŜǾŜƴǘǎ [!b ǳǎŜǊǎ ŦǊƻƳ ŀŎŎŜǎǎƛƴƎ ŎŜǊǘŀƛƴ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜǎ ōȅ ŘƛǎŀōƭƛƴƎ ǘƘŜ ǳǎŜǊǎ ǘƻ 
ŀŎŎŜǎǎ ǘƘŜ ǇƻǊǘ ƴǳƳōŜǊǎ ƻŦ ǘƘŜ ǎŜǊǾƛŎŜǎΦ 

/ƭƛŎƪ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ tƻǊǘ CƛƭǘŜǊ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Port Filter Enable or disable the port filter function. 

IP Group 

Specifies the IP group used to specify the client to which the rule applies. 

The IP group rule should be configured in advance on the Filter Management > IP 
Group/Time Group page. 

Time Group 

Specifies the time group used to specify the time period during which the rule is 
effective. 

The time group rule should be configured in advance on the Filter 
Management > IP Group/Time Group page. 

Ports Specifies the TCP or UDP port number used by the service to be blocked. 

Protocols 
Specifies the protocol used by the service to be blocked. All indicates TCP and 
UDP. 
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Parameter Description 

Status 
Specifies the status of the port filter rule. You can enable or disable the rule as 
required. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 

11.4.2  Configure a port filter rule 

 

.ŜŦƻǊŜ ŎƻƴŦƛƎǳǊƛƴƎ ŀ ǇƻǊǘ ŦƛƭǘŜǊ ǊǳƭŜΣ ǇƭŜŀǎŜ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǘŀǊƎŜǘ Lt ƎǊƻǳǇ ŀƴŘ ǘƛƳŜ ƎǊƻǳǇ ŦƛǊǎǘΦ 

Step 1 9ƴŀōƭŜ ǇƻǊǘ ŦƛƭǘŜǊΦ 

1. Navigate to Filter Management > Port Filter. 

2. Enable this function, and click Save at the bottom of the page. 

 

Step 2 !ŘŘ ŀ ǇƻǊǘ ŦƛƭǘŜǊ ǊǳƭŜΦ 

1. Click +Add. 

 

2. Configure the following parameters in the Add window, and click Save. 
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----9ƴŘ 

11.4.3  Example of configuring a port filter  rule 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ōǳƛƭŘ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘΥ 

5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όлуΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎύΣ ǿŜōǇŀƎŜ ōǊƻǿǎƛƴƎ ƛǎ ŦƻǊōƛŘŘŜƴ ŦƻǊ ŦƛƴŀƴŎŜ 
ŘŜǇŀǊǘƳŜƴǘ ǎǘŀŦŦ ό¢ƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊ ƻŦ ǘƘŜ ǿŜōǇŀƎŜ ōǊƻǿǎƛƴƎ ǎŜǊǾƛŎŜ ƛǎ улύΦ 

Solution 

¢ƘŜ ǇƻǊǘ ŦƛƭǘŜǊ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ ǘƘŜ ŦƛƴŀƴŎŜ ŘŜǇŀǊǘƳŜƴǘ ǎǘŀŦŦ ǊŀƴƎŜ ŦǊƻƳ мфнΦмсуΦлΦн ǘƻ 
мфнΦмсуΦлΦмлΦ 

Configuration procedure 

 

 

Step 1 {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇΦ 

bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇΦ {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇ ǎƘƻǿƴ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

{Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇ 9ƴŀōƭŜ ǇƻǊǘ ŦƛƭǘŜǊ!ŘŘ ǇƻǊǘ ŦƛƭǘŜǊ ǊǳƭŜ {Ŝǘ ŀƴ Lt ƎǊƻǳǇ 
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Step 2 {Ŝǘ ŀƴ Lt ƎǊƻǳǇΦ 

bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇΦ {Ŝǘ ŀƴ Lt ƎǊƻǳǇ ǎƘƻǿƴ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Step 3 9ƴŀōƭŜ ǇƻǊǘ ŦƛƭǘŜǊΦ 

1. Navigate to Filter Management > Port Filter. 

2. Enable Port Filter, and click Save at the bottom of the page. 

 

Step 4 !ŘŘ ŀ ǇƻǊǘ ŦƛƭǘŜǊ ǊǳƭŜΦ 

1. Click +Add. 
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2. Configure the following parameters, and click Save. 

(1) Select the target IP Group, which is Financier in this example. 

(2) Select the target Time Group, which is BusinessHour in this example. 

(3) Enter the port number used by the webpage browsing service, which is 80. 

(4) Select the protocol used by the service. You are recommended to retain the default 
option All. 

 

----9ƴŘ 
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!ŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Verification 

5ǳǊƛƴƎ луΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎΣ ƛƴ ǘƘŜ [!b ƴŜǘǿƻǊƪΣ ǘƘŜ ŎƻƳǇǳǘŜǊǎ ǿƛǘƘ Lt ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ 
ŦǊƻƳ мфнΦмсуΦлΦн ǘƻ мфнΦмсуΦлΦмлл Ŏŀƴƴƻǘ ōǊƻǿǎŜ ǿŜō ǇŀƎŜǎΦ 
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11.5  URL filter  

11.5.1  Overview 

¢ƘŜ ¦w[ ŦƛƭǘŜǊ ǇǊŜǾŜƴǘǎ [!b ǳǎŜǊǎ ŦǊƻƳ ŀŎŎŜǎǎƛƴƎ ǎǇŜŎƛŦƛŜŘ ǘȅǇŜǎ ƻŦ ǿŜōǎƛǘŜ ŀƴŘ ŎƻƴǘǊƻƭǎ ƛƴǘŜǊƴŜǘ 
ŀŎŎŜǎǎƛōƛƭƛǘȅ ƻŦ [!b ǳǎŜǊǎ ǎƻ ǘƘŀǘ ǘƘŜȅ ǿƛƭƭ ƴƻǘ ǎǇŜƴŘ ǘƛƳŜ ƻƴ ǿŜōǎƛǘŜǎ ƛǊǊŜƭŜǾŀƴǘ ǘƻ ǘƘŜƛǊ ŘǳǘƛŜǎΦ 
.ŜŦƻǊŜ ȅƻǳ ŀŘŘ ǿŜō ŦƛƭǘŜǊ ǊǳƭŜǎΣ ŀŘŘ ǿŜō ŎŀǘŜƎƻǊƛŜǎΦ 

/ƭƛŎƪ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ ¦w[ CƛƭǘŜǊ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

URL Filter Enable or disable the URL filter function. 

Filter Mode 

Specifies the URL filter modes. 

 ̧ Allow access only: It specifies that internet access is allowed. In this mode, 
clients in the IP group can access only the specified website and cannot access 
other websites during the specified time period. During other time periods, the 
clients can access all the websites. 

 ̧ Block access only: It specifies that internet access is blocked. In this mode, 
clients in the IP group cannot access only the specified website and can access 
other websites during the specified time period. During other time periods, the 
clients can access all the websites. 

IP Group 

The IP group used to specify the client to which the rule applies. 

The IP group rule should be configured in advance on the Filter Management > IP 
Group/Time Group page. 
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Parameter Description 

Time Group 

The time group used to specify the time period during which the rule takes 
effect. 

The time group rule should be configured in advance on the Filter 
Management > IP Group/Time Group page. 

URL 
Specifies the URL category the rule uses. 

The URL category should be configured in advance. 

Status 
Specifies the status of the URL filter rule. You can enable or disable the rule as 
required. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 

URL Management 

Specifies the customized URL category. 

 

The device does not have a pre-set default URL category. 

11.5.2  Customize a URL group 

Step 1 9ƴŀōƭŜ ¦w[ ŦƛƭǘŜǊΦ 

1. Navigate to Filter Management > URL Filter. 

2. Enable URL Filter, and click Save at the bottom of the page. 

 

Step 2 !ŘŘ ŀ ŎǳǎǘƻƳƛȊŜŘ ¦w[ ƎǊƻǳǇΦ 

1. Click URL Management. 
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2. Click New. 

 

3. Configure the following parameters in the Add window, and click Save. 

 

----9ƴŘ 

11.5.3  Configure a URL filter rule 

 

.ŜŦƻǊŜ ŎƻƴŦƛƎǳǊƛƴƎ ŀ ¦w[ ŦƛƭǘŜǊ ǊǳƭŜΣ ǇƭŜŀǎŜ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǘŀǊƎŜǘ Lt ƎǊƻǳǇ ŀƴŘ ǘƛƳŜ ƎǊƻǳǇ ŦƛǊǎǘΦ 

Step 1 bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ ¦w[ CƛƭǘŜǊΦ 

Step 2 /ƭƛŎƪ Ҍ!ŘŘΦ 
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Step 3 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ǘƘŜ !ŘŘ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ  
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11.5.4  Example of configuring a URL filter  rule 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ōǳƛƭŘ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘΥ 

5ǳǊƛƴƎ ōǳǎƛƴŜǎǎ ƘƻǳǊǎ όлуΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎύΣ ŘŜǎƛƎƴƛƴƎ ŘŜǇŀǊǘƳŜƴǘ ǎǘŀŦŦ ŀǊŜ ŘƛǎŀƭƭƻǿŜŘ ǘƻ 
ŀŎŎŜǎǎ ǎƻŎƛŀƭ ƳŜŘƛŀ ƭƛƪŜ CŀŎŜōƻƻƪ ŀƴŘ ¢ǳƳōƭǊΦ 

Solution 

¢ƘŜ ¦w[ ŦƛƭǘŜǊ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ ǘƘŜ ŘŜǎƛƎƴƛƴƎ ŘŜǇŀǊǘƳŜƴǘ ǎǘŀŦŦΩǎ ŎƻƳǇǳǘŜǊǎ ǊŀƴƎŜ ŦǊƻƳ 
мфнΦмсуΦлΦн ǘƻ мфнΦмсуΦлΦмлΦ 

Configuration procedure 

 

 

Step 1 {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇΦ 

bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇΦ {Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇ ǎƘƻǿƴ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 
  

{Ŝǘ ŀ ǘƛƳŜ ƎǊƻǳǇ 9ƴŀōƭŜ ¦w[ ŦƛƭǘŜǊ!ŘŘ ŀ ¦w[ ƎǊƻǳǇ {Ŝǘ ŀƴ Lt ƎǊƻǳǇ !ŘŘ ŀ ¦w[ ŦƛƭǘŜǊ ǊǳƭŜ 
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Step 2 {Ŝǘ ŀƴ Lt ƎǊƻǳǇΦ 

bŀǾƛƎŀǘŜ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇΦ {Ŝǘ ŀƴ Lt ƎǊƻǳǇ ǎƘƻǿƴ ƛƴ ǘƘŜ 

ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Step 3 9ƴŀōƭŜ ¦w[ ŦƛƭǘŜǊΦ 

1. Navigate to Filter Management > URL Filter. 

2. Enable URL Filter, and click Save at the bottom of the page. 

 

Step 4 !ŘŘ ŀ ŎǳǎǘƻƳƛȊŜŘ ¦w[ ƎǊƻǳǇΦ 

1. Click URL Management. 

 

2. Click New. 
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3. Configure the following parameters in the Add window, and click Save. 

(1) Enter the Group Name, which is SocialMedia in this example. 

(2) Enter the keywords of the domain name of the website to be blocked, which are 
facebook;tumblr in this example. 

(3) Enter a Remark for the URL group, for example, SocialMedia. 

 

Step 5 !ŘŘ ŀ ¦w[ ŦƛƭǘŜǊ ǊǳƭŜΦ 

1. Click +Add. 

 

2. Configure the following parameters, and click Save. 

(1) Set Filter Mode to Block access only. 

(2) Select the target IP Group, which is Designers in this example. 

(3) Select the target Time Group, which is BusinessHour in this example. 

(4) (Optional) Enter a Remark for the URL filter rule. You can also choose to leave it 
blank. 

(5) Select the target URL, which is SocialMedia in this example. 
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----9ƴŘ 
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!ŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Verification 

5ǳǊƛƴƎ луΥлл ǘƻ муΥлл ƻƴ ǿŜŜƪŘŀȅǎΣ ŎƭƛŜƴǘǎ ǿƛǘƘ ǘƘŜ Lt ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ мфнΦмсуΦлΦн ǘƻ 
мфнΦмсуΦлΦмл Ŏŀƴƴƻǘ ŀŎŎŜǎǎ CŀŎŜōƻƻƪ ŀƴŘ ¢ǳƳōƭǊΦ 
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11.6  Log audit 

11.6.1  Log settings 

/ƭƛŎƪ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ [ƻƎ !ǳŘƛǘ Ҕ [ƻƎ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

IŜǊŜΣ ȅƻǳ Ŏŀƴ ŜƴŀōƭŜ ƻǊ ŘƛǎŀōƭŜ ǘƘŜ ƛƴǘŜǊƴŜǘ ƭƻƎ ŀǳŘƛǘ ŦǳƴŎǘƛƻƴΦ ²ƘŜƴ ƛǘ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ǿƛƭƭ 
ŎƻƭƭŜŎǘ ǎǇŜŎƛŦƛŜŘ ǘȅǇŜǎ ƻŦ ƭƻƎ ǊŜŎƻǊŘǎ ŀǎ ǊŜǉǳƛǊŜŘΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Log Audit 
Enable or disable the log audit function. 

After it is enabled, the router can collect specified types of log records. 

URL Access Log 
After it is enabled, the router records usersΩ MAC addresses, IP addresses and 
visited websites. 

Online/Offline Time 
After it is enabled, the router records usersΩ MAC addresses, IP addresses, online 
time and offline time. 

Stay Duration 
After it is enabled, the router records usersΩ MAC addresses, IP addresses and the 
duration from online to offline. 
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Parameter Description 

SMS AUTH Phone 
After it is enabled, the router records usersΩ MAC addresses, IP addresses, mobile 
phone numbers for SMS authentication and the time for such authentication. 

Authenticated Account 
After it is enabled, the router records usersΩ MAC addresses, IP addresses and the 
account information used for authentication. 

AP Wireless Connection 
After it is enabled, the router records usersΩ MAC addresses, IP addresses, the 
names of connected mobile phones and APs. 

SSID Connection 
After it is enabled, the router records usersΩ MAC addresses, IP addresses and 
connected Wi-Fi names. 
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11.6.2  Log storage 

/ƭƛŎƪ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ [ƻƎ !ǳŘƛǘ Ҕ [ƻƎ {ǘƻǊŀƎŜ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

!ŦǘŜǊ [ƻƎ ŀǳŘƛǘ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ƭƻƎ ǊŜŎƻǊŘǎ Ŏŀƴ ōŜ ǎŀǾŜŘ ǘƻ ŀ ƭƻŎŀƭ t/ ƻǊ ŀ ¦{. ŘŜǾƛŎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ƛǘ ƛǎ ǎŜǘ ǘƻ ¦{. ǎǘƻǊŀƎŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Storage Mode 

Specifies the storage location of log records. 

 ̧ USB Storage: The log records are stored in a USB device. Ensure that a USB 
device is already plugged. 

 ̧ Local Storage: The log records are stored in a local computer. Ensure that the 
computer is installed with log tools, such as syslog. 

USB Device Displays the available space of the USB storage device. 

Host IP Address Enter the IP address of the local computer. 

  



 

160 

 

12  aƻǊŜ ǎŜǘǘƛƴƎǎ 

12.1  Static route 

12.1.1  Overview 

wƻǳǘƛƴƎ ƛǎ ŀƴ ƻǇŜǊŀǘƛƻƴ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ƻǇǘƛƳŀƭ ǊƻǳǘŜ ŦƻǊ ŘŜƭƛǾŜǊƛƴƎ Řŀǘŀ ŦǊƻƳ ŀ ǎƻǳǊŎŜ ǘƻ ŀ ŘŜǎǘƛƴŀǘƛƻƴΦ 
! ǎǘŀǘƛŎ ǊƻǳǘŜ ƛǎ ŀ ǎǇŜŎƛŀƭ ǊƻǳǘŜ ŎƻƴŦƛƎǳǊŜŘ ƳŀƴǳŀƭƭȅΣ ǿƘƛŎƘ ƛǎ ǎƛƳǇƭŜΣ ŜŦŦƛŎƛŜƴǘΣ ŀƴŘ ǊŜƭƛŀōƭŜΦ tǊƻǇŜǊ 
ǎǘŀǘƛŎ ǊƻǳǘŜǎ ƘŜƭǇ ǊŜŘǳŎŜ ǊƻǳǘŜ ǎŜƭŜŎǘƛƻƴ ƛǎǎǳŜǎ ŀƴŘ ǇǊŜǾŜƴǘ ƻǾŜǊƭƻŀŘ ŎŀǳǎŜŘ ōȅ ǊƻǳǘŜ ǎŜƭŜŎǘƛƻƴ Řŀǘŀ 
ŦƭƻǿǎΣ ŀŎŎŜƭŜǊŀǘƛƴƎ ǇŀŎƪŜǘ ŦƻǊǿŀǊŘƛƴƎΦ 

¢ƻ ŘŜŦƛƴŜ ŀ ǎǘŀǘƛŎ ǊƻǳǘŜΣ ǎǇŜŎƛŦȅ ǘƘŜ ƴŜǘǿƻǊƪ ǎŜƎƳŜƴǘ ŀƴŘ ǎǳōƴŜǘ Ƴŀǎƪ ǳǎŜŘ ǘƻ ƛŘŜƴǘƛŦȅ ŀ 
ŘŜǎǘƛƴŀǘƛƻƴ ƴŜǘǿƻǊƪ ƻǊ ƘƻǎǘΣ ǘƘŜ ƎŀǘŜǿŀȅ Lt ŀŘŘǊŜǎǎΣ ŀƴŘ ǘƘŜ ǊƻǳǘŜǊ ²!b ǇƻǊǘ ŦƻǊ ŦƻǊǿŀǊŘƛƴƎ 
ǇŀŎƪŜǘǎΦ !ŦǘŜǊ ŀ ǎǘŀǘƛŎ ǊƻǳǘŜ ƛǎ ŘŜŦƛƴŜŘΣ ŀƭƭ ǘƘŜ ǇŀŎƪŜǘǎ ƛƴŘŜƴǘŜŘ ŦƻǊ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ ƻŦ ǘƘŜ ǎǘŀǘƛŎ 
ǊƻǳǘŜ ŀǊŜ ŘƛǊŜŎǘƭȅ ŦƻǊǿŀǊŘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǘƘŜ ƎŀǘŜǿŀȅ Lt ŀŘŘǊŜǎǎΦ 

 

LŦ ƻƴƭȅ ǎǘŀǘƛŎ ǊƻǳǘŜǎ ŀǊŜ ǳǎŜŘ ƛƴ ŀ ƭŀǊƎŜ-ǎŎŀƭŜ ŎƻƳǇƭŜȄ ƴŜǘǿƻǊƪΣ ŘŜǎǘƛƴŀǘƛƻƴǎ Ƴŀȅ ōŜ ǳƴǊŜŀŎƘŀōƭŜ ƛƴ ŎŀǎŜ 
ƻŦ ŀ ƴŜǘǿƻǊƪ Ŧŀǳƭǘ ƻǊ ǘƻǇƻƭƻƎȅ ŎƘŀƴƎŜΣ ǿƘƛŎƘ ǊŜǎǳƭǘǎ ƛƴ ƴŜǘǿƻǊƪ ƛƴǘŜǊǊǳǇǘƛƻƴΦ LŦ ǘƘŜ ǇǊƻōƭŜƳ ƻŎŎǳǊǎΣ 
Ƴŀƴǳŀƭƭȅ ƳƻŘƛŦȅ ǘƘŜ ǎǘŀǘƛŎ ǊƻǳǘŜǎΦ 

/ƭƛŎƪ aƻǊŜ Ҕ {ǘŀǘƛŎ wƻǳǘƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Destination Network 

Specifies the IP address of the target network. 0.0.0.0 destination network and 0.0.0.0 
subnet mask indicate the default route. 

 

If no accurate route is found in the route table, the router chooses the default route to 
forward data packets. 

Subnet Mask Specifies the subnet mask of the destination network. 

Default Gateway 

Specifies the ingress port IP address of the next hop route after data packets egress 
from the router. 

0.0.0.0 indicates that the destination network is directly connected to the interface of 
the router. 

Interface Specifies the interface from which packets egress. Select it as required. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 

12.1.2  Configure a static routing rule 

 

LŦ ŀ ǎǘŀǘƛŎ ǊƻǳǘŜ ŎƻƴŦƭƛŎǘǎ ǿƛǘƘ ŀ ǳǎŜǊ-ŘŜŦƛƴŜŘ Ƴǳƭǘƛ-²!b ǇƻƭƛŎȅΣ ǘƘŜ ǎǘŀǘƛŎ ǊƻǳǘŜ ǇǊƛƻǊƛǘƛȊŜǎΦ 

/ƭƛŎƪ aƻǊŜ Ҕ {ǘŀǘƛŎ wƻǳǘƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ /ƭƛŎƪ Ҍ!ŘŘΣ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ƛƴ 
ǘƘŜ ǿƛƴŘƻǿΣ ǘƘŜƴ ŎƭƛŎƪ {ŀǾŜΦ 
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12.1.3  Example of configuring static route 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ōǳƛƭŘ ŀ ƴŜǘǿƻǊƪΦ 

wŜǉǳƛǊŜƳŜƴǘǎΥ 

¢ƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ǘƘŜ ƛƴǘǊŀƴŜǘ ŀǊŜ ŘŜǇƭƻȅŜŘ ƻƴ ŘƛŦŦŜǊŜƴǘ ƴŜǘǿƻǊƪǎΦ ¢ƘŜ ²!bм ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ 
ŀŎŎŜǎǎŜǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǳǎƛƴƎ ŀ tttƻ9 ŎƻƴƴŜŎǘƛƻƴ ŀƴŘ ǘƘŜ ²!bн ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŀŎŎŜǎǎŜǎ ǘƘŜ 
ƛƴǘǊŀƴŜǘ όŜƴǘŜǊǇǊƛǎŜ [!bύ ǳǎƛƴƎ ŀ ŘȅƴŀƳƛŎ Lt ŀŘŘǊŜǎǎΦ 

¦ǎŜǊǎ ƻƴ ǘƘŜ ǊƻǳǘŜǊΩǎ [!b ŀǊŜ ŀƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ōƻǘƘ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ƛƴǘǊŀƴŜǘΦ 

Solution 

¢ƘŜ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

!ǎǎǳƳŜ ǘƘŀǘΥ 

ī tttƻ9 ǳǎŜǊ ƴŀƳŜΥ ǘŘȄȅмно 

ī tttƻ9 ǇŀǎǎǿƻǊŘΥ ƛǇȄȊпрс 

 

Configuration procedure 

Step 1 9ƴŀōƭŜ ǘǿƻ ²!b ǇƻǊǘǎΣ ŀƴŘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ƛƴǘŜǊƴŜǘ ǎŜǘǘƛƴƎǎΦ 

1. Navigate to Internet Settings > Internet Settings. 

2. Select the number of WAN ports from the WAN Ports drop-down list menu, which is 2 in 
this example. 

{ǿƛǘŎƘ 

wƻǳǘŜǊ 

LƴǘŜǊƴŀƭ ƎŀǘŜǿŀȅ 

мтнΦмсΦмллΦлκнп [!b LtΥ мфнΦмсуΦлΦнрн [!b LtΥ мфнΦмсуΦфуΦм 

[!b 

LƴǘŜǊƴŜǘ 

LƴǘǊŀƴŜǘ 
²!b [!b ²!bн 

²!bм 
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3. On the WAN1 configuration area, set Connection Type to PPPoE, and enter the PPPoE 
Username and PPPoE Password provided by your ISP, which are tdxy123 and ipxz456 in 
this example. 

 

4. On the WAN2 configuration area, set Connection Type to Dynamic IP. 

 

5. Click Save at the bottom of page. 

Wait a moment. When the status of WAN1 shows Authenticated successfully, the WAN1 is 
connected to the internet; when the status of WAN2 shows networked, the WAN2 is 
connected to the internet. 
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Step 2 /ƻƴŦƛƎǳǊŜ ǎǘŀǘƛŎ ǊƻǳǘƛƴƎΦ 

1. Click System Status > , and view the IP information of WAN2. Assume that: 

-  Lt !ŘŘǊŜǎǎΥ мфнΦмсуΦфуΦмфл 

-  {ǳōƴŜǘ aŀǎƪΥ нррΦнррΦнррΦл 

-  5ŜŦŀǳƭǘ DŀǘŜǿŀȅΥ мфнΦмсуΦфуΦм 

-  tǊƛƳŀǊȅ 5b{Υ мфнΦмсуΦфсΦм 

2. Add a static routing rule. 

(1) Navigate to More > Static Routing. 

(2) Click +Add. 

 

(3) Configure the following parameters, and click Save. 

-  9ƴǘŜǊ ǘƘŜ 5Ŝǎǘƛƴŀǘƛƻƴ bŜǘǿƻǊƪΣ ǿƘƛŎƘ ƛǎ мтнΦмсΦмллΦл ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

-  9ƴǘŜǊ ǘƘŜ {ǳōƴŜǘ aŀǎƪ ƻŦ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ ƴŜǘǿƻǊƪΣ ǿƘƛŎƘ ƛǎ нррΦнррΦнррΦл ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

-  9ƴǘŜǊ ǘƘŜ 5ŜŦŀǳƭǘ DŀǘŜǿŀȅ όǘƘŜ ƛƴƎǊŜǎǎ ǇƻǊǘ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ƴŜȄǘ ƘƻǇ ǊƻǳǘŜ ŀŦǘŜǊ 
Řŀǘŀ ǇŀŎƪŜǘǎ ŜƎǊŜǎǎ ŦǊƻƳ ǘƘŜ ǊƻǳǘŜǊύΣ ǿƘƛŎƘ ƛǎ мфнΦмсуΦфуΦм ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

-  9ƴǘŜǊ ǘƘŜ LƴǘŜǊŦŀŎŜ ōŜǘǿŜŜƴ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ ƴŜǘǿƻǊƪΣ ǿƘƛŎƘ ƛǎ 
²!bн ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

----9ƴŘ 
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!ŘŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Verification 

/ƻƳǇǳǘŜǊǎ ƛƴ ǘƘŜ [!b Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ŀƴŘ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎƛƳǳƭǘŀƴŜƻǳǎƭȅΦ 
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12.2  Port mirroring 

12.2.1  Overview 

tƻǊǘ ƳƛǊǊƻǊƛƴƎ ŦǳƴŎǘƛƻƴ ŦƻǊǿŀǊŘǎ ŀ ŎƻǇȅ ƻŦ Řŀǘŀ ƻŦ ƻƴŜ ƻǊ ƳƻǊŜ ƳƛǊǊƻǊŜŘ ǇƻǊǘǎ ǘƻ ǘƘŜ ǎǇŜŎƛŦƛŜŘ 
ƳƛǊǊƻǊƛƴƎ ǇƻǊǘ. ¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǳǎŜǎ Řŀǘŀ ƳƻƴƛǘƻǊƛƴƎ ŘŜǾƛŎŜǎ ǘƻ ƳƻƴƛǘƻǊ ǘǊŀŦŦƛŎΣ ŀƴŀƭȅȊŜ 
ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ǇŜǊŦƻǊƳ ƴŜǘǿƻǊƪ ŘƛŀƎƴƻǎŜΦ 

/ƭƛŎƪ aƻǊŜ Ҕ tƻǊǘ aƛǊǊƻǊƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

Parameter description 

Parameter Description 

Port Mirroring Enable or disable the port mirroring function. 

Mirroring Port 
Specifies the monitoring port. A piece of monitoring software must be installed on the 
computer with this port to perform monitoring. The default mirroring port is LAN4, which 
can be customized. 

Mirrored Port 
Specifies the monitored ports. After the port mirroring function is enabled, packets of the 
mirrored ports are replicated to the mirroring port for monitoring. 
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12.2.2  Example of configuring port mirroring 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ōǳƛƭŘ ŀ ƴŜǘǿƻǊƪΦ wŜŎŜƴǘƭȅΣ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜǎ ƻŎŎǳǊ ŦǊŜǉǳŜƴǘƭȅ 
ŀƴŘ ǘƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƴŜŜŘǎ ǘƻ ŎŀǇǘǳǊŜ Řŀǘŀ ǇŀŎƪŜǘǎ ŦǊƻƳ ǘƘŜ ²!b ŀƴŘ [!b ǇƻǊǘǎ ƻŦ ǘƘŜ 
ǊƻǳǘŜǊ ŦƻǊ ŀƴŀƭȅǎƛǎΦ 

Solution 

¢ƘŜ ǇƻǊǘ ƳƛǊǊƻǊƛƴƎ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

!ǎǎǳƳŜ ǘƘŀǘ ŀ Řŀǘŀ ƳƻƴƛǘƻǊƛƴƎ ŘŜǾƛŎŜ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ [!bо ǘƻ ƳƻƴƛǘƻǊ ǘƘŜ Řŀǘŀ ƻŦ ƻǘƘŜǊ ǇƻǊǘǎΦ 

 

Configuration procedure 

Step 1 bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ tƻǊǘ aƛǊǊƻǊƛƴƎΦ 

Step 2 9ƴŀōƭŜ tƻǊǘ aƛǊǊƻǊƛƴƎΦ 

Step 3 {ŜƭŜŎǘ ǘƘŜ aƛǊǊƻǊƛƴƎ tƻǊǘΣ ǿƘƛŎƘ ƛǎ [!bо ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

Step 4 {ŜƭŜŎǘ ǘƘŜ aƛǊǊƻǊŜŘ tƻǊǘǎΣ ǿƘƛŎƘ ŀǊŜ ²!bмΣ [!bн ŀƴŘ [!bп ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

Step 5 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ 

wƻǳǘŜǊ 

5ŀǘŀ ƳƻƴƛǘƻǊƛƴƎ ŘŜǾƛŎŜ 

LƴǘŜǊƴŜǘ 

²!bм 

[!b 

[!bо 

{ǿƛǘŎƘ 

[!b 
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----9ƴŘ 

Verification 

wǳƴ ƳƻƴƛǘƻǊƛƴƎ ǎƻŦǘǿŀǊŜ ǎǳŎƘ ŀǎ ²ƛǊŜǎƘŀǊƪ ƻƴ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ŎƻƳǇǳǘŜǊ ǘƻ ǾŜǊƛŦȅ ǘƘŜ ǎƻŦǘǿŀǊŜ Ŏŀƴ 
ŎŀǇǘǳǊŜ Řŀǘŀ ǇŀŎƪŜǘǎ ŦǊƻƳ ǘƘŜ ƳƛǊǊƻǊŜŘ ǇƻǊǘǎΦ 
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12.3  Remote web management 

12.3.1  Overview 

DŜƴŜǊŀƭƭȅΣ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ Ŏŀƴ ƻƴƭȅ ōŜ ŀŎŎŜǎǎŜŘ ƻƴ ŘŜǾƛŎŜǎ ǘƘŀǘ ŀǊŜ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
ǊƻǳǘŜǊ ƛƴ ǿƛǊŜŘ ƻǊ ǿƛǊŜƭŜǎǎ ƳŀƴƴŜǊΦ ¢Ƙƛǎ Ŏƻǎǘǎ ƛƴ ŎŀǎŜ ƻŦ ǎŜŜƪƛƴƎ ǘŜŎƘƴƛŎƛŀƴ ǘƻ ŦƛȄ ƴŜǘǿƻǊƪ ǇǊƻōƭŜƳǎΦ 
¢ƘŜ ǊŜƳƻǘŜ ǿŜō ƳŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴ ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ ŀŘŘǊŜǎǎ ǎǳŎƘ ǊŜǉǳƛǊŜƳŜƴǘΦ ²ƘŜƴ ȅƻǳ 
ŜƴŎƻǳƴǘŜǊ ƴŜǘǿƻǊƪ ŦŀǳƭǘȅΣ ȅƻǳ Ŏŀƴ ŀǎƪ ǘŜŎƘƴƛŎƛŀƴǎ ŦŀǊ ŀǿŀȅ ǘƻ ŘƛŀƎƴƻǎŜ ŀƴŘ ŦƛȄ ȅƻǳǊ ǇǊƻōƭŜƳǎΣ 
ƛƳǇǊƻǾƛƴƎ ŜŦŦƛŎƛŜƴŎȅ ŀƴŘ ǊŜŘǳŎƛƴƎ Ŏƻǎǘǎ ŀƴŘ ŜŦŦƻǊǘǎΦ 

/ƭƛŎƪ aƻǊŜ Ҕ wŜƳƻǘŜ ²9. aŀƴŀƎŜƳŜƴǘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Remote WEB MGMT Enable or disable the remote web management function. 

WAN 
Specifies the WAN port of the router, which is also the WAN port used to remotely 
access the web UI of the router. 

Remote IP 

IP address of the computer that can access the router remotely.  

 ̧ Any IP: Any computers can access the router over the internet. Choose this option 
only when necessary since it lowers network security. 

 ̧ Specified IP: Only a computer with the specified IP address can access the router 
over the internet. If the computer is on a LAN, enter the WAN port IP address of the 
gateway of the computer. 

wŜƳƻǘŜ !ŎŎŜǎǎ 
!ŘŘǊŜǎǎ 

With this function enabled, the router automatically generates one unique domain 
name that can be used to manage the router remotely. 
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12.3.2  Example of configuring remote web management 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ŘŜǇƭƻȅ ƛǘǎ ƴŜǘǿƻǊƪΦ ¢ƘŜ ƴŜǘǿƻǊƪ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ƴŜŜŘǎ ǘƻ 
ǎŜŜƪ ŀ ¢ŜƴŘŀ ǘŜŎƘƴƛŎƛŀƴ ǘƻ ǎƻƭǾŜ ŀ ǇǊƻōƭŜƳ ǊŜƳƻǘŜƭȅΦ 

Solution 

¢ƘŜ ǊŜƳƻǘŜ ǿŜō ƳŀƴŀƎŜƳŜƴǘ ŦǳƴŎǘƛƻƴ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

 

Configuration procedure 

Step 1 bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ wŜƳƻǘŜ ²9. aŀƴŀƎŜƳŜƴǘΦ 

Step 2 9ƴŀōƭŜ wŜƳƻǘŜ ²9. aDa¢Φ 

Step 3 {ŜƭŜŎǘ ǘƘŜ ²!b ǇƻǊǘ ŦƻǊ ǊŜƳƻǘŜ ƳŀƴŀƎŜƳŜƴǘΣ ǿƘƛŎƘ ƛǎ ²!bм ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

Step 4 {ŜƭŜŎǘ ǘƘŜ {ǇŜŎƛŦƛŜŘ LtΣ ŀƴŘ ŜƴǘŜǊ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎƻƳǇǳǘŜǊ ƻŦ ǘƘŜ ¢ŜƴŘŀ ǎǳǇǇƻǊǘ 

ǘŜŎƘƴƛŎƛŀƴΣ ǿƘƛŎƘ ƛǎ нлнΦмлрΦууΦтт ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

Step 5 /ƭƛŎƪ {ŀǾŜ ŀǘ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǇŀƎŜΦ  

wƻǳǘŜǊ 

¢ŜŎƘƴƛŎƛŀƴ 

LtΥ нлнΦмлрΦууΦтт 

{ǿƛǘŎƘ 

[!b 

²!bм 

LƴǘŜǊƴŜǘ 

[!b 
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----9ƴŘ 

Verification 

¢ŜƴŘŀ ǘŜŎƘƴƛŎƛŀƴ ǿƛǘƘ ŀ ŎƻƳǇǳǘŜǊ Lt ŀŘŘǊŜǎǎ нлнΦмлрΦууΦтт Ŏŀƴ ǳǎŜ 
ƘǘǘǇΥκκƻфрƧǳǉсǉΦŎƭƻǳŘΦǘŜƴŘŀŎƴΦƴŜǘΥулул ǘƻ ŀŎŎŜǎǎ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǊŜƳƻǘŜƭȅΦ 
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12.4  DDNS 

12.4.1  Overview 

55b{ ƛǎ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ 5ȅƴŀƳƛŎ 5ƻƳŀƛƴ bŀƳŜ {ŜǊǾƛŎŜΦ ²ƘŜƴ ŀ ǎŜǊǾƛŎŜ ƛǎ ǊǳƴƴƛƴƎΣ ǘƘŜ 55b{ ŎƭƛŜƴǘ 
ƻƴ ǘƘŜ ǊƻǳǘŜǊ ǎŜƴŘǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŎǳǊǊŜƴǘ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ǘƘŜ 55b{ ǎŜǊǾŜǊΣ ŀƴŘ 
ǘƘŜ ǎŜǊǾŜǊ ǳǇŘŀǘŜǎ ǘƘŜ ƳŀǇǇƛƴƎ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ōŜǘǿŜŜƴ ǘƘŜ ŘƻƳŀƛƴ ƴŀƳŜ ŀƴŘ Lt ŀŘŘǊŜǎǎ ƛƴ ǘƘŜ 
ŘŀǘŀōŀǎŜΣ ŀŎƘƛŜǾƛƴƎ ŘȅƴŀƳƛŎ ŘƻƳŀƛƴ ƴŀƳŜ ǊŜǎƻƭǳǘƛƻƴΦ 

hƴ ǘƘƛǎ ǇŀƎŜΣ ȅƻǳ Ŏŀƴ ƳŀǇ ǘƘŜ ŘȅƴŀƳƛŎ ²!b Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǊƻǳǘŜǊ όǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎύ ǘƻ ŀ ŦƛȄŜŘ 
ŘƻƳŀƛƴ ƴŀƳŜΦ ¢ƘŜ 55b{ ŦǳƴŎǘƛƻƴ ƛǎ ƎŜƴŜǊŀƭƭȅ ǳǎŜŘ ǿƛǘƘ ǎǳŎƘ ŦǳƴŎǘƛƻƴǎ ŀǎ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎ ŀƴŘ 5a½ 
Ƙƻǎǘ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊ ƻǊ ǘƘŜ ǿŜō ¦L ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǘƘǊƻǳƎƘ ŘƻƳŀƛƴ 
ƴŀƳŜ ǿƛǘƘƻǳǘ ŎŀǊƛƴƎ ŀōƻǳǘ ǘƘŜ ŎƘŀƴƎŜ ƻŦ ǘƘŜ ²!b Lt ŀŘŘǊŜǎǎΦ 

/ƭƛŎƪ aƻǊŜ Ҕ 55b{ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

DDNS Enable or disable the DDNS function. 

DDNS Provider The router supports four DDNS providers: noip, dyndns, oray, and gnway. 

Service Type 
Specifies the type of the DDNS account. This parameter appears when DDNS Provider 
is set to oray. 

User Name Specifies the user name/password used to log in to a DDNS provider. They are 
registered on the website of the provider. 

Password 

Domain Name 
Specifies the domain name obtained from the DDNS provider. If DDNS Provider is set 
to other DDNS provider other than oray, you need to manually enter the domain 
name applied from the target website. 

Status Specifies the DDNS service status. 
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12.4.2  Example of configuring DDNS 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ Ƙŀǎ ōŜŜƴ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
ƛƴǘŜǊƴŜǘ ŀƴŘ Ŏŀƴ ƻŦŦŜǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ǘƻ [!b ǳǎŜǊǎΦ 

¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘΥ 

¢ƘŜ ƛƴǘǊŀƴŜǘ ǿŜō ǎŜǊǾŜǊ ƛǎ ƻǇŜƴ ǘƻ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŜƴŀōƭŜ ǎǘŀŦŦ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŜǾŜƴ ǿƘŜƴ 
ǘƘŜȅ ŀǊŜ ƴƻǘ ǇƘȅǎƛŎŀƭƭȅ ƛƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΦ 

Solution 

ҍ ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ tƻǊǘ CƻǊǿŀǊŘƛƴƎ ŦǳƴŎǘƛƻƴ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ 
ƛƴǘǊŀƴŜǘ ǿŜō ǎŜǊǾŜǊΦ 

ҍ ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ 55b{ ŦǳƴŎǘƛƻƴ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǿŜō 
ǎŜǊǾŜǊ ǘƘǊƻǳƎƘ ŀ ŦƛȄŜŘ ŘƻƳŀƛƴ ƴŀƳŜΣ ŀǾƻƛŘƛƴƎ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜ ŎŀǳǎŜŘ ōȅ ²!b Lt 
ŀŘŘǊŜǎǎ ŎƘŀƴƎŜΦ 

ҍ ƻ̧ǳ Ŏŀƴ ǳǎŜ ǘƘŜ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ǘƻ ŀǾƻƛŘ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜ ŎŀǳǎŜŘ ōȅ ǿŜō 
ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ŎƘŀƴƎŜΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ƛǎ ǎƘƻǿƴ ŀǎ ōŜƭƻǿΥ 

ҍ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ мфнΦмсуΦлΦнрл 

ҍ a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ Ƙƻǎǘ ǘƘŀǘ Ǌǳƴǎ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ /уΥф/Υ5/ΥслΥрпΥсф 

ҍ {ŜǊǾƛŎŜ ǇƻǊǘΥ фффф 

 

 .ŜŦƻǊŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻōǘŀƛƴǎ ŀ ǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎΤ ƛŦ 
ǘƘŜ ²!b ǇƻǊǘ ƻōǘŀƛƴǎ ŀ ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎ ƻǊ ŀƴ ƛƴǘǊŀƴŜǘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ōȅ ǘƘŜ L{t όǎǘŀǊǘƛƴƎ 
ǿƛǘƘ мллύΣ ǘƘŜ ŦǳƴŎǘƛƻƴ Ƴŀȅ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘΦ /ƻƳƳƻƴƭȅ-ǳǎŜŘ LtǾп ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƛƴŎƭǳŘŜ 
млΦлΦлΦл ǘƻ млΦнррΦнррΦнррΣ мтнΦмсΦлΦл ǘƻ мтнΦомΦнррΦнррΣ ŀƴŘ мфнΦмсуΦлΦл ǘƻ мфнΦмсуΦнррΦнррΦ 

 L{t Ƴŀȅ ƴƻǘ ǎǳǇǇƻǊǘ ǳƴǊŜǇƻǊǘŜŘ ǿŜō ǎŜǊǾƛŎŜ ŀŎŎŜǎǎŜŘ ǳǎƛƴƎ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊ улΦ 
¢ƘŜǊŜŦƻǊŜΣ ǿƘŜƴ ǎŜǘǘƛƴƎ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎΣ ȅƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǎŜǘ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ŀǎ ŀ 
ƴƻƴ-ŦŀƳƛƭƛŀǊ ǇƻǊǘ όмлнп ǘƻ сррорύΣ ǎǳŎƘ ŀǎ ффффΣ ǘƻ ŜƴǎǳǊŜ ƴƻǊƳŀƭ ŀŎŎŜǎǎΦ 

 LƴǘŜǊƴŀƭ ŀƴŘ ŜȄǘŜǊƴŀƭ ǇƻǊǘǎ Ŏŀƴ ōŜ ŘƛŦŦŜǊŜƴǘΦ 
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Configuration procedure 

 
 

Step 1 /ƻƴŦƛƎǳǊŜ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎΦ 

bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ tƻǊǘ CƻǊǿŀǊŘƛƴƎΣ ŀƴŘ ŀŘŘ ŀ ǊǳƭŜΦ wŜŦŜǊ ǘƻ /ƻƴŦƛƎǳǊŜ ŀ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎ ǊǳƭŜΦ 

 

Step 2 wŜǎŜǊǾŜ ŀ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǘƘŜ ǎŜǊǾŜǊ ƘƻǎǘΦ 

1. Navigate to Address Reservation > Manual Address Reservation. 

2. Click +Add. 

wƻǳǘŜǊ 

LƴǘŜǊƴŜǘ ǳǎŜǊ 

²Ŝō ǎŜǊǾŜǊ 

LƴǘŜǊƴŜǘ 

{ǿƛǘŎƘ 

²!bм 

[!b 

!t /ƻƳǇǳǘŜǊ 

/ƻƴŦƛƎǳǊŜ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎ wŜǎŜǊǾŜ ŀ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǘƘŜ ǎŜǊǾŜǊ 
Ƙƻǎǘ 

/ƻƴŦƛƎǳǊŜ 55b{ 
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3. Configure the following parameters in the Add window, and click Save. 

(1) Set the fixed IP address assigned to the server host, which is 192.168.0.250 in this 
example. 

(2) Enter the MAC address of the server host, which is C8:9C:DC:60:54:69 in this example. 

(3) (Optional) Enter a remark, such as Web Server. 

 

wŜǎŜǊǾŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 
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Step 3 /ƻƴŦƛƎǳǊŜ 55b{Φ 

1. Register a domain name. 

Log in to the DDNS provider website. Assume that the DDNS provider where you applied 
the domain name is noip, the user name you registered is Tenda, the password is tdxy123, 
and the domain name is tenda.ddns.net 

2. Log in to the web UI of the router and configure DDNS. 

(1) Navigate to More > DDNS. 

(2) Enable DDNS. 

(3) Select noip from the DDNS Provider drop-down list. 

(4) Enter the user name and password, which is Tenda and tdxy123 in this example. 

(5) Enter the domain name, which is tenda.ddns.net in this example. 

(6) Click Save at the bottom of the page. 

 

----9ƴŘ 

²ŀƛǘ ŀ ƳƻƳŜƴǘΣ ŀƴŘ ǊŜŦǊŜǎƘ ǘƘŜ ǇŀƎŜΦ ²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ǎƘƻǿǎ /ƻƴƴŜŎǘŜŘΣ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
ŎƻƳǇƭŜǘŜǎ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 
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Verification 

LƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ 
ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ ŘƻƳŀƛƴ ƴŀƳŜΥŜȄǘŜǊƴŀƭ ǇƻǊǘΣ ǿƘƛŎƘ ƛǎ ƘǘǘǇΥκκǘŜƴŘŀΦŘŘƴǎΦƴŜǘΥфффф ƛƴ 
ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

LŦ ȅƻǳ ǎŜǘ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƻŦ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǎ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ǿƘŜƴ ŎƻƴŦƛƎǳǊƛƴƎ ǇƻǊǘ 
ŦƻǊǿŀǊŘƛƴƎΣ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ƴǳƳōŜǊ Ŏŀƴ ōŜ ŜȄŎƭǳŘŜŘ ŦǊƻƳ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎΦ ¦ƴŘŜǊ ǎǳŎƘ 
ŎƛǊŎǳƳǎǘŀƴŎŜǎΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ 
ŘƻƳŀƛƴ ƴŀƳŜΦ 

 

LŦ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǎǘƛƭƭ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊ ŀŦǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƳŜǘƘƻŘǎΥ 

 aŀƪŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜ ƛƴǘŜǊƴŀƭ ǇƻǊǘ ȅƻǳ ŜƴǘŜǊŜŘ ƛǎ ŎƻǊǊŜŎǘΦ 

 aŀȅōŜ ǘƘŜ ǎȅǎǘŜƳ ŦƛǊŜǿŀƭƭΣ ŀƴǘƛ-ǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ŀƴŘ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘ ƻƴ ǘƘŜ [!b ǎŜǊǾŜǊ ōƭƻŎƪŜŘ 
ƛƴǘŜǊƴŜǘ ǳǎŜǊ ŀŎŎŜǎǎΦ tƭŜŀǎŜ ŘƛǎŀōƭŜ ǘƘŜǎŜ ǇǊƻƎǊŀƳǎ ŀƴŘ ǘǊȅ ŀƎŀƛƴΦ 
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12.5  Port forwarding 

12.5.1  Overview 

.ȅ ŘŜŦŀǳƭǘΣ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ [!b ŘŜǾƛŎŜǎΦ IƻǿŜǾŜǊΣ ǿƛǘƘ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎ ŦǳƴŎǘƛƻƴΣ ȅƻǳ 
Ŏŀƴ ƻǇŜƴ ƻƴŜ ƻǊ ƳǳƭǘƛǇƭŜ ǎŜǊǾƛŎŜ ǇƻǊǘǎ ό¢/t ƻǊ ¦5tύ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ŀƴŘ ŦƻǊǿŀǊŘǎ ǘƘŜǎŜ ǇƻǊǘǎ ǘƻ ǘƘŜ 
ǎǇŜŎƛŦƛŜŘ [!b ǎŜǊǾŜǊΦ Lƴ ǘƘƛǎ ǿŀȅΣ ǎŜǊǾƛŎŜ ǊŜǉǳŜǎǘǎ ǎŜƴǘ ǘƻ ǘƘƻǎŜ ǇƻǊǘǎ ƻŦ ǘƘŜ ƴƻŘŜ Ŏŀƴ ōŜ ŦƻǊǿŀǊŘŜŘ 
ǘƻ ǘƘŜ ǘŀǊƎŜǘ [!b ǎŜǊǾŜǊΦ LƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊ ŀƴŘ ǘƘŜ [!b ƛǎ ŘŜŦŜƴŘŜŘ ŀƎŀƛƴǎǘ 
ŀǘǘŀŎƪǎΦ 

bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ tƻǊǘ CƻǊǿŀǊŘƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

 

Parameter description 

Parameter Description 

Internal Server IP Specifies the IP address of the internal server. 

Internal Port Specifies the service port of the internal server. 

External Port Specifies the port opened to internet users to access. 

Protocols 
Specify the types of the transfer layer protocol used by the LAN service. 

All indicates both TCP and UDP. Select All if you are uncertain about the service type. 

Port Specifies the WAN port internet users use to access the LAN service. 

Status Specifies the status of the rule. You can enable or disable the rule as required. 

Operation 

Specifies the operations you can perform on the rule. 

: Click it to edit the rule. 

: Click it to delete the rule. 
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12.5.2  Configure a port forwarding rule 

/ƭƛŎƪ aƻǊŜ Ҕ tƻǊǘ CƻǊǿŀǊŘƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ /ƭƛŎƪ Ҍ!ŘŘΣ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎΣ 
ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 
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12.5.3  Example of configuring a port forwarding rule 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ Ƙŀǎ ōŜŜƴ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
ƛƴǘŜǊƴŜǘ ŀƴŘ Ŏŀƴ ƻŦŦŜǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ǘƻ [!b ǳǎŜǊǎΦ 

¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘΥ 

¢ƘŜ ƛƴǘǊŀƴŜǘ ǿŜō ǎŜǊǾŜǊ ƛǎ ƻǇŜƴ ǘƻ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŜƴŀōƭŜ ǎǘŀŦŦ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŜǾŜƴ ǿƘŜƴ 
ǘƘŜȅ ŀǊŜ ƴƻǘ ǇƘȅǎƛŎŀƭƭȅ ƛƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΦ 

Solution 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ tƻǊǘ CƻǊǿŀǊŘƛƴƎ ŦǳƴŎǘƛƻƴ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ 
ƛƴǘǊŀƴŜǘ ǿŜō ǎŜǊǾŜǊΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƻǇŜƴ ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ффффΦ 

ī ƻ̧ǳ Ŏŀƴ ǳǎŜ ǘƘŜ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ǘƻ ŀǾƻƛŘ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜ ŎŀǳǎŜŘ ōȅ ǿŜō 
ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ŎƘŀƴƎŜΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ƛǎ ǎƘƻǿƴ ŀǎ ōŜƭƻǿΥ 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ мфнΦмсуΦлΦнрл 

ī a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ Ƙƻǎǘ ǘƘŀǘ Ǌǳƴǎ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ /уΥф/Υ5/ΥслΥрпΥсф 

ī {ŜǊǾƛŎŜ ǇƻǊǘΥ фффф 

 

 .ŜŦƻǊŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻōǘŀƛƴǎ ŀ ǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎΤ ƛŦ 
ǘƘŜ ²!b ǇƻǊǘ ƻōǘŀƛƴǎ ŀ ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎ ƻǊ ŀƴ ƛƴǘǊŀƴŜǘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ōȅ ǘƘŜ L{t όǎǘŀǊǘƛƴƎ 
ǿƛǘƘ мллύΣ ǘƘŜ ŦǳƴŎǘƛƻƴ Ƴŀȅ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘΦ /ƻƳƳƻƴƭȅ-ǳǎŜŘ LtǾп ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƛƴŎƭǳŘŜ 
млΦлΦлΦл ǘƻ млΦнррΦнррΦнррΣ мтнΦмсΦлΦл ǘƻ мтнΦомΦнррΦнррΣ ŀƴŘ мфнΦмсуΦлΦл ǘƻ мфнΦмсуΦнррΦнррΦ 

 L{t Ƴŀȅ ƴƻǘ ǎǳǇǇƻǊǘ ǳƴǊŜǇƻǊǘŜŘ ǿŜō ǎŜǊǾƛŎŜ ŀŎŎŜǎǎŜŘ ǳǎƛƴƎ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊ улΦ 
¢ƘŜǊŜŦƻǊŜΣ ǿƘŜƴ ǎŜǘǘƛƴƎ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎΣ ȅƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǎŜǘ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ŀǎ ŀ 
ƴƻƴ-ŦŀƳƛƭƛŀǊ ǇƻǊǘ όмлнп ǘƻ сррорύΣ ǎǳŎƘ ŀǎ ффффΣ ǘƻ ŜƴǎǳǊŜ ƴƻǊƳŀƭ ŀŎŎŜǎǎΦ 

 LƴǘŜǊƴŀƭ ŀƴŘ ŜȄǘŜǊƴŀƭ ǇƻǊǘǎ Ŏŀƴ ōŜ ŘƛŦŦŜǊŜƴǘΦ 
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Configuration procedure 

 

 

Step 1 /ƻƴŦƛƎǳǊŜ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎΦ 

1. Navigate to More > Port Forwarding. 

2. Click +Add. 

 

3. Configure the following parameters in the Add window, and click Save. 

(1) Enter the Internal Server IP, which is 192.168.0.250 in this example. 

(2) Enter the Internal Port, which is 9999 in this example. 

(3) Enter the External Port, which is 9999 in this example. 

(4) Choose the protocol used by the web server, which is TCP in this example. 

wƻǳǘŜǊ 

LƴǘŜǊƴŜǘ ǳǎŜǊ 

²Ŝō ǎŜǊǾŜǊ 

LƴǘŜǊƴŜǘ 

²!bм LtΥнлнΦмлрΦммΦнн 

!t /ƻƳǇǳǘŜǊ 

[!b 

{ǿƛǘŎƘ 

wŜǎŜǊǾŜ ŀ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǘƘŜ ǎŜǊǾŜǊ Ƙƻǎǘ /ƻƴŦƛƎǳǊŜ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎ 
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(5) Select WAN1 as the port through which WAN users get access to the LAN server. 

 

!ŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Step 2 wŜǎŜǊǾŜ ŀ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǘƘŜ ǎŜǊǾŜǊ ƘƻǎǘΦ 

1. Navigate to Address Reservation > Manual Address Reservation. 

2. Click +Add. 
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3. Configure the following parameters in the Add window, and click Save. 

(1) Set the fixed IP address assigned to the server host, which is 192.168.0.250 in this 
example. 

(2) Enter the MAC address of the server host, which is C8:9C:DC:60:54:69 in this example. 

(3) (Optional) Enter a remark, such as Web Server. 

 
wŜǎŜǊǾŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

----9ƴŘ  
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Verification 

LƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ 
ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΥŜȄǘŜǊƴŀƭ ǇƻǊǘΦ LŦ ȅƻǳ ǎŜǘ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƻŦ ǘƘŜ ƛƴǘǊŀƴŜǘ 
ǎŜǊǾƛŎŜ ŀǎ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ǿƘŜƴ ŎƻƴŦƛƎǳǊƛƴƎ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎΣ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ƴǳƳōŜǊ Ŏŀƴ ōŜ 
ŜȄŎƭǳŘŜŘ ŦǊƻƳ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎΦ ¦ƴŘŜǊ ǎǳŎƘ ŎƛǊŎǳƳǎǘŀƴŎŜǎΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ 
ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΦ 

Lƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ ƘǘǘǇΥκκнлнΦмлрΦммΦннΥфффф 

¸ƻǳ Ŏŀƴ ŎƘŜŎƪ ǘƘŜ ŎǳǊǊŜƴǘ ²!b Lt ŀŘŘǊŜǎǎ ƻƴ ǘƘŜ {ȅǎǘŜƳ {ǘŀǘǳǎ ǇŀƎŜΦ 

LŦ 55b{ ƛǎ ŜƴŀōƭŜŘ ƻƴ ǘƘŜ ²!b ǇƻǊǘΣ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ŀƭǎƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ 

ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ ŘƻƳŀƛƴ ƴŀƳŜΥŜȄǘŜǊƴŀƭ ǇƻǊǘΦ 

 

LŦ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǎǘƛƭƭ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊ ŀŦǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǘǊȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƳŜǘƘƻŘǎΥ 

 aŀƪŜ ǎǳǊŜ ǘƘŀǘ ǘƘŜ ƛƴǘŜǊƴŀƭ ǇƻǊǘ ȅƻǳ ŜƴǘŜǊŜŘ ƛǎ ŎƻǊǊŜŎǘΦ 

 aŀȅōŜ ǘƘŜ ǎȅǎǘŜƳ ŦƛǊŜǿŀƭƭΣ ŀƴǘƛ-ǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ŀƴŘ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘ ƻƴ ǘƘŜ [!b ǎŜǊǾŜǊ ōƭƻŎƪŜŘ 
ƛƴǘŜǊƴŜǘ ǳǎŜǊ ŀŎŎŜǎǎΦ tƭŜŀǎŜ ŘƛǎŀōƭŜ ǘƘŜǎŜ ǇǊƻƎǊŀƳǎ ŀƴŘ ǘǊȅ ŀƎŀƛƴΦ 

  

http://202.105.11.22:9999/
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12.6  DMZ host 

12.6.1  Overview 

!ŦǘŜǊ ǎŜǘǘƛƴƎ ŀ ŘŜǾƛŎŜ ƛƴ ǘƘŜ [!b ŀǎ ǘƘŜ 5a½ ƘƻǎǘΣ ƛǘ ŜƴƧƻȅǎ ƴƻ ƭƛƳƛǘŀǘƛƻƴǎ ǿƘŜƴ ŎƻƳƳǳƴƛŎŀǘƛƴƎ ǿƛǘƘ 
ǘƘŜ ƛƴǘŜǊƴŜǘΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ǾƛŘŜƻ ƳŜŜǘƛƴƎ ƻǊ ƻƴƭƛƴŜ ƎŀƳŜǎ ŀǊŜ ǳƴŘŜǊ ǿŀȅ ƻƴ ŀ ŎƻƳǇǳǘŜǊΣ ȅƻǳ Ŏŀƴ 
ǎŜǘ ǘƘŀǘ ŎƻƳǇǳǘŜǊ ŀǎ ǘƘŜ 5a½ Ƙƻǎǘ ǘƻ ƳŀƪŜ ǘƘŜ ǾƛŘŜƻ ƳŜŜǘƛƴƎ ŀƴŘ ƻƴƭƛƴŜ ƎŀƳŜǎ Ǝƻ ǎƳƻƻǘƘŜǊΦ Lƴ 
ŀŘŘƛǘƛƻƴΣ ȅƻǳ Ŏŀƴ ŀƭǎƻ ǎŜǘ ǘƘŜ [!b ǎŜǊǾŜǊ ŀǎ ǘƘŜ 5a½ Ƙƻǎǘ ǿƘŜƴ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ŀŎŎŜǎǎ ǘƘŜ [!b 
ǎŜǊǾŜǊ ǊŜǎƻǳǊŎŜǎΦ 

 

 !ŦǘŜǊ ȅƻǳ ǎŜǘ ŀ [!b ŘŜǾƛŎŜ ŀǎ ŀ 5a½ ƘƻǎǘΣ ǘƘŀǘ ŘŜǾƛŎŜ ǿƛƭƭ ōŜ ŎƻƳǇƭŜǘŜƭȅ ŜȄǇƻǎŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘ 
ŀƴŘ ǘƘŜ ŦƛǊŜǿŀƭƭ ƻŦ ǘƘŜ ƴƻŘŜ ŘƻŜǎ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘ ƻƴ ǘƘŜ ŘŜǾƛŎŜΦ 

 IŀŎƪŜǊǎ Ƴŀȅ ŦƛǊŜ ŀǘǘŀŎƪǎ ƻƴ ǘƘŜ ƭƻŎŀƭ ƴŜǘǿƻǊƪ ōȅ ǳǎƛƴƎ ǘƘŜ 5a½ ƘƻǎǘΦ tƭŜŀǎŜ ŜȄŜǊŎƛǎŜ Ŏŀǳǘƛƻƴ ǘƻ 
ǳǎŜ ǘƘŜ 5a½ Ƙƻǎǘ ŦǳƴŎǘƛƻƴΦ 

 ¢ƘŜ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘΣ ŀƴǘƛ-ǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ŀƴŘ ǎȅǎǘŜƳ ŦƛǊŜǿŀƭƭ ƻƴ ǘƘŜ 5a½ Ƙƻǎǘ Ƴŀȅ ŀŦŦŜŎǘ ǘƘŜ 5a½ 
Ƙƻǎǘ ŦǳƴŎǘƛƻƴΦ 5ƛǎŀōƭŜ ǘƘŜƳ ǿƘŜƴ ǳǎƛƴƎ ǘƘƛǎ ŦǳƴŎǘƛƻƴΦ ²ƘŜƴ ȅƻǳ ŀǊŜ ƴƻǘ ǳǎƛƴƎ ǘƘŜ 5a½ Ƙƻǎǘ 
ŦǳƴŎǘƛƻƴΣ ȅƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ŘƛǎŀōƭŜ ǘƘŜ ŦǳƴŎǘƛƻƴ ŀƴŘ ŜƴŀōƭŜ ǘƘŜ ŦƛǊŜǿŀƭƭΣ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘ 
ŀƴŘ ŀƴǘƛ-ǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ƻƴ ǘƘŜ 5a½ ƘƻǎǘΦ 

/ƭƛŎƪ ǘƻ aƻǊŜ Ҕ 5a½ Iƻǎǘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

DMZ Host Enable or disable the DMZ host function. 

IP Address of DMZ 
Host 

Specifies the IP address of the LAN device to be set as the DMZ host. 
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Parameter Description 

Filter VPN Port 

Enable or disable the filter VPN port function. 

After this function is enabled and you enabled the DMZ host function at the same 
time, the VPN service of the router will respond to the VPN requests from the internet. 

 

If the router has already enabled the VPN server function and is about to enable the 
DMZ host function, to ensure the validity of the VPN server of the router, enable the 
filter VPN port function as well. 

12.6.2  Example of configuring DMZ host 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ǳǎŜǎ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪΦ ¢ƘŜ ǊƻǳǘŜǊ Ƙŀǎ ōŜŜƴ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ 
ƛƴǘŜǊƴŜǘ ŀƴŘ Ŏŀƴ ƻŦŦŜǊ ƛƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜ ǘƻ [!b ǳǎŜǊǎΦ 

¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘΥ 

¢ƘŜ ƛƴǘǊŀƴŜǘ ǿŜō ǎŜǊǾŜǊ ƛǎ ƻǇŜƴ ǘƻ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŜƴŀōƭŜ ǎǘŀŦŦ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ŜǾŜƴ ǿƘŜƴ 
ǘƘŜȅ ŀǊŜ ƴƻǘ ǇƘȅǎƛŎŀƭƭȅ ƛƴ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΦ 

Solution 

ī ¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ 5a½ Iƻǎǘ ŦǳƴŎǘƛƻƴ ǘƻ ŜƴŀōƭŜ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǿŜō 
ǎŜǊǾŜǊΦ  

ī ƻ̧ǳ Ŏŀƴ ǳǎŜ ǘƘŜ !ŘŘǊŜǎǎ wŜǎŜǊǾŀǘƛƻƴ ŦǳƴŎǘƛƻƴ ǘƻ ŀǾƻƛŘ ŀŎŎŜǎǎ ŦŀƛƭǳǊŜ ŎŀǳǎŜŘ ōȅ ǿŜō 
ǎŜǊǾŜǊ ŀŘŘǊŜǎǎ ŎƘŀƴƎŜΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊ ƛǎ ǎƘƻǿƴ ŀǎ ōŜƭƻǿΥ 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ мфнΦмсуΦлΦнрл 

ī a!/ ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ Ƙƻǎǘ ǘƘŀǘ Ǌǳƴǎ ǘƘŜ ǿŜō ǎŜǊǾŜǊΥ /уΥф/Υ5/ΥслΥрпΥсф 

ī {ŜǊǾƛŎŜ ǇƻǊǘΥ фффф 

 

 .ŜŦƻǊŜ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ ²!b ǇƻǊǘ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƻōǘŀƛƴǎ ŀ ǇǳōƭƛŎ Lt ŀŘŘǊŜǎǎΤ ƛŦ 
ǘƘŜ ²!b ǇƻǊǘ ƻōǘŀƛƴǎ ŀ ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎ ƻǊ ŀƴ ƛƴǘǊŀƴŜǘ Lt ŀŘŘǊŜǎǎ ŀǎǎƛƎƴŜŘ ōȅ ǘƘŜ L{t όǎǘŀǊǘƛƴƎ 
ǿƛǘƘ мллύΣ ǘƘŜ ŦǳƴŎǘƛƻƴ Ƴŀȅ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘΦ /ƻƳƳƻƴƭȅ-ǳǎŜŘ LtǾп ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƛƴŎƭǳŘŜ 
млΦлΦлΦл ǘƻ млΦнррΦнррΦнррΣ мтнΦмсΦлΦл ǘƻ мтнΦомΦнррΦнррΣ ŀƴŘ мфнΦмсуΦлΦл ǘƻ мфнΦмсуΦнррΦнррΦ 

 L{t Ƴŀȅ ƴƻǘ ǎǳǇǇƻǊǘ ǳƴǊŜǇƻǊǘŜŘ ǿŜō ǎŜǊǾƛŎŜ ŀŎŎŜǎǎŜŘ ǳǎƛƴƎ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊ улΦ 
¢ƘŜǊŜŦƻǊŜΣ ǿƘŜƴ ǎŜǘǘƛƴƎ ǇƻǊǘ ŦƻǊǿŀǊŘƛƴƎΣ ȅƻǳ ŀǊŜ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǎŜǘ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƻǊǘ ŀǎ ŀ 
ƴƻƴ-ŦŀƳƛƭƛŀǊ ǇƻǊǘ όмлнп ǘƻ сррорύΣ ǎǳŎƘ ŀǎ ффффΣ ǘƻ ŜƴǎǳǊŜ ƴƻǊƳŀƭ ŀŎŎŜǎǎΦ 
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Configuration procedure 

 

Step 1 /ƻƴŦƛƎǳǊŜ ǘƘŜ 5a½ ƘƻǎǘΦ 

1. Navigate to More > DMZ Host. 

2. Enable DMZ Host. 

3. Enter the IP address of the LAN device to be set as the DMZ host, which is 192.168.0.250 in 
this example. 

4. Click Save at the bottom of the page. 

 

wƻǳǘŜǊ 

LƴǘŜǊƴŜǘ ǳǎŜǊ 

²Ŝō ǎŜǊǾŜǊ 

²!bм LtΥнлнΦмлрΦммΦнн 

[!b 

{ǿƛǘŎƘ 

!t /ƻƳǇǳǘŜǊ 

LƴǘŜǊƴŜǘ 

/ƻƴŦƛƎǳǊŜ 5a½ Ƙƻǎǘ wŜǎŜǊǾŜ ŀ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ 5a½ Ƙƻǎǘ 
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Step 2 wŜǎŜǊǾŜ ŀ ŦƛȄŜŘ Lt ŀŘŘǊŜǎǎ ŦƻǊ ǘƘŜ 5a½ ƘƻǎǘΦ 

1. Navigate to Address Reservation > Manual Address Reservation. 

2. Click +Add. 

 

3. Configure the following parameters in the Add window, and click Save. 

(1) Set the fixed IP address assigned to the server host, which is 192.168.0.250 in this 
example. 

(2) Enter the MAC address of the server host, which is C8:9C:DC:60:54:69 in this example. 

(3) (Optional) Enter a remark, such as Web Server. 

 

wŜǎŜǊǾŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

----9ƴŘ 



 

190 

Verification 

LƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ 
ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ Lt ŀŘŘǊŜǎǎΥƛƴǘŜǊƴŀƭ ǎŜǊǾƛŎŜ ǇƻǊǘΦ LŦ ȅƻǳ ǳǎŜ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ŦƻǊ ǘƘŜ 
ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜΣ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ǇƻǊǘ ƴǳƳōŜǊ Ŏŀƴ ōŜ ŜȄŎƭǳŘŜŘ ŦǊƻƳ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎΦ ¦ƴŘŜǊ 
ǎǳŎƘ ŎƛǊŎǳƳǎǘŀƴŎŜǎΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b 
ǇƻǊǘ Lt ŀŘŘǊŜǎǎΦ 

Lƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘŜ ŀŎŎŜǎǎ ŀŘŘǊŜǎǎ ƛǎ ƘǘǘǇΥκκнлнΦмлрΦммΦннΥфффф 

¸ƻǳ Ŏŀƴ ŎƘŜŎƪ ǘƘŜ ŎǳǊǊŜƴǘ ²!b Lt ŀŘŘǊŜǎǎ ƻƴ ǘƘŜ {ȅǎǘŜƳ {ǘŀǘǳǎ ǇŀƎŜΦ 

LŦ 55b{ ƛǎ ŜƴŀōƭŜŘ ƻƴ ǘƘŜ ²!b ǇƻǊǘΣ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ Ŏŀƴ ŀƭǎƻ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘǊŀƴŜǘ ǎŜǊǾŜǊ ōȅ ǳǎƛƴƎ 

ƛƴǘǊŀƴŜǘ ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκ²!b ǇƻǊǘ ŘƻƳŀƛƴ ƴŀƳŜΥƛƴǘŜǊƴŀƭ ǎŜǊǾƛŎŜ ǇƻǊǘΦ 

 

!ŦǘŜǊ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ƛŦ ƛƴǘŜǊƴŜǘ ǳǎŜǊǎ ǎǘƛƭƭ Ŏŀƴƴƻǘ ŀŎŎŜǎǎ ǘƘŜ [!b ǎŜǊǾŜǊΣ ŘƛǎŀōƭŜ ǘƘŜ ǎȅǎǘŜƳ ŦƛǊŜǿŀƭƭΣ 
ŀƴǘƛ-ǾƛǊǳǎ ǎƻŦǘǿŀǊŜ ƻǊ ǎŜŎǳǊƛǘȅ ƎǳŀǊŘ ƻƴ ǘƘŜ 5a½ Ƙƻǎǘ ŀƴŘ ǘǊȅ ŀƎŀƛƴΦ 
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12.7  UPnP 

12.7.1  Overview 

¦tƴt ƛǎ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ ¦ƴƛǾŜǊǎŀƭ tƭǳƎ ŀƴŘ tƭŀȅΦ !ŦǘŜǊ ǘƘŜ ¦tƴt ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ǘƘŜ ǊƻǳǘŜǊ Ŏŀƴ 
ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƻǇŜƴ ǇƻǊǘ ŦƻǊ ¦tƴt-ǎǳǇǇƻǊǘƛƴƎ ǇǊƻƎǊŀƳǎ ƛƴ ǘƘŜ [!b όǎǳŎƘ ŀǎ .ƛǘ/ƻƳŜǘ ŀƴŘ !ƴȅ/Ƙŀǘύ 
ŀƴŘ ƳŀƪŜ ǘƘŜǎŜ ŀǇǇƭƛŎŀǘƛƻƴǎ Ǌǳƴ ǎƳƻƻǘƘŜǊΦ 

12.7.2  Enable UPnP 

/ƭƛŎƪ aƻǊŜ Ҕ ¦tƴt ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΣ ŀƴŘ ŜƴŀōƭŜ ¦tƴtΦ 

 

LŦ ȅƻǳ ŜƴŀōƭŜ ǘƘŜ ¦tƴt ŦǳƴŎǘƛƻƴΣ ǿƘŜƴ ¦tƴt-ōŀǎŜŘ ǇǊƻƎǊŀƳǎΣ ǎǳŎƘ ŀǎ .ƛǘ/ƻƳŜǘ ŀƴŘ !ƴȅ/ƘŀǘΣ ŀǊŜ 
ǊǳƴƴƛƴƎ ƻƴ ǘƘŜ ƭƻŎŀƭ ƴŜǘǿƻǊƪΣ ǘƘŜ ŜȄǘŜǊƴŀƭ ŀƴŘ ƛƴǘŜǊƴŀƭ ƳŀǇǇƛƴƎ ǊŜƭŀǘƛƻƴǎƘƛǇǎ ŀǊŜ ŘƛǎǇƭŀȅŜŘ ƻƴ ǘƘŜ 
ǇŀƎŜΦ 
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12.8  Any IP 

/ƭƛŎƪ aƻǊŜ Ҕ !ƴȅ Lt ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

¢Ƙƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ǘȅǇƛŎŀƭƭȅ ǳǎŜŘ ƛƴ ǇǳōƭƛŎ ǎǇŀŎŜǎΣ ǎǳŎƘ ŀǎ ŀǘ ŀ ƘƻǘŜƭΦ ²ƛǘƘ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜŘΣ 
ŘŜǾƛŎŜǎ ƛƴ ǘƘŜ [!b ƴŜǘǿƻǊƪ ǿƛǘƘ ŀƴȅ Lt ŀŘŘǊŜǎǎΣ ƎŀǘŜǿŀȅ ŀƴŘ 5b{ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ 
ǘƘŜ ǊƻǳǘŜǊΣ ŀǾƻƛŘƛƴƎ ǘƘŜ ƛǎǎǳŜ ǘƘŀǘ ǘƘŜ ǇǊƛǾŀǘŜ Lt ŀŘŘǊŜǎǎŜǎ ƻŦ ƎǳŜǎǘǎ Řƻ ƴƻǘ ƳŀǘŎƘ ǿƛǘƘ ǘƘŜ ƘƻǘŜƭ 
ƴŜǘǿƻǊƪΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 9ƴŀōƭŜ ƛǘ ǿƘŜƴ ƴŜŎŜǎǎŀǊȅΦ 
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12.9  DNS forwarding 

¢ƘŜ 5b{ ŦƻǊǿŀǊŘƛƴƎ ŦǳƴŎǘƛƻƴ ŦƻǊǿŀǊŘǎ ǎǇŜŎƛŦƛŜŘ ŘƻƳŀƛƴ ƴŀƳŜǎ ǘƻ ǎǇŜŎƛŦƛŜŘ 5b{ ǎŜǊǾŜǊǎ ǘƘǊƻǳƎƘ 
ǘƘŜ ŦƛȄŜŘ ²!b ǇƻǊǘ ŦƻǊ 5b{ ŀŘŘǊŜǎǎ ǊŜǎƻƭǳǘƛƻƴΣ ƛƳǇǊƻǾƛƴƎ ŀŎŎŜǎǎ ǎǇŜŜŘΦ 

/ƭƛŎƪ aƻǊŜ Ҕ 5b{ CƻǊǿŀǊŘƛƴƎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Domain Name Specifies the domain name to be forwarded and resolved. 

DNS Address Specifies the server address that requires DNS resolution. 

Interface 
Specifies the port through which data goes out of the router. Please set the 
corresponding WAN port as needed. 

Status Enable or disable the rule. 

Operation 

{ǇŜŎƛŦƛŜǎ ǘƘŜ ƻǇŜǊŀǘƛƻƴǎ ȅƻǳ Ŏŀƴ ǇŜǊŦƻǊƳ ƻƴ ǘƘŜ ǊǳƭŜΦ 

Υ /ƭƛŎƪ ƛǘ ǘƻ ŜŘƛǘ ǘƘŜ ǊǳƭŜΦ 

Υ /ƭƛŎƪ ƛǘ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ǊǳƭŜΦ 
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12.10  Security settings 

¢ƘŜ ǊƻǳǘŜǊ ǎǳǇǇƻǊǘǎ !wt 5ŜŦŜƴǎŜΣ 55ƻ{ 5ŜŦŜƴǎŜΣ Lt !ǘǘŀŎƪ 5ŜŦŜƴǎŜΣ ŀƴŘ .ƭƻŎƪ ²!b tƛƴƎ ǎŜŎǳǊƛǘȅ 
ǎŜǘǘƛƴƎǎΦ 

ī !wt 5ŜŦŜƴǎŜΥ ¢Ƙƛǎ ŦǳƴŎǘƛƻƴ Ŏŀƴ ƛŘŜƴǘƛŦȅ ǘƘŜ !wt ǎǇƻƻŦƛƴƎ ƛƴ ǘƘŜ ƭƻŎŀƭ ƴŜǘǿƻǊƪΣ ŀƴŘ 
ǊŜŎƻǊŘ ǘƘŜ a!/ ŀŘŘǊŜǎǎŜǎ ƻŦ ǘƘŜ ŀǘǘŀŎƪŜǊΦ 

ī 55ƻ{ 5ŜŦŜƴǎŜΥ 55ƻ{ ŀǘǘŀŎƪΣ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ 5ƛǎǘǊƛōǳǘŜŘ 5Ŝƴƛŀƭ ƻŦ {ŜǊǾƛŎŜ !ǘǘŀŎƪΣ 
ƳŀƪŜǎ ƴŜǘǿƻǊƪ ǊŜǎƻǳǊŎŜ ǳƴŀǾŀƛƭŀōƭŜ ǘƻ ƛǘǎ ƛƴǘŜƴŘŜŘ ǳǎŜǊǎΦ ¢ƘŜ ǊƻǳǘŜǊ Ŏŀƴ ōƭƻŎƪ 55ƻ{ 
ŀǘǘŀŎƪΣ ƛƴŎƭǳŘƛƴƎ L/at CƭƻƻŘΣ ¦5t CƭƻƻŘΣ ŀƴŘ {¸b CƭƻƻŘ ŀǘǘŀŎƪǎΦ 

ī Lt !ǘǘŀŎƪ 5ŜŦŜƴǎŜΥ ²ƛǘƘ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜŘΣ ǘƘŜ ǊƻǳǘŜǊ Ŏŀƴ ƛƴǘŜǊŎŜǇǘ ǎƻƳŜ ǇŀŎƪŜǘǎ 
ǿƛǘƘ ǎǇŜŎƛŦƛŜŘ Lt ƻǇǘƛƻƴǎΦ ¢ƘŜǎŜ Lt ƻǇǘƛƻƴǎ ƛƴŎƭǳŘŜ Lt ¢ƛƳŜǎǘŀƳǇ hǇǘƛƻƴΣ Lt {ŜŎǳǊƛǘȅ 
hǇǘƛƻƴΣ Lt {ǘǊŜŀƳ hǇǘƛƻƴΣ Lt wŜŎƻǊŘ wƻǳǘŜ hǇǘƛƻƴΣ Lt [ƻƻǎŜ {ƻǳǊŎŜ wƻǳǘŜ hǇǘƛƻƴ ŀƴŘ 
ƛƭƭŜƎŀƭ Lt ƻǇǘƛƻƴǎΦ 

ī .ƭƻŎƪ ²!b tƛƴƎΥ ²ƛǘƘ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ŜƴŀōƭŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƛƎƴƻǊŜǎ ²!b Lt 
ŀŘŘǊŜǎǎ ǇƛƴƎ ǊŜǉǳŜǎǘǎ ŦǊƻƳ ƛƴǘŜǊƴŜǘ ƘƻǎǘǎΤ ǘƘŜǊŜŦƻǊŜΣ ǘƘŜ ǊƻǳǘŜǊ ŀǾƻƛŘǎ ŜȄǇƻǎƛƴƎ ƛǘǎŜƭŦ 
ŀƴŘ ŘŜŦŜƴŘǎ ǘƘŜ ŜȄǘŜǊƴŀƭ ǇƛƴƎ ŀǘǘŀŎƪǎΦ 

/ƭƛŎƪ aƻǊŜ Ҕ {ŜŎǳǊƛǘȅ {ŜǘǘƛƴƎǎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 
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tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

Security 
Settings 

ARP Defense Enable or disable the ARP defense function. 

ARP Broadcast 
Interval 

Specifies the interval at which the router sends ARP broadcast messages. 

DDoS 
Defense 

ICMP Flood 
Threshold 

If ICMP request packets from a same host in LAN received by the router exceed 
this threshold within 1 second, the router suffers ICMP flood attack. 

UDP Flood 
Threshold 

If UDP request packets from a same host in LAN received by the router exceed 
this threshold within 1 second, the router suffers UDP flood attack. 

SYN Flood 
Threshold 

If TCP SYN request packets from a same host in LAN received by the router 
exceed this threshold within 1 second, the router suffers SYN flood attack. 

IP Attack 
Defense 

IP Timestamp 
Option 

With this function enabled, the router blocks IP packets that contain the 
Internet Timestamp option in the local network. 

IP Security 
Option 

With this function enabled, the router blocks IP packets that contain the 
Security option in the local network. 

IP Stream 
Option 

With this function enabled, the router blocks IP packets that contain the Stream 
ID option in the local network. 

IP Record 
Route Option 

With this function enabled, the router blocks IP packets that contain the Record 
Route option in the local network. 

IP Loose Source 
Route Option 

With this function enabled, the router blocks IP packets that contain the Loose 
Source Route option in the local network. 

Rouge IP 
Option 

With this function enabled, the router blocks IP packets that fail to pass 
integrity and correctness check in the local network. 

Block WAN Ping 

Enable or disable the block WAN ping function. By default, this function is 
disabled. 

After the block WAN ping function is enabled, the router automatically ignores 
WAN IP address ping requests from internet hosts; therefore, the router avoids 
exposing itself and defends external ping attacks. 
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12.11  VPN 

12.11.1  Overview 

±tbΣ ŀōōǊŜǾƛŀǘŜŘ ŦƻǊ ±ƛǊǘǳŀƭ tǊƛǾŀǘŜ bŜǘǿƻǊƪΣ ƛǎ ŀ ǎǇŜŎƛŀƭ ƴŜǘǿƻǊƪ ǎŜǘ ǳǇ ƻƴ ǘƘŜ ǇǳōƭƛŎ ƴŜǘǿƻǊƪ 
όƎŜƴŜǊŀƭƭȅ ǘƘŜ ƛƴǘŜǊƴŜǘύΦ Lǘ ŜȄƛǎǘǎ ƻƴƭȅ ƭƻƎƛŎŀƭƭȅΣ ŀƴŘ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ŀƴȅ ǇƘȅǎƛŎŀƭ ƭƛƴŜǎΦ ¢ƘŜ ±tb 
ǘŜŎƘƴƻƭƻƎȅ ƛǎ ǿƛŘŜƭȅ ǳǎŜŘ ƛƴ ŜƴǘŜǊǇǊƛǎŜ ƴŜǘǿƻǊƪǎ ŀƴŘ ƛǎ ǳǎŜŘ ǘƻ ŀŎƘƛŜǾŜ ǊŜǎƻǳǊŎŜ ǎƘŀǊƛƴƎ ōŜǘǿŜŜƴ ŀ 
ǎǳōǎƛŘƛŀǊȅ ŀƴŘ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎΣ ŀƴŘ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΣ ǇǊƻǘŜŎǘǎ ǘƘŜǎŜ ǊŜǎƻǳǊŎŜǎ ŦǊƻƳ ōŜƛƴƎ 
ŜȄǇƻǎŜŘ ǘƻ ƻǘƘŜǊ ǳǎŜǊǎ ƛƴ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƘŜ ǘȅǇƛŎŀƭ ƴŜǘǿƻǊƪ ǘƻǇƻƭƻƎȅ ƛǎ ǎƘƻǿƴ ŀǎ ōŜƭƻǿΦ 

 

¢ƘŜ ǊƻǳǘŜǊ ǎǳǇǇƻǊǘǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ±tb ǎŜǊǾƛŎŜǎΥ 

ī tt¢tκ[н¢t ±tb {ŜǊǾŜǊ 

ī tt¢tκ[н¢t ±tb /ƭƛŜƴǘ 

ī Lt{ŜŎ  

{ǳōǎƛŘƛŀǊȅ 
ǎǘŀŦŦ 

 

{ǳōǎƛŘƛŀǊȅ 

wƻǳǘŜǊ 
±tb /ƭƛŜƴǘ 

wƻǳǘŜǊ 
±tb {ŜǊǾŜǊ 

9ƴǘŜǊǇǊƛǎŜ 
ƛƴǘŜǊƴŀƭ 
ǎŜǊǾŜǊ 

IŜŀŘǉǳŀǊǘŜǊǎ 

±tb ǘǳƴƴŜƭ [!b [!b ²!b ²!b 
LƴǘŜǊƴŜǘ 
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12.11.2  VPN server 

¢ƘŜ ǊƻǳǘŜǊ Ŏŀƴ ōŜ ǳǎŜŘ ŀǎ ŀ tt¢tκ[н¢t ǎŜǊǾŜǊ ǘƻ ŀŎŎŜǇǘ ŎƻƴƴŜŎǘƛƻƴǎ ŦǊƻƳ tt¢tκ[н¢t ŎƭƛŜƴǘǎΦ 

/ƭƛŎƪ aƻǊŜ Ҕ ±tb {ŜǊǾŜǊ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ǘƘƛǎ ŦǳƴŎǘƛƻƴ ƛǎ ŘƛǎŀōƭŜŘΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

VPN Server 
Enable or disable the VPN server function. 

After this function is enabled, the router serves as a VPN server. 

Server Type 

Specifies the VPN protocol type the router uses, including PPTP and L2TP. Both PPTP and 
L2TP are layer-2 VPN tunnel protocol and use the PPP to encapsulate data, and both add an 
additional head for data. 

 ̧ PPTP: The router serves as a PPTP server and accepts connections from PPTP clients. 

 ̧ L2TP: The router serves as an L2TP server and accepts connections from L2TP clients. 

WAN 

Specifies the WAN port for setting up a VPN tunnel between the VPN server and the 
clients. 

The IP address or domain name of the WAN port is the server IP address/domain name of 
VPN client. 
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Parameter Description 

Encryption 

Enable or disable 128-bit data encryption. This parameter only appears when PPTP is 
selected. 

The encryption configuration of the client and server must be the same. Otherwise, the 
communication cannot be performed properly. 

IPSec Encryption 

Enable or disable the IPSec encryption. This parameter only appears when L2TP is selected. 

If you want to configure IPSec encryption, select the IPSec rules whose encapsulation mode 
is transport mode. 

IP Address Pool 
Specifies IP address range that the PPTP/L2TP clients can obtain from the VPN server to be 
connected. 

aŀȄΦ ¦ǎŜǊǎ 
Specifies the maximum number of VPN clients allowed to connect to the PPTP/L2TP server. 
The value is fixed to 32. 

¦ǎŜǊ bŀƳŜ 
{ǇŜŎƛŦƛŜǎ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ǳǎŜŘ ǘƻ Řƛŀƭ ƛƴ ŀ tt¢tκ[н¢t ±tb ŎƻƴƴŜŎǘƛƻƴΦ 

tŀǎǎǿƻǊŘ 

bŜǘǿƻǊƪ ¦ǎŜǊǎ 

Specifies the type of the VPN client. 

 ̧ Yes: Choose this option when the VPN client is a network. Under such circumstances, you 
need to set the network segment, subnet mask of the VPN client. 

 ̧ No: Choose this option when the VPN client is a host. 

bŜǘǿƻǊƪ 
{ŜƎƳŜƴǘ 

When the VPN client is a network, enter the private network prefix of the client. 

{ǳōƴŜǘ aŀǎƪ When the VPN client is a network, enter the subnet mask of the client. 

wŜƳŀǊƪ Specifies the remarks of the account. 

{ǘŀǘǳǎ {ǇŜŎƛŦƛŜǎ ǿƘŜǘƘŜǊ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǊǳƭŜ ƛǎ ŜƴŀōƭŜŘΦ 

hǇŜǊŀǘƛƻƴ 

Specifies the operations you can perform on the rule. 

Υ Click it to edit the rule. 

: Click it to delete the rule. 
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Add a PPTP/L2TP user account 

bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ ±tb {ŜǊǾŜǊ Ҕ tt¢tκ[н¢t ¦ǎŜǊΣ ŎƭƛŎƪ Ҍ!ŘŘΣ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ƛƴ 
ǘƘŜ !ŘŘ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 
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12.11.3  VPN client 

¢ƘŜ ǊƻǳǘŜǊ Ŏŀƴ ōŜ ǳǎŜŘ ŀǎ ŀ tt¢tκ[н¢t ŎƭƛŜƴǘ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ tt¢tκ[н¢t ǎŜǊǾŜǊΦ 

/ƭƛŎƪ aƻǊŜ Ҕ ±tb /ƭƛŜƴǘ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

.ȅ ŘŜŦŀǳƭǘΣ ±tb /ƭƛŜƴǘ ƛǎ ŘƛǎŀōƭŜŘΦ

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

VPN Client 
Enable or disable the VPN client function. 

After this function is enabled, the router serves as a VPN client. 

/ƭƛŜƴǘ ¢ȅǇŜ 

Specifies the VPN protocol type the router uses, including PPTP and L2TP. Both PPTP and 
L2TP are layer-2 VPN tunnel protocol and use the PPP to encapsulate data, and both add an 
additional head for data. 

 ̧ PPTP: Choose this option if the VPN server to be connected is a PPTP server. 

 ̧ L2TP: Choose this option if the VPN server to be connected is an L2TP server. 

²!b Specifies the WAN port the router uses for VPN dial-up. 
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Parameter Description 

{ŜǊǾŜǊ Ltκ5ƻƳŀƛƴ 
bŀƳŜ 

Specifies the IP address or domain name of the VPN server to be connected, which is 
generally the IP address or domain name of the WAN port enabling the PPTP/L2TP server 
function of the peer VPN router. 

¦ǎŜǊ bŀƳŜ Specifies the PPTP/L2TP user account, which is the user name and password assigned by 
the VPN server. tŀǎǎǿƻǊŘ 

9ƴŎǊȅǇǘƛƻƴ 

Enable or disable data encryption. This parameter only appears when PPTP is selected. 

The encryption configuration of the client and server must be the same. Otherwise, the 
communication cannot be performed properly. 

±tb tǊƻȄȅ 
After this function is enabled, LAN users access the internet through the VPN server-side 
router. 

wŜƳƻǘŜ [!b Specifies the network segment of the LAN of the VPN server. 

wŜƳƻǘŜ {ǳōƴŜǘ 
aŀǎƪ 

Specifies the subnet mask of the LAN of the VPN server. 

{ǘŀǘǳǎ Specifies the current connection status of the VPN. 
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12.11.4  IPSec 

Lt {ŜŎǳǊƛǘȅ όLt{ŜŎύ ƛǎ ŀ ǇǊƻǘƻŎƻƭ ǎǳƛǘŜ ŦƻǊ ǘǊŀƴǎƳƛǘǘƛƴƎ Řŀǘŀ ƻǾŜǊ ǘƘŜ ƛƴǘŜǊƴŜǘ ƛƴ ŀ ǎŜŎǳǊŜ ŀƴŘ 
ŜƴŎǊȅǇǘŜŘ ƳŀƴƴŜǊΦ 

Â 9ƴŎŀǇǎǳƭŀǘƛƻƴ ƳƻŘŜ 

9ƴŎŀǇǎǳƭŀǘƛƻƴ ƳƻŘŜ ǎǇŜŎƛŦƛŜǎ ŜƴŎŀǇǎǳƭŀǘƛƻƴ ƳƻŘŜ ƻŦ ǘƘŜ Řŀǘŀ ǘǊŀƴǎƳƛǘǘŜŘ ōȅ Lt{ŜŎΦ Lt{ŜŎ 
ǎǳǇǇƻǊǘǎ ¢ǳƴƴŜƭ ŀƴŘ ¢ǊŀƴǎǇƻǊǘ ƳƻŘŜǎΦ 

ī ¢ǳƴƴŜƭΥ ¢Ƙƛǎ ƳƻŘŜ ŀŘŘǎ ŀƴ ŀŘŘƛǘƛƻƴŀƭ Lt ƘŜŀŘ ŀƴŘ ƛǎ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ǳǎŜŘ ōŜǘǿŜŜƴ 
ƎŀǘŜǿŀȅǎΦ ¢ƘŜ ǿƘƻƭŜ Lt Řŀǘŀ ǇŀŎƪŜǘ ƻŦ ǘƘŜ ǳǎŜǊ ƛǎ ǳǎŜŘ ǘƻ ŎŀƭŎǳƭŀǘŜ ǘƘŜ !I ƻǊ 9{t ƘŜŀŘΦ 
!I ƻǊ 9{t ƘŜŀŘ ŀƴŘ ǘƘŜ ǳǎŜǊ Řŀǘŀ ŜƴŎǊȅǇǘŜŘ ōȅ 9{t ŀǊŜ ŜƴŎŀǇǎǳƭŀǘŜŘ ƛƴ ŀ ƴŜǿ Lt Řŀǘŀ 
ǇŀŎƪŜǘΦ 

ī ¢ǊŀƴǎǇƻǊǘΥ ¢Ƙƛǎ ƳƻŘŜ ŘƻŜǎ ƴƻǘ ŎƘŀƴƎŜ ǘƘŜ ƻǊƛƎƛƴŀƭ Lt ƘŜŀŘ ŀƴŘ ƛǎ Ƴƻǎǘ ŎƻƳƳƻƴƭȅ ǳǎŜŘ 
ōŜǘǿŜŜƴ ƘƻǎǘǎΦ hƴƭȅ ǘƘŜ Řŀǘŀ ŀǘ ǘƘŜ ǘǊŀƴǎƳƛǎǎƛƻƴ ƭŀȅŜǊ ƛǎ ǳǎŜŘ ǘƻ ŎŀƭŎǳƭŀǘŜ !I ƻǊ 9{t 
ƘŜŀŘΦ !I ƻǊ 9{t ƘŜŀŘ ƻǊ ǳǎŜǊ Řŀǘŀ ŜƴŎǊȅǇǘŜŘ ōȅ 9{t ŀǊŜ ǇƭŀŎŜŘ ōŜƘƛƴŘ ǘƘŜ ƻǊƛƎƛƴŀƭ Lt 
ǇŀŎƪŜǘ ƘŜŀŘΦ 

Â {ŜŎǳǊƛǘȅ ƎŀǘŜǿŀȅ 

Lǘ ǊŜŦŜǊǎ ǘƻ ŀ ƎŀǘŜǿŀȅ όǎŜŎǳǊŜ ŀƴŘ ŜƴŎǊȅǇǘŜŘ ǊƻǳǘŜǊύ ǿƛǘƘ ǘƘŜ Lt{ŜŎ ŦǳƴŎǘƛƻƴŀƭƛǘȅΦ Lt{ŜŎ ƛǎ ǳǎŜŘ 
ǘƻ ǇǊƻǘŜŎǘ Řŀǘŀ ŜȄŎƘŀƴƎŜŘ ōŜǘǿŜŜƴ ǎǳŎƘ ƎŀǘŜǿŀȅǎ ŦǊƻƳ ōŜƛƴƎ ǘŀƳǇŜǊŜŘ ŀƴŘ ǇŜŜǇŜŘΦ 

Â Lt{ŜŎ ǇŜŜǊ 

¢ƘŜ ǘǿƻ Lt{ŜŎ ǘŜǊƳƛƴŀƭǎ ŀǊŜ ŎŀƭƭŜŘ Lt{ŜŎ ǇŜŜǊǎΦ ¢ƘŜ ǘǿƻ ǇŜŜǊǎ όǎŜŎǳǊƛǘȅ ƎŀǘŜǿŀȅǎύ Ŏŀƴ 
ǎŜŎǳǊŜƭȅ ŜȄŎƘŀƴƎŜ Řŀǘŀ ƻƴƭȅ ŀŦǘŜǊ ŀ {ŜŎǳǊƛǘȅ !ǎǎƻŎƛŀǘƛƻƴ ό{!ύ ƛǎ ǎŜǘ ǳǇ ōŜǘǿŜŜƴ ǘƘŜƳΦ 

Â {! 

{! ǎǇŜŎƛŦƛŜǎ ǎƻƳŜ ŜƭŜƳŜƴǘǎ ƻŦ ǘƘŜ ǇŜŜǊǎΣ ǎǳŎƘ ŀǎ ǘƘŜ ōŀǎŜ ǇǊƻǘƻŎƻƭ ό!IΣ 9{tΣ ƻǊ ōƻǘƘύΣ 
ŜƴŎŀǇǎǳƭŀǘƛƻƴ ƳƻŘŜ όǘǊŀƴǎǇƻǊǘ ƻǊ ǘǳƴƴŜƭύΣ ŜƴŎǊȅǇǘƛƻƴ ŀƭƎƻǊƛǘƘƳ ό59{Σ о59{Σ ƻǊ !9{ύΣ ǎƘŀǊŜŘ 
ƪŜȅ ŦƻǊ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ƛƴ ǎǇŜŎƛŦƛŜŘ ŦƭƻǿǎΣ ŀƴŘ ƭƛŦŜ ŎȅŎƭŜ ƻŦ ǘƘŜ ƪŜȅΦ {! Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
ŦŜŀǘǳǊŜǎΥ 

ī ! ǘǊƛǇƭŜǘ ϑ{tLΣ 5Ŝǎǘƛƴŀǘƛƻƴ Lt ŀŘŘǊŜǎǎΣ {ŜŎǳǊƛǘȅ ǇǊƻǘƻŎƻƭ ƛŘŜƴǘƛŦƛŜǊϒ ƛǎ ǳǎŜŘ ŀǎ ŀ ǳƴƛǉǳŜ 
L5Φ 

ī !ƴ {! ǎǇŜŎƛŦƛŜǎ ǘƘŜ ǇǊƻǘƻŎƻƭΣ ŀƭƎƻǊƛǘƘƳΣ ŀƴŘ ƪŜȅ ŦƻǊ ǇǊƻŎŜǎǎƛƴƎ ǇŀŎƪŜǘǎΦ 

ī 9ŀŎƘ LtǎŜŎ {! ƛǎ ǳƴƛŘƛǊŜŎǘƛƻƴŀƭ ǿƛǘƘ ŀ ƭƛŦŜ ŎȅŎƭŜΦ 

ī !ƴ {! Ŏŀƴ ōŜ ŎǊŜŀǘŜŘ Ƴŀƴǳŀƭƭȅ ƻǊ ƎŜƴŜǊŀǘŜŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǳǎƛƴƎ ƛƴǘŜǊƴŜǘ YŜȅ 9ȄŎƘŀƴƎŜ 
όLY9ύΦ ¢ƘŜ LY9 ǇǊƻǘƻŎƻƭ Ƙŀǎ ǘǿƻ ǾŜǊǎƛƻƴǎ ƻŦ LY9Ǿм ŀƴŘ LY9ǾнΦ ¢ƘŜ ŘŜǾƛŎŜ ǎǳǇǇƻǊǘǎ LY9Ǿм 
ŀƴŘ ǘƘŜ LY9 ƘŜǊŜƛƴŀŦǘŜǊ ǎǘŀƴŘǎ ŦƻǊ LY9ǾмΦ 
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Configure IPSec connection: Tunnel mode 

/ƭƛŎƪ aƻǊŜ Ҕ Lt{ŜŎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ /ƭƛŎƪ Ҍ!ŘŘΣ ǎŜƭŜŎǘ ǘƘŜ ¢ǳƴƴŜƭ ƳƻŘŜΣ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
ǇŀǊŀƳŜǘŜǊǎ ƛƴ ǘƘŜ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

¢ƘŜ ǊƻǳǘŜǊ ǎǳǇǇƻǊǘǎ ōƻǘƘ ¢ǳƴƴŜƭ ƳƻŘŜ όŘŜŦŀǳƭǘύ ŀƴŘ ¢ǊŀƴǎǇƻǊǘ ƳƻŘŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

IPSec Enable or disable the IPSec function. 

²!b 
Specifies the WAN port over which the IPSec function takes effect. The remote gateway 
address of the IPSec peer device should be the IP address of this interface. 
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Parameter Description 

9ƴŎŀǇǎǳƭŀǘƛƻƴ 
aƻŘŜ 

Specifies the IPSec data encapsulation mode. 

 ̧ Tunnel: This mode is generally used between two security gateways. 

 ̧ Transport: This mode is generally used between hosts or host and gateway. 

/ƻƴƴŜŎǘƛƻƴ 
bŀƳŜ 

Specifies the name of the IPSec connection. 

9ȄŎƘŀƴƎŜ aƻŘŜ 

Specifies the exchange mode of the IPSec tunnel. 

 ̧ Initiator Mode: The device sends a connection request to the peer device. 

 ̧ Responder Mode: The device waits for the peer device to send a connection request. 

 

Do not set both ends of the IPSec tunnel as Responder Mode; otherwise, the IPSec tunnel 
setup fails. 

¢ǳƴƴŜƭ tǊƻǘƻŎƻƭ 

Specifies the protocol which offers the security service for IPSec. 

 ̧ AH: It is abbreviated for Authentication Header. This protocol is used for verifying data 
integrity. If a packet is tampered during transmission, the receiver discards it during data 
integrity verification. 

 ̧ ESP: It is abbreviated for Encapsulating Security Payload. This protocol is used for 
verifying data integrity and encrypting data. If a packet processed using this protocol is 
intercepted during transmission, it is difficult for the intercepting party to obtain the real 
information contained in the packet. This compatible protocol is widely used in gateway 
products. 

 ̧ AH+ESP: It indicates that the function features both AH and ESP. 

wŜƳƻǘŜ DŀǘŜǿŀȅ Specifies the IP address or domain name of the peer gateway of the IPSec tunnel. 

[ƻŎŀƭ [!bκtǊŜŦƛȄ 
[ŜƴƎǘƘ 

Specifies the network segment/prefix length of the LAN of the device. For example, if the 
IP address of the LAN port of the device is 192.168.0.1 and the subnet mask is 
255.255.255.0, the local LAN/prefix length can be 192.168.0.0/24. 

wŜƳƻǘŜ 
[!bκtǊŜŦƛȄ 
[ŜƴƎǘƘ 

Specifies the network segment/prefix length of the LAN of the peer gateway of the IPSec 
tunnel. If the peer device is a host, this parameter can be set as άthe IP address of the 
device/32έ. 

YŜȅ bŜƎƻǘƛŀǘƛƻƴ 

Specifies the key negotiation mode of the IPSec security tunnel. 

 ̧ Auto Negotiation: It indicates that an SA is set up, maintained, and deleted automatically 
using IKE (Internet Key Exchange). This reduces configuration complexity and simplifies 
IPSec usage and management. Such an SA (Security Association) has a life cycle and is 
updated regularly, leading to higher security. 

 ̧ Manual: It indicates that an SA is set up by manually specifying encryption and 
authentication algorithms and keys. Such an SA does not have a life cycle, and therefore 
it remains valid unless being manually deleted, leading to security risks. Generally, this 
mode is used only for commissioning. 

Key negotiation: Auto negotiation 

¢ƻ ǇǊƻǘŜŎǘ ƛƴŦƻǊƳŀǘƛƻƴ ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅ ǿƘŜƴ ǳǎƛƴƎ ŀǳǘƻ ƴŜƎƻǘƛŀǘƛƻƴΣ LY9 ƛǎ ƛƴ ǇƭŀŎŜ ǘƻ ƴŜƎƻǘƛŀǘŜ ƪŜȅǎ 
ŦƻǊ ǎŜŎǳǊŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ōŜǘǿŜŜƴ Lt{ŜŎ ǇŜŜǊǎΦ ¢ƘŜ LY9 ǇǊƻǘƻŎƻƭ ƛǎ ŀ ƘȅōǊƛŘ ƻŦ ǘƘǊŜŜ ƻǘƘŜǊ 
ǇǊƻǘƻŎƻƭǎΥ 
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ī L{!YatΥ LƴǘŜǊƴŜǘ {ŜŎǳǊƛǘȅ !ǎǎƻŎƛŀǘƛƻƴ ŀƴŘ YŜȅ aŀƴŀƎŜƳŜƴǘ tǊƻǘƻŎƻƭΦ Lǘ ŘŜŦƛƴŜǎ ǘƘŜ 
ǇǊƻŎŜŘǳǊŜǎ ŦƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƴƎ ŀ ŎƻƳƳǳƴƛŎŀǘƛƴƎ ǇŜŜǊΣ ŎǊŜŀǘƛƻƴ ŀƴŘ ƳŀƴŀƎŜƳŜƴǘ ƻŦ 
{ŜŎǳǊƛǘȅ !ǎǎƻŎƛŀǘƛƻƴǎΣ ƪŜȅ ƎŜƴŜǊŀǘƛƻƴ ǘŜŎƘƴƛǉǳŜǎΣ ŀƴŘ ǘƘǊŜŀǘ ƳƛǘƛƎŀǘƛƻƴΦ 

ī hŀƪƭŜȅΥ hŀƪƭŜȅ YŜȅ 5ŜǘŜǊƳƛƴŀǘƛƻƴ tǊƻǘƻŎƻƭΦ Lǘ ŘŜŦƛƴŜǎ ǘƘŜ ǎǇŜŎƛŦƛŎ ƪŜȅ ƴŜƎƻǘƛŀǘƛƻƴ 
ƳŜŎƘŀƴƛǎƳΦ 

ī {Y9a9Υ ! ǎŜŎǳǊŜ ŀƴŘ ǾŜǊǎŀǘƛƭŜ ƪŜȅ ŜȄŎƘŀƴƎŜ ǇǊƻǘƻŎƻƭ ŦƻǊ ƪŜȅ ƳŀƴŀƎŜƳŜƴǘ ƻǾŜǊ 
ƛƴǘŜǊƴŜǘ ƛǎ ǇǊŜǎŜƴǘŜŘΦ 

LY9 ƴŜƎƻǘƛŀǘƛƻƴ Ŏŀƴ ōŜ ōǊƻƪŜƴ Řƻǿƴ ƛƴǘƻ ǘǿƻ ǇŜǊƛƻŘǎΦ 

tŜǊƛƻŘ мΥ ¢ƘŜ ŎƻƳƳǳƴƛŎŀǘƛƴƎ ǇŀǊǘƛŜǎ ƴŜƎƻǘƛŀǘŜ ŜȄŎƘŀƴƎŜ ŀƴŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀƭƎƻǊƛǘƘƳΣ ŜƴŎǊȅǇǘƛƻƴ 
ŀƭƎƻǊƛǘƘƳ ŀƴŘ ƻǘƘŜǊ ǎŜŎǳǊƛǘȅ ǇǊƻǘƻŎƻƭǎΣ ŀƴŘ ƎŜƴŜǊŀǘŜ ŀƴ L{!Yat {! ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǘƻ ŜȄŎƘŀƴƎŜ ƳƻǊŜ 
ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǇƘŀǎŜ LLΦ 

tŜǊƛƻŘ нΥ ¢ƘŜ L{!Yat {! ǎŜǘ ǳǇ ƛƴ ǇƘŀǎŜ L ƛǎ ǳǎŜŘ ŀǎ ǘƘŜ ǎŜŎǳǊƛǘȅ ŀƎǊŜŜƳŜƴǘ ƴŜƎƻǘƛŀǘƛƻƴ ǇŀǊŀƳŜǘŜǊ 
ƻŦ Lt{ŜŎ ǘƻ ŎǊŜŀǘŜ Lt{ŜŎ {!Σ ǿƘƛŎƘ ƛǎ ǳǎŜŘ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ Řŀǘŀ ƻŦ ōƻǘƘ ǇŀǊǘƛŜǎ 

²ƘŜƴ !ǳǘƻ bŜƎƻǘƛŀǘƛƻƴ ƛǎ ǎŜƭŜŎǘŜŘΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀƎŜ ŀǇǇŜŀǊǎΦ 

 

Parameter description 

Parameter Description 

!ǳǘƘŜƴǘƛŎŀǘƛƻƴ 
¢ȅǇŜ 

Specifies the shared key mode, which indicates a shared key string negotiated by IPSec 
parties with some way in advance. 

tǊŜ-ǎƘŀǊŜŘ YŜȅ 
Specifies the pre-shared key used during negotiation. This parameter must be the same 
with that of the peer gateway. A maximum of 128 characters are allowed. 

5t5 5ŜǘŜŎǘƛƻƴ 
Enable or disable the DPD Detection. This function can detect whether the remote tunnel 
site is valid. 

5t5 5ŜǘŜŎǘƛƻƴ 
/ȅŎƭŜ 

Specifies the cycle of transmitting DPD packets. 

The device transmits DPD packets based on the cycle set here. If the DPD packets are not 
confirmed by the remote peer device during the cycle period, the device re-initializes the 
IPSec SA between the both sides. 
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/ƭƛŎƪ !ŘǾŀƴŎŜŘΣ ŀƴŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŀǊŜŀ ŀǇǇŜŀǊǎΦ 

 

Parameter description 

Parameter Description 

aƻŘŜ 

Specifies the exchange mode in IKE phase I, which should be the same as that of peer 
gateway. 

 ̧ Main: This mode is the primary mode. In this mode, exchanged packets are huge to offer 
identity protection, which is applicable to scenarios where identity protection is rigorous. 

 ̧ Aggressive: This mode does not offer identity protection. In this mode, the exchanged 
packets are few in number and negotiation rate is high, which is applicable to scenarios 
where identity protection is loose. 

9ƴŎǊȅǇǘƛƻƴ 
!ƭƎƻǊƛǘƘƳ 

Specifies the IKE session encryption algorithm. The router supports the following 
algorithms: 

 ̧ DES (Data Encryption Standard): A 56-bit key is used to encrypt 64-bit data. The last 8 
bits of the 64-bit data are used for parity check. 3DES indicates that three 56-bit keys are 
used for encryption. 

 ̧ AES (Advanced Encryption Standard): AES 128/192/256 indicates that 128/192/256-bit 
keys are used for encryption respectively. 

LƴǘŜƎǊƛǘȅ 
±ŜǊƛŦƛŎŀǘƛƻƴ 

Specifies the IKE session verification algorithm. The router supports the following 
algorithms: 

 ̧ MD5 (Message Digest Algorithm): A 128-bit message digest is generated to prevent 
message tampering. 

 ̧ SHA1 (Secure Hash Algorithm): A 160-bit message digest is generated to prevent 
message tampering, leading to higher security than MD5. 
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Parameter Description 

5ƛŦŦƭŜ-IŜƭƭƳŀƴ 
DǊƻǳǇ 

Specifies the group information for the Diffie-Hellman algorithm for generating a session 
key used to encrypt an IKE tunnel. 

[ƻŎŀƭ L5 ¢ȅǇŜ 

Specifies the ID of the local gateway. 

 ̧ IP Address: The router uses the IP address of the specified WAN port for negotiation with 
the remote gateway. 

 ̧ FQDN: Fully Qualified Domain Name. If you select FQDN, you need to manually set a 
string of characters, which should be identical with the remote ID. 

 

Local ID Type and Peer ID Type should be the same. Under such circumstances, you are 
recommended to modify the Mode to Aggressive. 

tŜŜǊ L5 ¢ȅǇŜ 

Specifies the ID of the remote gateway. 

 ̧ IP Address: By default, the remote gateway uses the WAN IP address of the router for 
negotiation. 

 ̧ FQDN: Fully Qualified Domain Name. If you select FQDN, you need to manually set a 
string of characters, which should be identical with the local ID. 

 

Local ID Type and Peer ID Type should be the same. Under such circumstances, you are 
recommended to modify the Mode to Aggressive. 

YŜȅ 9ȄǇƛǊŀǘƛƻƴ Specifies the life cycle of ISAKMP SA. 

tC{ 

This feature generates a new key in IKE Phase II, which is unrelated to the key generated in 
IKE Phase I, ensuring that the key generated in Phase II is secure even if the key generated 
in IKE1 Phase I is cracked. 

With the PFS disabled, generation of the new key in IKE Phase II depends on the key in 
Phase I. Once the key generated in IKE Phase I is cracked, the key generated in Phase II will 
suffer threats, and further threatens the communication security. 
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Key negotiation: Manual 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛǎǇƭŀȅǎ ǘƘŜ ǇŀƎŜ ǿƘŜƴ aŀƴǳŀƭ ƛǎ ǎŜƭŜŎǘŜŘ ŦƻǊ YŜȅ bŜƎƻǘƛŀǘƛƻƴ ό¢ǳƴƴŜƭ ǇǊƻǘƻŎƻƭ 
!IҌ9{t ƛǎ ǳǎŜŘ ŦƻǊ ƛƭƭǳǎǘǊŀǘƛƻƴ ƘŜǊŜύΦ 

 

Parameter description 

Parameter Description 

ESP Encryption 
Algorithm 

When the Tunnel Protocol is set to ESP, the ESP encryption algorithm is required. The 
router supports the following algorithms: 

 ̧ DES: A 56-bit key is used to encrypt 64-bit data. The last 8 bits of the 64-bit data are 
used for parity check. 3DES indicates that three 56-bit keys are used for encryption. 

 ̧ AES: A 128/192/256-bit key is used for encryption. 

ESP Encryption Key 
Specifies the ESP encryption key. Both IPSec communication parties should have the 
same key. 

ESP/AH 
Authentication 
Algorithm 

When the Tunnel Protocol is set to ESP or AH, the corresponding encryption algorithm 
is required. The router supports the following algorithms: 

 ̧ MD5: A 128-bit message digest is generated to prevent message tampering. 

 ̧ SHA1: A 160-bit message digest is generated to prevent message tampering. 
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Parameter Description 

ESP/AH 
Authentication Key 

When the Tunnel Protocol is set to ESP or AH, the corresponding authentication key is 
required. 

Both IPSec communication parties should have the same key. 

ESP/AH Outgoing SPI 

Specifies the outgoing SPI. 

SPI, remote gateway address, protocol type identify an IPSec security community. This 
parameter must be the same with the incoming SPI of the peer device. 

ESP/AH Incoming SPI 

Specifies the incoming SPI. 

SPI, remote gateway address, protocol type identify an IPSec security community. This 
parameter must be the same with the outgoing SPI of the peer device. 
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Configure IPSec connection: Transport mode 

/ƭƛŎƪ aƻǊŜ Ҕ Lt{ŜŎ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ /ƭƛŎƪ Ҍ!ŘŘΣ ǎŜƭŜŎǘ ǘƘŜ ¢ǊŀƴǎǇƻǊǘ ƳƻŘŜΣ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 
ǇŀǊŀƳŜǘŜǊǎ ƛƴ ǘƘŜ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 

 

tŀǊŀƳŜǘŜǊ ŘŜǎŎǊƛǇǘƛƻƴ 

Parameter Description 

IPSec Enable or disable the IPSec function. 

²!b 
Specifies the WAN port over which the IPSec function takes effect. The remote gateway 
address of the IPSec peer device should be the IP address of this interface. 

9ƴŎŀǇǎǳƭŀǘƛƻƴ 
aƻŘŜ 

Specifies the IPSec data encapsulation mode. 

 ̧ Tunnel: This mode is generally used between two security gateways. 

 ̧ Transport: This mode is generally used between hosts or host and gateway. 

/ƻƴƴŜŎǘƛƻƴ 
bŀƳŜ 

Specifies the name of the IPSec connection. 

9ȄŎƘŀƴƎŜ aƻŘŜ 

Specifies the exchange mode of the IPSec tunnel. 

 ̧ Initiator Mode: The device sends a connection request to the peer device. 

 ̧ Responder Mode: The device waits for the peer device to send a connection request. 

 

Do not set both ends of the IPSec tunnel as Responder Mode; otherwise, the IPSec tunnel 
setup fails. 
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Parameter Description 

Encryption 
Algorithm 

Specifies the IKE session encryption algorithm. The router supports the following 
algorithms: 

 ̧ DES (Data Encryption Standard): A 56-bit key is used to encrypt 64-bit data. The last 8 
bits of the 64-bit data are used for parity check. 3DES indicates that three 56-bit keys are 
used for encryption. 

 ̧ AES (Advanced Encryption Standard): AES 128/192/256 indicates that 128/192/256-bit 
keys are used for encryption respectively. 

Integrity 
Verification 

Specifies the IKE session verification algorithm. The router supports the following 
algorithms: 

 ̧ MD5 (Message Digest Algorithm): A 128-bit message digest is generated to prevent 
message tampering. 

 ̧ SHA1 (Secure Hash Algorithm): A 160-bit message digest is generated to prevent 
message tampering, leading to higher security than MD5. 

Pre-shared Key 
Specifies the pre-shared key used during negotiation. This parameter must be the same 
with that of the peer gateway. A maximum of 128 characters are allowed. 
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12.11.5  Example of configuring a PPTP/L2TP VPN 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ŀƴŘ ƛǘǎ ǎǳōǎƛŘƛŀǊȅ ōƻǘƘ ǳǎŜ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊǎ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪ ŀƴŘ ǘƘŜ ǊƻǳǘŜǊǎ 
ƘŀǾŜ ōŜŜƴ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘΥ 

{ǳōǎƛŘƛŀǊȅ ǎǘŀŦŦ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ [!b ǊŜǎƻǳǊŎŜǎ ǘƘǊƻǳƎƘ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǎǳŎƘ ŀǎ ŘƻŎǳƳŜƴǘǎΣ h!Σ 9wt 
ǎȅǎǘŜƳΣ /wa ǎȅǎǘŜƳΣ ǇǊƻƧŜŎǘ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳ ŀƴŘ ƻǘƘŜǊ ǊŜǎƻǳǊŎŜǎΦ 

Solution 

{Ŝǘ ŀ ǊƻǳǘŜǊ ŀǎ ǘƘŜ ±tb ǎŜǊǾŜǊ ŀƴŘ ǘƘŜ ƻǘƘŜǊ ŀǎ ǘƘŜ ±tb ŎƭƛŜƴǘ ǘƻ ŜƴŀōƭŜ ǊŜƳƻǘŜ ǳǎŜǊǎ ǘƻ ǎŜŎǳǊŜƭȅ 
ŀŎŎŜǎǎ ǘƘŜ [!b ǘƘǊƻǳƎƘ ǘƘŜ ƛƴǘŜǊƴŜǘΦ tt¢t ±tb ƛǎ ǘŀƪŜƴ ŀǎ ŀƴ ŜȄŀƳǇƭŜ ƘŜǊŜ ŀƴŘ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
ŦƻǊ [н¢t ±tb ƛǎ ǘƘŜ ǎŀƳŜΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǊƻǳǘŜǊ м ƛǎ ǎŜǘ ŀǎ ǘƘŜ tt¢t ǎŜǊǾŜǊ ŀƴŘ ƛǘǎ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

ī ¦ǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ŀǎǎƛƎƴŜŘ ōȅ ǘƘŜ tt¢t ǎŜǊǾŜǊΥ {ǳōǎƛŘƛŀǊȅ м 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ tt¢t ǎŜǊǾŜǊΥ нлнΦмлрΦммΦнн 

ī 5ŀǘŀ ŜƴŎǊȅǇǘƛƻƴ ƛǎ ŜƴŀōƭŜŘ ƻƴ ǘƘŜ tt¢t ǎŜǊǾŜǊΦ 

ī LƴǘǊŀƴŜǘ ƻŦ ǘƘŜ tt¢t ǎŜǊǾŜǊΥ мфнΦмсуΦлΦлκнп 

ī tƻǊǘ ƻŦ ǘƘŜ tt¢t ǎŜǊǾŜǊ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ±tb ǘǳƴƴŜƭΥ ²!bм 

!ǎǎǳƳŜ ǘƘŀǘ ǊƻǳǘŜǊ н ƛǎ ǎŜǘ ŀǎ ǘƘŜ tt¢t ŎƭƛŜƴǘ ŀƴŘ ƛǘǎ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

ī LƴǘǊŀƴŜǘ ƻŦ ǘƘŜ tt¢t ŎƭƛŜƴǘΥ мфнΦмсуΦмΦлκнп 

ī tƻǊǘ ƻŦ ǘƘŜ tt¢t ŎƭƛŜƴǘ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ±tb ǘǳƴƴŜƭΥ ²!bм 

 

Configuration procedure 

 
 

Step 1 {Ŝǘ ǊƻǳǘŜǊ м ŀǎ ǘƘŜ ±tb ǎŜǊǾŜǊΦ 

{ǿƛǘŎƘ 

wƻǳǘŜǊ н 

±tb ŎƭƛŜƴǘ 

²!bм 

[!b 

{ǿƛǘŎƘ 

[!b 

[!b 

9ƴǘŜǊǇǊƛǎŜ ǎŜǊǾŜǊ 

wƻǳǘŜǊ м 

±tb ǎŜǊǾŜǊ 

{ǳōǎƛŘƛŀǊȅ 

 

IŜŀŘǉǳŀǊǘŜǊǎ 

±tb ǘǳƴƴŜƭ  
LƴǘŜǊƴŜǘ ²!bм 

{Ŝǘ ǊƻǳǘŜǊ м ŀǎ ±tb ǎŜǊǾŜǊ {Ŝǘ ǊƻǳǘŜǊ н ŀǎ ±tb ŎƭƛŜƴǘ 
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1. Enable the PPTP server. 

(1) Log in to the web UI of router 1, and navigate to More > VPN Server. 

(2) Enable VPN Server. 

(3) Configure the following parameters, and click Save at the bottom of the page. 

-  {ŜƭŜŎǘ {ŜǊǾŜǊ ¢ȅǇŜΣ ǿƘƛŎƘ ƛǎ tt¢t ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

-  {ŜƭŜŎǘ ǘƘŜ ²!b ǇƻǊǘ ŦƻǊ ǎŜǘǘƛƴƎ ǳǇ ŀ ±tb ǘǳƴƴŜƭ ōŜǘǿŜŜƴ ǘƘŜ ±tb ǎŜǊǾŜǊ ŀƴŘ 
ŎƭƛŜƴǘΣ ǿƘƛŎƘ ƛǎ ²!bм ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

-  9ƴŀōƭŜ 9ƴŎǊȅǇǘƛƻƴΦ 

 

2. Configure the PPTP/L2TP user. 

(1) Navigate to More > VPN Server > PPTP/L2TP user. 

(2) Click +Add. 

 

(3) Configure the following parameters in the Add window, and click Save. 

-  9ƴǘŜǊ ǘƘŜ ¦ǎŜǊ bŀƳŜ ǘƘŜ ±tb ŎƭƛŜƴǘ ǳǎŜǎ ŦƻǊ ±tb ŎƻƴƴŜŎǘƛƻƴΣ ǿƘƛŎƘ ƛǎ {ǳōǎƛŘƛŀǊȅ м 
ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

-  9ƴǘŜǊ ǘƘŜ tŀǎǎǿƻǊŘΣ ǿƘƛŎƘ ƛǎ {ǳōǎƛŘƛŀǊȅ м ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

-  {ŜƭŜŎǘ ̧Ŝǎ ŦƻǊ bŜǘǿƻǊƪ ¦ǎŜǊǎΦ 

-  9ƴǘŜǊ ǘƘŜ bŜǘǿƻǊƪ {ŜƎƳŜƴǘ ƻŦ ǘƘŜ ±tb ŎƭƛŜƴǘ [!bΣ ǿƘƛŎƘ ƛǎ мфнΦмсуΦмΦл ƛƴ ǘƘƛǎ 
ŜȄŀƳǇƭŜΦ 

-  9ƴǘŜǊ ǘƘŜ {ǳōƴŜǘ aŀǎƪΣ ǿƘƛŎƘ ƛǎ нррΦнррΦнррΦл ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 
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-  9ƴǘŜǊ ŀ wŜƳŀǊƪ ŦƻǊ ǘƘŜ ǳǎŜǊ ŀŎŎƻǳƴǘΣ ǿƘƛŎƘ ƛǎ {ǳōǎƛŘƛŀǊȅ м ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

!ŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Step 2 {Ŝǘ ǊƻǳǘŜǊ н ŀǎ ǘƘŜ ±tb ŎƭƛŜƴǘΦ 

1. Log in to the web UI of router 2, and navigate to More > VPN Client. 

2. Enable VPN Client. 

3. Configure the following parameters, and click Save at the bottom of the page. 

(1) Select the Client Type same as the server type, which is PPTP in this example. 

(2) Select the WAN port for setting up a VPN tunnel between the VPN server and client, 
which is WAN1 in this example. 
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(3) Enter the Serve IP/Domain Name of the WAN port which serves as the egress at the 
VPN server side, which is 202.105.11.22 in this example. 

(4) Enter the User Name assigned by the VPN server, which is Subsidiary 1 in this 
example. 

(5) Enter the Password, which is Subsidiary 1 in this example. 

(6) Enable Encryption. 

(7) Enter the Remote LAN, which is 192.168.0.0 in this example. 

(8) Enter the Remote Subnet Mask, which is 255.255.255.0 in this example. 

 

----9ƴŘ 

²ƘŜƴ ǘƘŜ {ǘŀǘǳǎ ǎƘƻǿǎ /ƻƴƴŜŎǘŜŘΣ ǘƘŜ ±tb ŎƻƴƴŜŎǘƛƻƴ ƛǎ ǎǳŎŎŜǎǎŦǳƭΦ {ǘŀŦŦ ƻŦ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀƴŘ 
ǘƘŜ ǎǳōǎƛŘƛŀǊȅ Ŏŀƴ ǎŜŎǳǊŜƭȅ ŀŎŎŜǎǎ ǘƘŜ [!b ǊŜǎƻǳǊŎŜǎ ǘƘǊƻǳƎƘ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 
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Verification 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ǎǳōǎƛŘƛŀǊȅ ƛǎ ŀōƻǳǘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ C¢t ǎŜǊǾŜǊ ƻŦ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎΦ ¢ƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ 
ǇǊƻƧŜŎǘ Řŀǘŀ ƛǎ ǎǘƻǊŜŘ ƻƴ ŀƴ C¢t ǎŜǊǾŜǊ ŀƴŘ ǘƘŜ ǎŜǊǾŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

ī C¢t ǎŜǊǾŜǊ Lt ŀŘŘǊŜǎǎΥ мфнΦмсуΦлΦмлп 

ī {ŜǊǾŜǊ ǇƻǊǘΥ нм 

ī [ƻƎƛƴ ǳǎŜǊƴŀƳŜκǇŀǎǎǿƻǊŘΥ ¢ƻƳмноκ¢ƻƳƳȅпрс 

²ƘŜƴ ǎǳōǎƛŘƛŀǊȅ ǎǘŀŦŦ ŀŎŎŜǎǎ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ ǇǊƻƧŜŎǘ ƳŀǘŜǊƛŀƭǎΣ ǇŜǊŦƻǊƳ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƻŎŜŘǳǊŜǎΥ 

Step 1 9ƴǘŜǊ ŦǘǇΥκκǎŜǊǾŜǊ Lt ŀŘŘǊŜǎǎ ƛƴ ŀ ōǊƻǿǎŜǊ ƻǊ ¢Ƙƛǎ t/Σ ǿƘƛŎƘ ƛǎ ŦǘǇΥκκмфнΦмсуΦлΦмлп ƛƴ ǘƘƛǎ 

ŜȄŀƳǇƭŜΦ 

 

LŦ ǘƘŜ [!b ǎŜǊǾƛŎŜ ǇƻǊǘ ƛǎ ƴƻǘ ǘƘŜ ŘŜŦŀǳƭǘ ǇƻǊǘ ƴǳƳōŜǊΣ ǘƘŜ ŀŎŎŜǎǎ ŦƻǊƳŀǘ ƛǎ [!b ǎŜǊǾƛŎŜ ŀǇǇƭƛŎŀǘƛƻƴ 
ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκǎŜǊǾŜǊ Lt ŀŘŘǊŜǎǎΥ[!b ǎŜǊǾƛŎŜ ǇƻǊǘΦ 

 

Step 2 9ƴǘŜǊ ǘƘŜ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘΣ ǿƘƛŎƘ ŀǊŜ ¢ƻƳмно ŀƴŘ ¢ƻƳƳȅ прс ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ 

ŀƴŘ ŎƭƛŎƪ [ƻƎƛƴΦ 
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¢ƘŜ ŀŎŎŜǎǎ ƛǎ ǎǳŎŎŜǎǎŦǳƭΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 
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12.11.6  Example of configuring an IPSec VPN 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ŀƴŘ ƛǘǎ ǎǳōǎƛŘƛŀǊȅ ōƻǘƘ ǳǎŜ ǊƻǳǘŜǊǎ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪ ŀƴŘ ǘƘŜ ǊƻǳǘŜǊǎ ƘŀǾŜ ōŜŜƴ 
ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

¢ƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘΥ 

{ǳōǎƛŘƛŀǊȅ ǎǘŀŦŦ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ [!b ǊŜǎƻǳǊŎŜǎ ǘƘǊƻǳƎƘ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǎǳŎƘ ŀǎ ŘƻŎǳƳŜƴǘǎΣ h!Σ 9wt 
ǎȅǎǘŜƳΣ /wa ǎȅǎǘŜƳΣ ǇǊƻƧŜŎǘ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳ ŀƴŘ ƻǘƘŜǊ ǊŜǎƻǳǊŎŜǎΦ 

Solution 

{Ŝǘ ǳǇ ŀƴ Lt{ŜŎ ǘǳƴƴŜƭ ƻƴ ǘƘŜ ǘǿƻ ǊƻǳǘŜǊǎ ŦƻǊ ǘƘŜ ǊŜƳƻǘŜ ǳǎŜǊǎ ǘƻ ǎŜŎǳǊŜƭȅ ŀŎŎŜǎǎ ǘƘŜ [!b ǘƘǊƻǳƎƘ 
ǘƘŜ ƛƴǘŜǊƴŜǘΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǊƻǳǘŜǊ м ƛǎ ŘŜǇƭƻȅŜŘ ƛƴ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀƴŘ ƛǘǎ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

ī tƻǊǘ ǳǎŜŘ ǘƻ ŜǎǘŀōƭƛǎƘ ŀƴ Lt{ŜŎ ǘǳƴƴŜƭΥ ²!bм 

ī ²!bм Lt ŀŘŘǊŜǎǎΥ нлнΦмлрΦммΦнн 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ [!bΥ мфнΦмсуΦлΦлκнп 

!ǎǎǳƳŜ ǘƘŀǘ ǊƻǳǘŜǊ н ƛǎ ŘŜǇƭƻȅŜŘ ƛƴ ǘƘŜ ǎǳōǎƛŘƛŀǊȅ ŀƴŘ ƛǘǎ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

ī tƻǊǘ ǳǎŜŘ ǘƻ ŜǎǘŀōƭƛǎƘ ŀƴ Lt{ŜŎ ǘǳƴƴŜƭΥ ²!bм 

ī ²!b Lt ŀŘŘǊŜǎǎΥ нлнΦмлрΦууΦтт 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ [!bΥ мфнΦмсуΦмΦлκнп 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ōŀǎƛŎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ǘƘŜ Lt{ŜŎ ŎƻƴƴŜŎǘƛƻƴ ōŜǘǿŜŜƴ ǘƘŜ ǘǿƻ ǊƻǳǘŜǊǎ ƛǎΥ 

ī 9ƴŎŀǇǎǳƭŀǘƛƻƴ ƳƻŘŜΥ ¢ǳƴƴŜƭ 

ī YŜȅ ƴŜƎƻǘƛŀǘƛƻƴ ƳƻŘŜΥ !ǳǘƻ ƴŜƎƻǘƛŀǘƛƻƴ 

ī tǊŜ-ǎƘŀǊŜŘ ƪŜȅΥ ǘŘмрфорт 

 

  

wƻǳǘŜǊ н 

±tb ŎƭƛŜƴǘ 

²!bм 

[!b 

{ǿƛǘŎƘ 

[!b 

[!b 

9ƴǘŜǊǇǊƛǎŜ ǎŜǊǾŜǊ 

wƻǳǘŜǊ м 

±tb ǎŜǊǾŜǊ 

{ǳōǎƛŘƛŀǊȅ 

 

IŜŀŘǉǳŀǊǘŜǊǎ 

±tb ǘǳƴƴŜƭ 
LƴǘŜǊƴŜǘ ²!bм 

{ǿƛǘŎƘ 
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Configuration procedure 

 
 

 

5ǳǊƛƴƎ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŀŘǾŀƴŎŜŘ ǎŜǘǘƛƴƎǎ ƻŦ Lt{ŜŎ ŎƻƴƴŜŎǘƛƻƴΣ ƳŀƪŜ 
ǎǳǊŜ ǘƘŜ ǇŀǊŀƳŜǘŜǊǎ ƻŦ ǘƘŜ ǘǿƻ ǊƻǳǘŜǊǎ ŀǊŜ ǘƘŜ ǎŀƳŜΦ 

Step 1 /ƻƴŦƛƎǳǊŜ ǊƻǳǘŜǊ мΦ 

1. Log in to the web UI of the router 1, and navigate to More > IPSec. 

2. Click +Add. 

 

3. Configure the parameters in the Add window, and click Save at the bottom of the page. 

(1) Select the WAN port to establish an IPSec tunnel, which is WAN1 this example. 

(2) Set Encapsulation Mode to Tunnel. 

(3) Set the Connection Name, which is IPSec_1 in this example. 

(4) Enter the Remote Gateway, which is 202.105.88.77 in this example. 

(5) Enter the Local LAN/Prefix Length, which is 192.168.0.0/24 in this example. 

(6) Enter the Remote LAN/Prefix Length, which is 192.168.1.0/24 in this example. 

(7) Set the Pre-shared Key, which is td159357 in this example. 

/ƻƴŦƛƎǳǊŜ ǊƻǳǘŜǊ м/ƻƴŦƛƎǳǊŜ ǊƻǳǘŜǊ н 
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¢ƘŜ Lt{ŜŎ ƛǎ ŀŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 
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Step 2 /ƻƴŦƛƎǳǊŜ ǊƻǳǘŜǊ нΦ 

1. Log in to the web UI of the router 2 and navigate to More > IPSec. 

2. Click +Add. 

 

3. Configure the parameters in the Add window, and click Save at the bottom of the page. 

(1) Select the WAN port to establish an IPSec tunnel, which is WAN1 this example. 

(2) Set Encapsulation Mode to Tunnel. 

(3) Set the Connection Name, which is IPSec_1 in this example. 

(4) Enter the Remote Gateway, which is 202.105.11.22 in this example. 

(5) Enter the Local LAN/Prefix Length, which is 192.168.1.0/24 in this example. 

(6) Enter the Remote LAN/Prefix Length, which is 192.168.0.0/24 in this example. 

(7) Set the Pre-shared Key, which is td159357 in this example. 
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¢ƘŜ Lt{ŜŎ ƛǎ ŀŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

----9ƴŘ 

Verification 

²ƘŜƴ Lt{ŜŎ {ǘŀǘǳǎ ǎƘƻǿǎ /ƻƴƴŜŎǘŜŘΣ ǘƘŜ Lt{ŜŎ ǘǳƴƴŜƭ ƛǎ ǎŜǘ ǳǇ ǎǳŎŎŜǎǎŦǳƭƭȅ ŀƴŘ ƘŜŀŘǉǳŀǊǘŜǊǎ ŀƴŘ 
ǎǳōǎƛŘƛŀǊȅ ǎǘŀŦŦ Ŏŀƴ ǎŜŎǳǊŜƭȅ ŀŎŎŜǎǎ ǘƘŜ [!b ǊŜǎƻǳǊŎŜǎ ƻŦ ŜŀŎƘ ƻǘƘŜǊ ǘƘǊƻǳƎƘ ƛƴǘŜǊƴŜǘΦ 
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12.11.7  Example of configuring a L2TP over IPSec VPN 

Networking requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ŀƴŘ ƛǘǎ ōǊŀƴŎƘ ƘŀǾŜ ǳǎŜŘ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊǎ ǘƻ ǎŜǘ ǳǇ [!bǎ ŀƴŘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ 
.ǊŀƴŎƘ ŜƳǇƭƻȅŜŜǎ ƴŜŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎΩ ƛƴǘŜǊƴŀƭ ǊŜǎƻǳǊŎŜǎ ǘƘǊƻǳƎƘ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǎǳŎƘ 
ŀǎ ƛƴǘŜǊƴŀƭ ŘŀǘŀΣ h!Σ 9wtΣ /waΣ ŀƴŘ ǇǊƻƧŜŎǘ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎΦ 

Solution 

Lt{ŜŎ ŀƴŘ [н¢t ǎŜǊǾŜǊ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ Ŏŀƴ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ǊŜƭŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ǎƘƻǿƴ ŀǎ ōŜƭƻǿΥ 

ī tƻǊǘ ǳǎŜŘ ǘƻ ŜǎǘŀōƭƛǎƘ ŀƴ Lt{ŜŎ ǘǳƴƴŜƭΥ ²!bм 

ī tƻǊǘ ǳǎŜŘ ǘƻ ŜǎǘŀōƭƛǎƘ ŀƴ [н¢t ±tb ǘǳƴƴŜƭΥ ²!bм 

ī Lt ŀŘŘǊŜǎǎ ƻŦ ²!bмΥ нлнΦмлрΦммΦнн 

ī [!bΥ мфнΦмсуΦлΦлκнп 

!ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ǊŜƭŀǘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ Lt{ŜŎ ŎƻƴƴŜŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ƛǎ ǎƘƻǿƴ ŀǎ ōŜƭƻǿΥ 

ī 9ƴŎŀǇǎǳƭŀǘƛƻƴ aƻŘŜΥ ¢ǳƴƴŜƭ ƳƻŘŜ 

ī YŜȅ bŜƎƻǘƛŀǘƛƻƴΥ !ǳǘƻ ƴŜƎƻǘƛŀǘƛƻƴ 

ī tǊŜ-ǎƘŀǊŜŘ YŜȅΥ ƛǇмрфорт 

  

±tb ǘǳƴƴŜƭ 

9ƴǘŜǊǇǊƛǎŜ 
ǎŜǊǾŜǊ 

!t /ƻƳǇǳǘŜǊ 

[!b 

²!bм 
LƴǘŜǊƴŜǘ 

wƻǳǘŜǊ 

.ǊŀƴŎƘ ǎǘŀŦŦ 

{ǿƛǘŎƘ 
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Configuration Procedure 

 

Step 1 /ƻƴŦƛƎǳǊŜ ǘƘŜ Lt{ŜŎ ŎƻƴƴŜŎǘƛƻƴΦ 

1. Navigate to More > IPSec. 

2. Click +Add. 

 

3. Configure the following parameters in the Add window, and click Save. 

(1) Select a WAN port for the IPSec VPN connection, which is WAN1 in this example. 

(2) Select Encapsulation Mode, which is Transport in this example. 

(3) Set Connection Name to the name of the IPSec tunnel, which is HQ in this example. 

(4) Specify Pre-shared Key, which is ip159357 in this example. 

 

Configure IPSec connection 9ƴŀōƭŜ ŀƴ [н¢t ǎŜǊǾŜǊ Add a PPTP/L2TP user
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¢ƘŜ Lt{ŜŎ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

Step 2 9ƴŀōƭŜ ǘƘŜ [н¢t ǎŜǊǾŜǊΦ 

1. Navigate to More > VPN Server. 

2. Enable VPN Server. 

3. Set Server Type to L2TP. 

4. Select a WAN port for the IPSec VPN connection, which is WAN1 in this example. 

5. Set IPSec Encryption of the IPSec tunnel, which is HQ in this example. 

6. Click Save. 

 

Step 3 !ŘŘ ŀ tt¢tκ[н¢t ¦ǎŜǊΦ 

1. Navigate to More > VPN Server > PPTP/L2TP User. 

2. Click +Add. 

 

Step 4 /ƻƴŦƛƎǳǊŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇŀǊŀƳŜǘŜǊǎ ƛƴ ǘƘŜ !ŘŘ ǿƛƴŘƻǿΣ ŀƴŘ ŎƭƛŎƪ {ŀǾŜΦ 
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1. Enter the User Name and Password assigned by the VPN client, which are both Tom123 in 
this example. 

2. Set Network User to No. 

3. Enter a Remark to your account, which is Tom123 in this example. 

 

¢ƘŜ [н¢t ƻǾŜǊ Lt{ŜŎ ±tb ƛǎ ŀŘŘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

----9ƴŘ  
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Verification 

¢ƻ ŀŎŎŜǎǎ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ [!b ǊŜǎƻǳǊŎŜǎΣ ȅƻǳ ƘŀǾŜ ǘƻ ŎƻƴŦƛƎǳǊŜ ȅƻǳǊ ŎƭƛŜƴǘΦ ¢ƘŜ ŘƻŎǳƳŜƴǘ 
ƛƴǘǊƻŘǳŎŜǎ Ƙƻǿ ǘƻ ŎǊŜŀǘŜ ±tb ŘƛŀƭƛƴƎ ƻƴ ²ƛƴŘƻǿǎ мл ŀƴŘ ƛh{Φ /ƘƻƻǎŜ ǘƘŜ ǎŎŜƴŀǊƛƻ ŀŎŎƻǊŘƛƴƎ ǘƻ 
ȅƻǳǊ ŀŎǘǳŀƭ ǎƛǘǳŀǘƛƻƴǎΦ 

Create VPN connection on Windows 10 

Step 1 /ǊŜŀǘŜ ±tb ŎƻƴƴŜŎǘƛƻƴǎΦ 

1. Click  in the lower right corner of the desktop, click Network & Internet settings. 

 

2. Click VPN, click Add a VPN connection. 

 



 

228 

3. Set VPN connection parameters, and then click Save. 

(1) Select VPN provider, which is Windows (built-in) in this example. 

(2) Set the Connection name of VPN, which is VPN Access in this example. 

(3) Enter Server name or address, which is 202.105.11.22 in this example. 

(4) Select VPN type, which is L2TP/IPsec with pre-shared key. 

(5) Enter Pre-shared key of the IPSec tunnel, which is ip159357 in this example. 

(6) Pull down the scroll bar, select Type of sign-in info, which is User name and password 
in this example. 

(7) Enter User name and Password, which are both Tom123 in this example. 
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4. Click VPN Access, then click Connect. 

 

²ŀƛǘ ǳƴǘƛƭ ŀ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ŜǎǘŀōƭƛǎƘŜŘΦ 
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Create VPN connection on a mobile device (Example: iOS). 

Step 1 /ƭƛŎƪ {ŜǘǘƛƴƎǎ  ƻƴ ȅƻǳǊ ǎƳŀǊǘǇƘƻƴŜΦ 

Step 2 ¢ŀǇ ±tbΦ 
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Step 3 ¢ŀǇ !ŘŘ ±tb /ƻƴŦƛƎǳǊŀǘƛƻƴΦΦΦΦ 

 

Step 4 {Ŝǘ ǘƘŜ ±tb ŎƻƴƴŜŎǘƛƻƴ ǇŀǊŀƳŜǘŜǊǎΦ 

1. Select the Type, which is L2TP in this example. 

2. Set the name of VPN connection in Description, which is HQ in this example. 

3. Enter the IP address of L2TP Server, which is 202.105.11.22 in this example. 

4. Enter the Account and Password of L2TP VPN, which are both Tom123 in this example. 

5. Enter the Secret of IPSec tunnel, which is ip159357 in this example. 

6. Tap Done. 

 



 

232 

Step 5 ¢ŀǇ Φ 

 

----9ƴŘ 

²ŀƛǘ ǳƴǘƛƭ ǘƘŜ {ǘŀǘǳǎ ǘǳǊƴǎ ǘƻ /ƻƴƴŜŎǘŜŘ Σ ǘƘŜ Lt{ŜŎ ŎƻƴƴŜŎǘƛƻƴ ƛǎ ŎǊŜŀǘŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

  



 

233 

Employees accessing headquarters resources on business trip 

!ǎǎǳƳŜ ǘƘŀǘ ŀ ōǊŀƴŎƘ ƴŜŜŘǎ ǘƻ ŀŎŎŜǎǎ ǘƘŜ C¢t ǎŜǊǾŜǊ ƻŦ ƘŜŀŘǉǳŀǊǘŜǊǎΦ ¢ƘŜ ǇǊƻƧŜŎǘ Řŀǘŀ ƻŦ ǘƘŜ 
ƘŜŀŘǉǳŀǊǘŜǊǎ ƛǎ ǎǘƻǊŜŘ ƻƴ ǘƘŜ C¢t ǎŜǊǾŜǊΦ !ǎǎǳƳŜ ǘƘŀǘ ǘƘŜ ǎŜǊǾŜǊ ƛƴŦƻǊƳŀǘƛƻƴ ƛǎ ŀǎ ŦƻƭƭƻǿǎΥ 

ī C¢t ǎŜǊǾŜǊ Lt ŀŘŘǊŜǎǎΥ мфнΦмсуΦлΦмлп 

ī {ŜǊǾŜǊ ǇƻǊǘΥ нм 

ī C¢t ǎŜǊǾŜǊ ƭƻƎƛƴ ǳǎŜǊ ƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘΥ ¢ƻƳмно 

²ƘŜƴ ōǊŀƴŎƘ ǎǘŀŦŦ ŀŎŎŜǎǎ ǘƘŜ ǇǊƻƧŜŎǘ Řŀǘŀ ƻŦ ǘƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎΣ ǘƘŜȅ ǇŜǊŦƻǊƳ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŜǇǎΥ 

Step 1 !ŎŎŜǎǎ ǘƘŜ ƭƛƴƪ ŦǘǇΥκκǎŜǊǾŜǊ Lt ŀŘŘǊŜǎǎΥ ǎŜǊǾŜǊ ǇƻǊǘ ƻƴ ŀ ŎƻƳǇǳǘŜǊΣ ǿƘƛŎƘ ƛǎ 

ŦǘǇΥκκмфнΦмсуΦлΦмлп ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΦ 

 

LŦ ǘƘŜ ǎŜǊǾŜǊ ǇƻǊǘ ƻŦ ǘƘŜ [!b ƛǎ ƴƻǘ ǇƻǊǘ ƴǳƳōŜǊ ōȅ ŘŜŦŀǳƭǘΣ ǘƘŜ ŀŎŎŜǎǎ ŦƻǊƳŀǘ ƛǎ [!b ǎŜǊǾƛŎŜ 
ŀǇǇƭƛŎŀǘƛƻƴ ƭŀȅŜǊ ǇǊƻǘƻŎƻƭ ƴŀƳŜΥκκǎŜǊǾŜǊ Lt ŀŘŘǊŜǎǎΥ {ŜǊǾŜǊ ǇƻǊǘ ƻŦ ǘƘŜ [!bΦ 
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Step 2 9ƴǘŜǊ ǘƘŜ ¦ǎŜǊ ƴŀƳŜ ŀƴŘ tŀǎǎǿƻǊŘΣ ǿƘƛŎƘ ŀǊŜ ōƻǘƘ ¢ƻƳмно ƛƴ ǘƘƛǎ ŜȄŀƳǇƭŜΣ ǘƘŜƴ ŎƭƛŎƪ 

[ƻƎƛƴΦ 

 

----9ƴŘ 

¢ƘŜ ƘŜŀŘǉǳŀǊǘŜǊǎ [!b ǊŜǎƻǳǊŎŜǎ Ŏŀƴ ōŜ ŀŎŎŜǎǎŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ {ŜŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŦƛƎǳǊŜΦ 

 

 

LŦ ȅƻǳ ǿŀƴǘ ǘƻ ǳǎŜ ǘƘŜ ƳƻōƛƭŜ ŘŜǾƛŎŜ όǎǳŎƘ ŀǎ ǎƳŀǊǘǇƘƻƴŜ ŀƴŘ ǘŀōƭŜǘύ ǘƻ ŀŎŎŜǎǎ ǘƘŜ C¢t ǎŜǊǾŜǊΣ ȅƻǳ 
ǎƘƻǳƭŘ ƛƴǎǘŀƭƭ ŀƴ C¢t ŎƭƛŜƴǘ ƻƴ ȅƻǳǊ ƳƻōƛƭŜ ŘŜǾƛŎŜ ŦƛǊǎǘΦ 

  



 

235 

12.12  Multi -WAN policy 

12.12.1  Overview 

¢ƘŜ ǊƻǳǘŜǊ ǎǳǇǇƻǊǘǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǘȅǇŜǎ ƻŦ Ƴǳƭǘƛ-²!b ǇƻƭƛŎȅΥ 

Â {ƳŀǊǘ ƭƻŀŘ ōŀƭŀƴŎƛƴƎ όŘŜŦŀǳƭǘύ 

LŦ ǎǳŎƘ ŀ ǇƻƭƛŎȅ ƛǎ ŀǇǇƭƛŜŘΣ ǘƘŜ ǊƻǳǘŜǊ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ŘƛǎǘǊƛōǳǘŜǎ ǘǊŀŦŦƛŎ ōŀǎŜŘ ƻƴ ǘƘŜ ōŀƴŘǿƛŘǘƘ 
ƻƴ ǘƘŜ .ŀƴŘǿƛŘǘƘ /ƻƴǘǊƻƭ ǇŀƎŜ ǘƘǊƻǳƎƘ ǘƘŜ ²!b ǇƻǊǘǎ ǘƻ ŀŎƘƛŜǾŜ ƭƻŀŘ ōŀƭŀƴŎƛƴƎΦ 

Â /ǳǎǘƻƳ 

{ǳŎƘ ŀ ǇƻƭƛŎȅ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ōȅ ŀƴ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǘƻ ŘƛǎǘǊƛōǳǘŜ ǘǊŀŦŦƛŎ ƻŦ ǎǇŜŎƛŦƛŜŘ Lt ŀŘŘǊŜǎǎ 
ƎǊƻǳǇǎ ǘƻ ǎǇŜŎƛŦƛŜŘ ²!b ǇƻǊǘǎΦ 

/ƭƛŎƪ aƻǊŜ Ҕ aǳƭǘƛ-²!b tƻƭƛŎȅ ǘƻ ŜƴǘŜǊ ǘƘŜ ǇŀƎŜΦ 

 

Parameter description 

Parameter Description 

Mutil-WAN Policy 

Specifies the policy through the WAN ports. 

 ̧ Smart Load Balancing: The system automatically distributes traffic through the WAN 
ports with the smallest amount of traffic. 

 ̧ Custom: It enables you to assign WAN ports to source IP addresses as required. 

WAN Link Detection 

The router regularly detects the connection status between the WAN ports and 
detection address. 

 ̧ Detection Address: The IP address or domain name to detect. 

 ̧ Detection Method: When the route is unreachable, the network sends the TCP or 
ICMP packets with error messages to the router. 

 ̧ Detection Interval: The interval of detection, 5 seconds by default. 
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12.12.2  Customize a multi-WAN policy 

 

.ŜŦƻǊŜ ŎƻƴŦƛƎǳǊƛƴƎ ǘƘŜ Ƴǳƭǘƛ-²!b ǇƻƭƛŎȅΣ Ǝƻ ǘƻ CƛƭǘŜǊ aŀƴŀƎŜƳŜƴǘ Ҕ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇ ǘƻ ŀŘŘ ŀƴ 
Lt ƎǊƻǳǇ ŦƛǊǎǘΦ 

Step 1 bŀǾƛƎŀǘŜ ǘƻ aƻǊŜ Ҕ aǳƭǘƛ-²!b tƻƭƛŎȅΣ ǎŜƭŜŎǘ /ǳǎǘƻƳ ŀƴŘ ŎƭƛŎƪ Ҍ!ŘŘΦ 

Step 2 {ŜƭŜŎǘ ǘƘŜ Lt DǊƻǳǇ ȅƻǳ ǎŜǘΦ 

Step 3 {ŜƭŜŎǘ ǘƘŜ ²!b ǇƻǊǘ ǘƻ ǿƘƛŎƘ ǘƘŜ ǇƻƭƛŎȅ ŀǇǇƭƛŜǎΦ 

Step 4 /ƭƛŎƪ {ŀǾŜΦ 

 

----9ƴŘ 

Parameter description 

Parameter Description 

Status Enable or disable the rule. 

IP Group 
Create or select the IP group to which the rule applies. To create an IP 
group, choose Filter Management > IP Group/Time Group. 

WAN Port Specifies the WAN port for incoming and outgoing traffic. 
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12.12.3  Example of customizing a multi-WAN policy 

Networking Requirement 

!ƴ ŜƴǘŜǊǇǊƛǎŜ ŀƴŘ ƛǘǎ ōǊŀƴŎƘ ǳǎŜ ǘƘŜ ǿƛǊŜƭŜǎǎ ǊƻǳǘŜǊ ǘƻ ǎŜǘ ǳǇ ŀ ƴŜǘǿƻǊƪ ŀƴŘ ŀŎŎŜǎǎ ǘƘŜ ƛƴǘŜǊƴŜǘΦ ¢ƻ 
ƳŜŜǘ ƛǘǎ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎ ǊŜǉǳƛǊŜƳŜƴǘΣ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ Ƙŀǎ ǎŜǘ ǳǇ ǘǿƻ ōǊƻŀŘōŀƴŘ ŎƻƴƴŜŎǘƛƻƴǎ ǿƛǘƘ 
ǘǿƻ ŘƛŦŦŜǊŜƴǘ L{tǎ ŀƴŘ Ŏŀƴ ƴƻǿ ŀŎŎŜǎǎ ǘƘŜ LƴǘŜǊƴŜǘ ǇǊƻǇŜǊƭȅΦ ¢ƻ ŀŎƘƛŜǾŜ ƭƻŀŘ ōŀƭŀƴŎƛƴƎΣ ǘƘŜ 
ŜƴǘŜǊǇǊƛǎŜ ǊŀƛǎŜǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ [!b ǊŜǉǳƛǊŜƳŜƴǘǎΥ 

ī ¢ƘŜ ŘŜǾƛŎŜǎ ǿƛǘƘ Lt ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ мфнΦмсуΦлΦн ǘƻ мфнΦмсуΦлΦмлл ŀŎŎŜǎǎ ǘƘŜ 
ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ ǘƘŜ ŦƛȄŜŘ-ƭƛƴŜ ōǊƻŀŘōŀƴŘ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ L{t !Φ 

ī ¢ƘŜ ŘŜǾƛŎŜǎ ǿƛǘƘ Lt ŀŘŘǊŜǎǎŜǎ ǊŀƴƎƛƴƎ ŦǊƻƳ мфнΦмсуΦлΦмлм ǘƻ мфнΦмсуΦлΦнрл ŀŎŎŜǎǎ ǘƘŜ 
ƛƴǘŜǊƴŜǘ ǘƘǊƻǳƎƘ ǘƘŜ ƳƻōƛƭŜ ōǊƻŀŘōŀƴŘ ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ L{t .Φ 

Solution 

¸ƻǳ Ŏŀƴ ǳǎŜ ǘƘŜ Ƴǳƭǘƛ-²!b ǇƻƭƛŎȅ ŦǳƴŎǘƛƻƴ ƻŦ ǘƘŜ ǊƻǳǘŜǊ ǘƻ ƳŜŜǘ ǘƘƛǎ ǊŜǉǳƛǊŜƳŜƴǘΦ 

 

Configuration Procedure 

 

Step 1 {Ŝǘ Lt ŀŘŘǊŜǎǎ ƎǊƻǳǇǎΦ 

Navigate to Filter Management > IP Group/Time Group, and add the IP groups as follows. 

²!bм ²!bн 

[!b 

{ǿƛǘŎƘ 

²!bмΥ L{t ! 

²!bнΥ L{t . 

LƴǘŜǊƴŜǘ 

wƻǳǘŜǊ 

[!bм [!bн 

/ƻƴŦƛƎǳǊŜ Lt DǊƻǳǇκ¢ƛƳŜ DǊƻǳǇ 9ƴŀōƭŜ ŎǳǎǘƻƳƛȊŜ Ƴǳƭǘƛ-²!b ǇƻƭƛŎȅ /ǳǎǘƻƳƛȊŜ Ƴǳƭǘƛ-²!b ǇƻƭƛŎȅ ǊǳƭŜ 
















































